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1 SERVICE DESCRIPTION FOR FLEXIBLE SSL SERVICE 

1.1 Definitions 
All capitalized terms used but not defined herein will have the meanings given to such terms 
elsewhere in the Agreement. In the event of any conflict between the definitions provided in this 
Service Description and those provided elsewhere in the Agreement, the definitions in this Service 
Description will control for purposes of this Service Description. 
"Customer Information" means the Customer information to which Users will have access through 
the Flexible SSL Service. 
"Device" means the unit (e.g. smartphones/laptops/kiosks) from which a User may connect to the 
Flexible SSL service to access the Customer Information. Orange will identify and may modify from 
time to time the Devices that may be used with the Flexible SSL Service. 
"External Network Link" means the network link, including the router, provided by Orange as part of 
the Flexible SSL Service, allowing to connect the SSL gateway to the internet. 
"Fault" means a fault, failure, or malfunction in the Flexible SSL Service. 
"Fault Call" means the notification made by Customer to the GCSC to report a Fault. 
"Firewall" means a method to enhance network security. 
"GCSC" means the Orange Global Customer Support Centers. 
"Incident" means a security event, alert, or problem regarding the Flexible SSL Service detected by 
Orange. 
"Internal Network Link" means t the network link, including the router, provided by Orange as part of 
the Flexible SSL Service, allowing to connect the SSL gateway to the customer’s internal network 
using the Orange MPLS backbone. 
"Portal" means he Flexible SSL Care Service web portal. 
"Proper Operational Condition" means that the Flexible SSL service is functioning in accordance 
with the parameters of the Flexible SSL Service, as set forth in this Service Description and in the 
SRFs. 
"Security Rules Base" means the ordered set of rules against which each connection is checked, 
which is configured in SSL Gateway. The Security Rules Base will be determined by Customer’s 
security policy, as set forth in the SRF. 
"Service Request Form" of "SRF" means the form that details Customer's specific Flexible SSL 
Service requirements. 
"Severity Level" means the category assigned by the GCSC for Incidents and Faults. 
"SSL Gateway" means the centrally managed server, including Software, provided by Orange as part 
of the Flexible SSL Service, on which the Security Rules Base is configured and to which Users 
connect to access the Customer Information. 

1.2 Description of the Flexible SSL Service 
The Flexible SSL Service provides Users with secure access to Customer Information from a Device 
using a web browser or dedicated software supported by the Service. The Service will be delivered by 
Orange in accordance with the Service Level Agreement for Flexible SSL Service. Users remotely 
connect to the SSL Gateway through the infrastructure provided by Orange Business Services as part 
of the Flexible SSL Service. The Flexible SSL Service includes: 
 the SSL Gateway, 
 the Firewall protecting the Flexible SSL architecture from internet, 
 an External Network Link, 
 an Internal Network Link. 
The Security Rules Base implemented on the SSL Gateway allows different Users to access specific 
Customer Information. Depending on the Security Rules defined by the Customer using the Portal, the 
Users may experience either a clientless access and may be asked to use dedicated connectivity 
software provided by the SSL Gateway. If due to technical constraints, it is not possible to publish 
Customer Information in accordance with what has been defined in the Security Rules Bases, Orange 
reserves the right to amend the publication type and to implement "client based" connectivity instead 
of a clientless connectivity. Except as otherwise expressly provided in this Agreement, Orange will 
have no responsibility or liability for, or related to, the Customer Information, Devices, Internet 
browsers, authentication services, or other services not provided by Orange, but that may be used or 
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accessed by Customer or Users in connection with the Flexible SSL Service. The service is only 
available as a fully hosted solution in Orange premises. 

1.3 Service Request Form 
1.3.1 Customer Requirements. Prior to commencement of the Flexible SSL Service, the Parties will 

complete the applicable SRF. Customer will provide all relevant technical specifications and 
documentation regarding its existing network, and Orange will reasonably assist Customer in 
completion of the SRF. Customer will ensure that all information contained in the completed SRF is 
accurate. 

1.3.2 Customer Security Contacts. Customer will identify a primary security contact and 2 secondary 
security contacts in the SRF. Customer will ensure that all primary and secondary contacts are 
available and can be contacted by Orange 24 hours a day, 7 days a week. Orange will respond only to 
Flexible SSL Service requests and Fault Calls issued by such contacts. All communications between 
the Parties will be in English, unless otherwise agreed to by the Parties. 
For Severity Level 1 and Severity Level 2 Incidents, Orange will notify Customer’s security contacts of 
the Incident using the contact details provided in the SRF. For Severity Level 3 Incidents, Orange will 
send a message to the email addresses set forth in the SRF. All contacts by Orange will be made in 
English, unless otherwise agreed to by the Parties. 
The primary security contact identified in the SRF will ensure that: 
(a) All security contact information is maintained and current; 
(b) Orange is notified before and after any planned outages or configuration changes to Customer's 

network or network services; and. 
(c) All changes to Customer's primary security contact must be made in writing, on Customer's 

letterhead, and be signed by a senior manager in Customer's organization. 

1.4 Service Deployment 
1.4.1 Lead Time Requirements. The time to deploy the Service is measured only when Orange has 

received both a signed Order and a fully completed SRF. The time to deploy the Service is 2 weeks as 
of receipt by Orange of the two documents. The deployment will be delayed if Customer does not 
provide both documents or if the Customer requires changes to the specifications listed in the 
completed and accepted SRF. 

1.4.2 Configuration. Orange will configure the SSL Gateway exclusively based upon specifications 
contained in the applicable SRF. Any configuration changes required due to inaccurate or revised 
specifications will be charged to and paid by Customer at the Hourly Labor Rate for such services, 
plus Expenses. 
Following service opening, Orange will accept requests for changes to the configuration of the SSL 
Gateway only from the security contacts identified in the SRF. All such changes will have to be 
requested through the Flexible SSL Care Service web portal ("Portal"). 

1.4.3 Installation. The installation of the Flexible SSL Service consists in the connection of the Flexible SSL 
platform to the Customer’s MPLS network. Considering the little impact of such connection, the 
Flexible SSL Gateway connection to the Customer’s MPLS network will be conducted during Business 
Hours unless otherwise agreed to by the Parties. If Customer requests Orange to connect the Flexible 
SSL Gateway outside of Business Hours, Orange will advise Customer of any increased charges prior 
to commencement of the installation. 
Orange will not be responsible for any delay in the connection of the SSL Gateway if such failure is 
due to any cause beyond its reasonable control, including the inability of Orange to get the relevant 
required technical information from the Customer. 

1.4.4 Server Upgrades. Orange will provide version management of the operating system and various 
elements of the SSL Gateway Software, which may include upgrades to a new operating system level. 
Notwithstanding anything to the contrary contained herein, Orange has no obligation to provide all new 
releases of Software from the SSL Gateway hardware vendors and Software licensors, and Orange, in 
its sole discretion, will decide when upgrades take place. 
If Orange needs to take a SSL Gateway off-line to implement Software updates or network 
enhancements, Orange will provide at least 7 days prior written notice of such events. When possible, 
Orange will work with Customer to minimize any impact this could have. When possible, Orange will 
implement SSL Gateway upgrades during Business Hours. 

1.4.5 Acceptance Testing. Upon completion of the installation of the SSL Gateway, Orange will commence 
its own acceptance testing, which will confirm that all aspects of the Flexible SSL Service are 
operational in accordance with the terms of this Service Description and the parameters set forth in the 
SRF. Upon completion of this internal acceptance testing, Orange will send to the security contacts 
listed in the SRF a "Welcome mail" confirming that the Flexible SSL service is ready to be used and 
operational. 
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1.4.6 Security Policy Changes Procedure. Following installation and acceptance testing, Orange will 
accept requests for changes to the Security Rules Base only from the security contacts identified in the 
SRF. All such changes will have to be requested through the Portal. If Orange requires additional 
information to finalize the implementation of the change, Orange reserves the right to contact the 
primary security contact to agree to the appropriate actions, timeframes, and charges, if applicable. 
Any potential conflict in the Security Rules Base or any inadvertent reduction in the security 
effectiveness perceived by Orange will be brought to Customer’s attention, and Orange will 
recommend alternative strategies. 
Orange will require the following information for any changes to the Security Rules Base: 
(a) Completed change control form in the Portal; 
(b) Supporting details relevant to the specific change action, if applicable; and 
(c) Contingency plans and contact details of Customer personnel performing acceptance testing for 

the changes to the Security Rules Base. 

1.5 Standard Service Features 
When using the Flexible SSL Service, Users will access a Web portal sign-in page, where they will be 
required to identify the information requested for authentication (e.g. username and password). 
Different Users will be allowed to access, or will be denied access to, specific Customer Information 
based on the Security Rules Base implemented on the SSL Gateway. The Flexible SSL Service will 
also encrypt the traffic between the Device and the SSL Gateway and will support basic security 
features and authentication services that may be provided by Customer, as identified and as may be 
modified by Orange from time to time. Customer may download periodic reporting for the Flexible SSL 
Service from the Portal. 
Orange also will provide up to 3 administrator software tokens with the standard Flexible SSL Service 
to get access to the Flexible SSL Care Service web portal ("Portal"). 

1.6 Optional Service Features 
Orange may provide the following optional features, subject to additional Charges and the availability 
of the option. 

1.6.1 Pre-Production environment. The Pre-Production environment is a temporary replication of 
Customer’s production environment to do various tests (version upgrade, configuration changes…) 
without impacting the production. Each time the option is ordered, the Pre-Production is available for a 
single month for 10 concurrent users only. 

1.6.2 Service Manager. As for the other Orange services, the Service Manager is the Customer’s primary 
point of contact within Orange. The Service Manager provides Customer with a monthly dashboard 
and reporting analysis and is responsible for the verification of the Service performance. SLA for the 
Service will only apply if the Customer has ordered a Service Manager. 

1.7 Maintenance of the SSL Service 
1.7.1 Remedial Maintenance. Orange will maintain the hardware portion of the Flexible SSL service in 

Proper Operational Condition. If a Fault is caused by a failure in any Flexible SSL service component, 
Orange will repair the Fault following receipt of a Fault Call or upon detection of the Incident by 
Orange, whichever occurs first. 
The GCSC will classify all Fault Calls and Incidents as follows: 

Severity 1 Problems causing critical impact to the business function(s) or customer(s). Justifies immediate 
management attention and dedicated resources applying continuous efforts to resolve as soon 
as possible. 

Severity 2 Problems causing degradation of service resulting in impact to business function of customer. 
Impact justifies priority attention and application of resources to resolve in a timely manner. 

Severity 3 Problems causing low impact to the business function(s) and customer(s). Requires timely 
resolution to minimize future impacts. Resources should be allocated in accordance with normal 
managerial planning prioritization. 

 
1.7.2 Remedial Maintenance Exclusions. Orange will have no obligation to provide Remedial 

Maintenance Services for, nor will Orange be liable to Customer for damages for loss of the Flexible 
SSL Service or the SSL Gateway caused by any of the following (collectively "Limitations"): 
(a) Damage to the SSL infrastructure caused by any Force Majeure Event, or any other casualty or 

loss; 
(b) Any instability in the operation of the SSL Gateway that is caused by or related to the use of 

certain software, or by any other software provided by Customer or its designees, or by 
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combinations of the SSL Gateway and software, even if such combination is specified on a duly 
accepted SRF. 

(c) Fault calls and Remedial Maintenance Services rendered necessary by the above causes may 
be performed by Orange at Customer's request, and will be charged to and paid by Customer at 
the Hourly Labor Rate, plus Expenses. 

Remedial Maintenance Services do not include: 
(a) Maintenance of attachments or other devices not specified in the SRFs. 
(b) Correction of software databases and/or programming errors or any errors or damages caused 

by or arising out of input or error, except as otherwise set forth in this Service Description. 

1.8 Pricing 
One-time and monthly recurring Charges apply to the Flexible SSL Gateway Service and to each 
optional feature. The monthly recurring Charges will vary depending on the number of concurrent 
Users of the Flexible SSL Gateway Service and on the number/type of declared applications. 

1.9 Geographical and Legal Service Availability 
Being based on SSL/TLS standards, this Service is embedding cryptographic software. Depending on 
the country the Users will connect from, the use or import of such materials may be subject to specific 
conditions. The Customer will verify whether it is legally allowed to use the service in his country. 
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