Plugging the mobile
security gap
Securing the mobile enterprise
Could mobile devices be the weakest link in today’s enterprise?
According to a 2017 survey of IT professional, 20 percent of
companies have experienced a mobile security breach1.
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Enterprise secrets at risk
Attacks on mobile devices are evolving quickly. Attackers can exploit
mobile devices to steal conﬁdential data from the enterprise.

Hackers can eavesdrop by
taking over the device’s
microphone and camera

Criminals can steal enterprise
data by accessing emails,
texts and call logs

Crooks can compromise
secure containers to
extract application data

A single device compromised
with malware like GhostCtrl
can spy on closed-door
meetings by using the
microphone and camera

Discovering a breach takes an
average of 99 days globally 8.
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Many infection vectors
Mobile malware takes many diﬀerent forms, and you need to protect
yourself against all of them not to fall victim to attack.
Mobile threats detected by Checkpoint9:
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Identify your weaknesses
Mobile attacks on enterprises come from three main areas:
malware-infected apps, network attacks and device vulnerabilities.
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Network attacks, such as
wireless interception or
captive portals trick devices
to compromise them.
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Manning the defenses
Despite these threats many organizations are still unprepared.
Mobile Threat Protection (MTP) is the key to protecting your mobile estate.
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To ﬁnd out more about MTP from Orange Business Services visit:
https://www.orange-business.com/en/products/mobile-threat-protection
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