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1 General

1.1 Scope of the document

The aim of this document is to provide configuration guidelines to ensure the interoperability between Oracle
E-SBC with Business Talk (BTalk) or Business Talk IP (BTIP) service from Orange Business, hereafter so-

called “service”.

1.2 References documents

Title Link

Ex: Enterprise  Session
Border Controller S-Cz9.3.0

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/9.3.0/index.html

[1] ACLI Reference Guide

https://docs.oracle.com/en/industries/communications/session-border-
controller/9.3.0/aclireference/acli-reference-quide.pdf

[2] E-SBC Configuration
Guide

https://docs.oracle.com/en/industries/communications/enterprise-session-border-
controller/9.3.0/configuration/E-SBC-configuration-guide.pdf

[3] Security Guide

https://docs.oracle.com/en/industries/communications/session-border-
controller/9.3.0/security/security-quide.pdf

[4] Release Notes

https://docs.oracle.com/en/industries/communications/enterprise-session-
border-controller/9.3.0/releasenotes/esbc-release-notes.pdf

[5] Admin Security Guide

https://docs.oracle.com/en/industries/communications/session-border-
controller/9.3.0/adminsecurity/admin-security-quide.pdf

[6] HMR Guide

https://docs.oracle.com/en/industries/communications/session-border-
controller/9.3.0/hmr/hmr-guide.pdf

[7] Preparation & Instalation
Guide

https://docs.oracle.com/en/industries/communications/session-border-
controller/9.3.0/installation/platform-preparation-and-installation-quide.pdf

[8] Licensing Guide

https://docs.oracle.com/communications/scz930/esbc _scz930 license.pdf

[9] Solution Documentation
— Application notes

http://www.oracle.com/technetwork/indexes/documentation/acme-
packet-2228107.html
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1.3 Prerequisites

1.3.1 Certificates

In case of encrypted SIP trunk architecture, TLS configuration is mandatory to exchange a certificate with
Orange BT/BTIP A-SBC. Orange’s TLS implementation operates in "Mutual Authentication" mode (also
known as "two-way" authentication).

The customer must generate on the Oracle E-SBC a Certificate Signing Request (CSR) and submit it to a
trusted public Certificate Authority (CA) to obtain a publicly signed certificate. After that, the Root CA and
any intermediate CA certificates (all in PEM format) must be transmitted to Orange BT/BTIP team.

In turn, the Orange BT/BTIP team will provide you with our public Root and intermediate Certificate Authority
(CA) certificates. These are the certificates that signed our Orange BT/BTIP A-SBC's certificate and must
be imported onto your Oracle E-SBC to ensure proper trust and communication.

1.3.2 Public DNS configuration

For encrypted SIP trunk architecture, public DNS servers must be used for outgoing calls (e.g., from the
customer’s SIP endpoints to BTalk over Internetl/BTIP over Internet). To meet this requirement, you can
configure, in E-SBC configuration, either the IP addresses of two private DNS servers that relay queries to
the Internet, or the IPs of two accessible public DNS servers, such as Orange's public DNS (80.10.246.2
and 80.10.246.129).

1.3.3 NTP

The configuration of NTP on the Oracle E-SBC is not detailed in this document; however, it is recommended
to implement an NTP server to ensure the E-SBC maintains accurate date and time, which is essential for
validating remote party certificates. The configuration details are provided in the annexes.

1.3.4 Firewall flows for BTIP over Internet and BTalk over Internet

Firewalls in the way of traffic between Oracle eSBC and Orange infrastructure have to be updated in
order to open required ports for BT over Internet or BTIP over Internet vary concerning the UDP Media
ports range.

For BTIP over Internet, please note the Orange infrastructure Media public IP termination is different from
Orange infrastructure SIP Signaling public FQDN/Public IP termination.

Refer to the ‘BTalk over Internet & BTIP pre-requisites’ and “BTalk/BTIP STAS” documents provided by
your sales/project manager team for more details about firewall rules needed to be open.
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1.4 Orange BT/BTIP specifications

The information in this chapter is the SIP trunk specifications required to interconnect Orange BTalk/BTIP
network. The Enterprise SBC must be compliant with those specifications. Those information’s were used
to define the configuration described in this document.

v' Supported RFC’s:

RFC 2046: MIME part2: media types

RFC 2396: Uniform Resource Identifiers (URI): Generic Syntax

RFC 2976: The SIP INFO method

RFC 3204: MIME media types for SUP and QSIG Objects

RFC 3261: Session Initiation Protocol (SIP)

RFC 3264: An offer/answer Model with the Session Description Protocol
RFC 3311: The Session Initiation Protocol (SIP) UPDATE Method

RFC 3323: A privacy Mechanism for the session Initiation Protocol (SIP)
RFC 3325: Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks
RFC 3326: The Reason header field

RFC 3362: Real-Time Facsimile (T.38) image/t38 MIME

RFC 3455: Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the
3GPP

RFC 3725: Best Current Practices for Third Party Call Control (3pcc) in the Session Initiation
Protocol (SIP)

RFC 3960: Early Media and Ringing Tone generation in the Session Initiation Protocol
RFC 3966: The tel URI for Telephone Numbers

RFC 4566: SDP: Session Description Protocol

RFC 4733: RTP Payload for DTMF Digits, Telephony Tones, and Telephony Signals

RFC 5009: Private Header Extension to the Session Initiation Protocol for Authorization of early
media

RFC 5621: Message Body Handling in the Session Initiation Protocol (SIP)
RFC 5806: Diversion Indication in SIP

RFC 7434: Interworking ISDN Call Control User Information with SIP

RFC 8119: SIP "cause" URI Parameter for Service Number Translation

RFC 8147: Next-Generation Pan-European eCall

Note: RFC’s not listed above are not supported in this context
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v" SIP methods supported:

= INVITE
= ACK
= CANCEL

=  UPDATE (only in confirmed dialog)

= BYE
= OPTIONS
= INFO

Note: SIP methods not listed are not supported in this context

v" SIP message size specifications are as follows:
=  SIP message limited to 4096 Bytes on BT and 1500 Bytes on BTIP
= SDP Body limited to 1024 Bytes

v SIP signaling specifications are as follows:
= For unencrypted architecture we need to configure UDP port 5060

= Forencrypted architecture (TLS) we need to configuration TCP port 5061

v" Media specifications are by default listed below and should be adapted to your customer service
offer:
= For unencrypted architecture we need to configure RTP port 6 000 to 20 000
= For encrypted architecture (TLS) we need to configuration SRTP port 6 000 to 20 000 for
Business Talk over Internet or SRTP port 6 000 to 38 000 for Business talk IP over
Internet.

v' Customer equipment identification:

=  For Audit purpose E-SBC must include a “User Agent” header in INVITE messages and a "Server"
header in all 18x messages sent to BT/BTIP infrastructure. The required format for these two
headers is: "<IPBX/UC Vendor v.X.Y / SBC vendor v.X.Y>"

v' SIP Signaling encryption specifications are as follows:
= TLS version: 1.3 (Recommended)
o Cipher suites:
- TLS_AES_256 _GCM_SHA384
- TLS_AES_128 GCM_SHA256
- TLS_CHACHA20_POLY1305 SHA256
= TLSversion: 1.2 (only if TLS 1.3 is not supported)
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o Cipher suites:
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
- TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384
- TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256

v" Media encryption specifications are as follows:
= SDES key exchange protocol (MIKEY not supported)
*  Crypto suite: AES_CM_128 HMAC_SHA1_80
= Both RTP and RTCP are encrypted

v" Codec/Packet rate specifications are as follows:
= List of supported audio codecs and frame size:
o G.72220ms
o G.711Alaw 20 ms, G.711 plaw 20 ms

o G.72920ms, annexb=no

= BTalk (BVPN) - international
o Either G.711A or i, G.729 (most preferred codecs list)
o OrG.711Ao0rpu
o OrG.729

= BTOI (Internet access) — international

0 Only G711A or pis supported.

= BTIP (BVPN) - France
o Either G.722, G.711A, G.729 (most preferred codecs list)
o OrG.722,G.711A
o OrG.711A,G.729
o OrG.711A
o OrG.729

= BTIPol (Internet access) — France
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0 Only G711A is supported.

v Voice Activity Detection (VAD) is not supported
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v DTMF:
= For Human to Machine, the "telephone-event" [RFC 4733] MUST be used for DTMF transport.
= Only events 0 through 15 are supported.

= Payload type value SHALL be configurable (recommended value is 101).

v' SIP probing:

= BT/BTIP SIP trunk relies on SIP OPTIONS method to “probe” the E-SBC, both within-dialog and
out-of-dialog.

= The following answers are expected:
o Out of dialog: 200 OK (or any error responses) if the UE is up, no response if the UE is down.
0 Within dialog: 200 OK if the call is active and 481 if the call is no more active.

= The Customer SBC may periodically send OPTIONS messages, each 300s, with Max-Forwards =
0 to probe the BT/BTIP SIP trunk. In this case, the BT/BTIP infrastructure will respond with a 483.

=  Session Timer [RFC 4028] is not supported
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Note: For T.38 the Oracle E-SBC will be transparent. No adaptation will be done at the SBC level; DSP
resources would be required in certain conditions.

v' Packet marking:

= Both SIP signaling and audio must be marked with DSCP 46 (Expedited Forwarding).

v' Call initiation:

= E-SBC shall provide an SDP within his initial INVITE, delay offer (INVITE without SDP) is not
supported.
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v" Media session modification:

= Modification of media (IP, codec, attributes ...) in reception/transmission based on UPDATE (With
SDP) in Early Dialog and Re-INVITE in confirmed Dialog (with or without SDP)

= Attributes “a=" must be equal to “send only, recvonly, inactive, sendrecv”.
= Same Methods/Attributes/headers may be sent from BTalk/BTIP to Customer SBC.
= Call Transfer

o For supervised call transfer, sends RE-INVITE in confirmed dialog
o For blind call transfer:
= send RE-INVITE in confirmed dialog

= Call Forward

o0 Incase of Call Forward, the diversion header must be provided by the Customer SBC to
maintain the original caller information.

= CallonHold
0 Send SDP with a=inactive; Setting connection to 0.0.0.0 FORBIDDEN.
= Music on Hold

o Initiate a new INVITE to the media server
0 Use Re-INVITE to stop, closing the second dialog.

v' 3-Way Conference
= Use a media mixer with existing dialogs
= "Join" header [RFC 3911] NOT SUPPORTED by Orange.

v" Ring back tone and early media:

0 Incoming calls
0 Use the "P-Early-Media" header in 18x responses to signal early media transmission.

Nevertheless, the service does not guarantee to relay this early media (depending
on specific agreement)

o If SIP endpoint sends a 18x response with SDP without "P-Early-Media", it SHOULD
send a ring back tone. However, this tone may not be heard by the remote party.

o Outgoing calls
o Presence of "P-Early-Media" header with "sendrecv" or "sendonly" values in 18x

responses indicates that early media will be sent. SIP endpoint SHALL inhibit local
tones generation and wait for incoming audio.

o If"P-Early-Media" header with "inactive" or "recvonly" values is set in 18x responses,
SIP endpoint SHALL generate local tones.

o If "P-Early-Media" header is not set in 18x responses, SIP endpoint SHOULD
generate local tones unless it can detect early media sent by the remote party.
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v" Anonymous calls:
= [f anonymization is requested, the Customer SBC should:

0 Set the Privacy header to at least "user" and ensure the From header contains the calling party's
identity.

Or

0 Set the Privacy header to at least "id". Ensure the From header contains an anonymous URI
(such as "Anonymous" sip:anonymous@anonymous.invalid), and the P-Asserted-ldentity header
contains the calling party's identity.

v" Number format specifications are;
= Called party identities must be sent to the Orange network in E.164 format (i.e. +CCNSN).

= Calling party identities must be sent to the Orange network in E.164 format (i.e. +CCNSN).

v" Rerouting scenario:

= On reception of an error response, the customer SIP endpoint must try a second route towards the
backup BT/BTIP A-SBC if response code is either 408 or 5xx.

= When a customer has multiple components (e.g., active/backup servers), upon receiving an error
response from a SIP endpoint, the BT/BTIP core network will reroute the call to a backup SIP
endpoint if the response code is 408 or 5xx.

v' Call defection:
= Sends only RE-INVITE in confirmed dialog.
= |INVITE sent to the deflection destination SHOULD include Diversion header with Deflection reason.

= 3xx Sip messages are not supported by BTalk/BTIP services. Those messages will be converted
into SIP error messages.

= "Retry-After" ignored by Orange.

v RTCP

= Customer SBC will receive reports every 5 seconds from Orange backbone, and it is recommended
that SIP endpoint generates RTCP reports

v STIR SHAKEN
o If caller identity authentication is requested, SIP endpoint MUST accept to receive the
following information:
o ldentity (up to 650 bytes), P-Attestation-Indicator, P-Origination-ID headers
0 Verstat parameter in user-part of From, P-Asserted-ldentity and Diversion
headers.
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2 Certified Architecture

2.1 Introduction to architecture components and features

This document provides configuration guidelines for the Oracle E-SBC north (carrier) interface used by the
Orange Business (OB) within the VISIT Program.

It outlines the configuration requirements necessary to ensure interoperability between the Oracle E-SBC
and the Business Talk (BTalk) and Business Talk IP (BTIP) SIP infrastructure, including the A-SBC,
Application Server, and interconnections with the PSTN or SIP carriers.

These guidelines apply specifically to the north (carrier) side of the Oracle E-SBC, which interfaces with
BTalk and BTIP services:

= The configuration will only consider the Carrier aspect of the Oracle E-SBC (north side), which
faces BTalk/BTIP offers.

= The E-SBC's North-side SIP termination will act as the demarcation point for Orange Business.
=  The south side of the Oracle E-SBC falls outside of OB's control and responsibility.

The primary objective of these guidelines is to ensure that the Oracle E-SBC configuration complies with
the requirements (SIP/T.38 profile) of BTalk and BTIP offers. Any complexities introduced by diverse
UC/IPBX environments must be managed on the south side and fall outside of OB’s responsibility.

Note: Fax communications via Business Talk are currently allowed but not officially supported
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2.2 Architecture with Oracle “customer” E-SBC

2.2.1 Unencrypted SIP Trunk through BVPN

Remote Site

Sip signaling flow
Media Now

In this architecture:

=  Both SIP SIG and RTP media flows between endpoints and the BTalk/BTIP are anchored by the
customer SBC.

=  For Headquarter, SIP SIG flows are routed through the Customer SBC and RTP media flows are
direct to private “South” interface of the E-SBC through the main BVPN connection.

=  For remote sites interconnected through BVPN, SIG flows are routed through the Customer SBC
and RTP media flows are direct to private “South” interface of the E-SBC and the main BVPN
connection.

=  For remote sites interconnected through 3 Party Wan, both SIP SIG & RTP media flows are
routed through the Customer SBC direct to private “South” interface of the E-SBC through the
main BVPN connection.
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2.2.2 Encrypted SIP Trunk Over Internet

= SIP over TLS + Secured RTP: all SIP messages and media packets are encrypted on the public
internet between Orange and the customer's SIP endpoints. This is the level of encryption
recommended by default by Orange to ensure security and privacy.

..... > SIP signaling flow

SIP TLS — Secure RTP —> RPow

Encrypted section over intemnet

Business
Talk

= SIP over TLS + (unencrypted) RTP: all SIP messages are encrypted on the public internet between
Orange and the customer's SIP endpoints. RTP flows are shared without encryption between the
customer media endpoints and Orange's backbone. This solution is not recommended by Orange
but is allowed as an alternative when customers face encryption/decryption limitations.

_____ >  SIPsignaling flow

SIP TLS — RTP —

Encrypted section over Internet

Application

SIP over Internet

SIPTLS

’_"_—--—.~
-

||E - Business
| Public =l
Internet
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2.2.4 Parameters to be provided by customers to access the service

2.2.4.1 Unencrypted SIP Trunk through BVPN

Depending on the architecture scenario selected by the Customer, several IPv4 addresses must be
provided. The table below summarizes the required IP addresses (highlighted in red) for each scenario.

Applicable to all Session Border Controller with BTalk or BTIP over BVPN

with E-SBC

Customer SBC —architecture

1 Single Customer SBC

No redundancy

@IP used by service

E-SBC @IP

2 Customer SBC
Nominal / Backup mode

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

E-SBC1 @IP E-SBC2 @IP

2 Customer SBC
in Load Sharing

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

E-SBC1 @IP
E-SBC2 @IP

2 Customer SBC
in HA mode (Cluster)

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

50ms required for geo-redundancy

warning: Link level 2 between SBC with max delay

E-SBC VIP @IP

2.2.4.2 Encrypted SIP Trunk through Internet

Applicable to Customer SBC with BTalk over Internet only (International)

with E-SBC

Customer SBC - architecture

1 Single Customer SBC

No redundancy

@IP used by service

E-SBC1 @IP
or Public FQDN

2 Customer SBC
Nominal / Backup mode

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

E-SBC1 @IP
or Public FQDN

E-SBC2 @IP
or Public FQDN

2 Customer SBC
in Load Sharing

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

E-SBC1 @IP or Public FQDN
E-SBC2 @IP or Public FQDN
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2 Customer SBC
in HA mode (Cluster)

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

warning: Link level 2 between SBC with

max delay 50ms required for geo-

redundancy

E-SBC VIP @IP

Applicable to Customer SBC with BTIP over internet only (France)

Customer SBC —architecture
with E-SBC

1 Single Customer SBC

No redundancy

@IP used by service

E-SBC1 FQDN Type A

2 Customer SBC
Nominal / Backup mode

(DNS Resiliency model)

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

E-SBC public FQDN DNS Type SRV

2 Customer SBC
Nominal / Backup mode

(SIP Resiliency model)

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

E-SBC1 FQDN
Type A*

E-SBC2 FQDN
Type A*

2 Customer SBC
in Load Sharing

(SIP Resiliency model)

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

E-SBC1 FQDN Type A*
E-SBC2 FQDN Type A*

2 Customer SBC
in HA mode (Cluster)

(IP Resiliency model)

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

warning: Link level 2 between SBC with max

delay 50ms required for geo-redundancy

E-SBC VIP FQDN type A*

* Only E-SBC public FQDN'’s SIP termination will be supported, E-SBC public IP’s termination will not.
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2.2.4.3 Information and syntax

The naming of the different objects created (Network interface, Rules names, ...) must be respected in
order to guaranty the coherence of the configuration and easy to check by Orange in case of issue.

Few parameters highlighted in fGFéen’; color (IP Address, FQDN, capacity, ...) in this document are given
as example and must be replaced by the real values specifically for each interconnection.

Additional objects names highlighted in “Yellow” color (in-manipulationid ...) must not be replaced by other
value as they are call in other objects afterward.

Several tables in the following Chapters, will contain lines in “ ” color. Those lines are indicated as
example and reminder of the existing configuration of the “south” side (IPPBX side) inside the eSBC. If the
eSBC used is a new one without existing configuration, you must replace those “ ” lines according to
the specifications of your IPBX/UC environment you want to interconnect to BTalk/BTIP network through
the eSBC.

Examples

Description i Server Lookup  Port number  Protocol

I
o
)
=
o
o
3
o
5

<BT-NOMINAL>

Orange_BTaIk _ - - -
<BT_Public IP_Nominal>
<BT-Public_IP_Backup

Orange_BTalk_TLS = <Public_IP>  <5061> <TCP>
<BT-
Public_FQDN_Backup>
<BTIP-NOMINAL>

Orange_BTIP <IP> <5060> <UDP >
<BTIP-BACKUP>
BTIP_Public
FQDN_Nominal>
<BTIP-

Orange_BTIP_TLS Public_FQDN_Backup> <Public_IP> <5061> <TLS 5061>
Or <BTIP-
Public_SRV_record>

Oracle SBC <C-SBC-FQDN> <Public_IP>  <5061> <TLS 5061>

The EDefallltSiteDID= call later is the one provided by Orange and corresponding to the BT/ BTIP default
logical site number provisioned in E.164 format.
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2.3 BTalk & BTIP Oracle Enterprise SBC certified versions

Hardware or Virtual

Product reference

Software version

Certification

Hardware

1100

3900

3950

4600

4900

6350

6400

Software

Private Virtual
Infrastructures

9.3p7 and later patchs

Notes :

- More information’s on HW & Software supported following this link :
https://docs.oracle.com/en/industries/communications/enterprise-session-border-

controller/9.3.0/releasenotes/rn-platform-support-930.html

- Oracle recommends its customers to use most up-to-date software release. This ensures
customers are taking advantages of the latest fixes (security fix included).

- Atthe moment of writing, 9.3 releases were used. This means that newer releases would
also contain the features needed to support OB’s services.

- Incase of doubts or if you seek guidance, please contact your partner or Oracle directly.
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2.4 Oracle Global configuration

Oracle offers different shapes of SBC, several appliances of NFV formats are available. But Oracle strives
to provide a similar ACLI or ways to edit SBC’s configurations. This means that if either you are using an
appliance SBC or a virtual SBC, ultimately you should be able to use the configuration elements depicted
in this chapter.

In these guidelines, it is assumed that customer or his partner is configuring one unique offer from Orange
Business. In case, several offers need to be collocated on the same setup, modifications would be required
and are not covered in this document.

2.4.1 Entitlements

Before starting to configure SBC for BTalk or BTIP trunking services, it is assumed that the management
interface of the SBC is accessible, product is defined as an “Enterprise Session Border Controller” and
entitlements are defined.

CSBC# conf t
CSBC# set up product

WARNI NG
Al'teration of product alone or in conjunction with entitlenent
changes will not be conplete until system reboot

Last Modified 2025-03-26 11:00: 14

1 : Product : Enterprise Session Border Controller

Enter 1 to nodify, d to display, 's' to save, 'q" to exit. [s]:
save SUCCESS
CSBC# setup entitlenents

Entitlenents for Enterprise Session Border Controller
Last Mbdified: 2025-06-16 14:54:02

1 : Session Capacity : 100
2 Advanced : enabl ed
3: STI R/ SHAKEN Cl i ent :

4 : Admin Security

5 : Data Integrity (FIPS 140-3) :

6 : MSRP B2BUA Sessi ons 0

7 : Transcode Codec AMR :

8 : Transcode Codec AMR Capacity 0
9 : Transcode Codec AMRVB :

10: Transcode Codec AMRWB Capacity 0
11: Transcode Codec EVS :

12: Transcode Codec EVS Capacity 0
13: Transcode Codec OPUS :

14: Transcode Codec OPUS Capacity 0
15: Transcode Codec SILK :

16: Transcode Codec SILK Capacity 0

Entitlements define the number of base licenses (ie. concurrent sessions) acquired with optional additional
features. Customer must only enable items acquired. For example, concurrent sessions are defined by
editing item “1: Session Capacity”.
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In case TLS is used as a transport protocol for SIP, an activation key is required for virtual SBCs only (ie.
not needed for HW appliances). Same applies for SRTP. For more details or assistance please reach out
to Oracle’s partner or Oracle directly.

For more information, please refer to Oracle 9.3 licensing guide and to Oracle 9.3 Configuration Guide.

2.4.2 Physical interface configuration

At least, two phy-interfaces need to be configured, one for north (carrier) and one for south (UC/IPBX). It
could work with only one phy-interface, but it is not the recommended option.

Note: In this guide, for example purpose, SOPO interface will be used as the south side interface and S1P0O
as the north side. Your setup might differ, so please be careful and update your configuration accordingly.
Onvirtual-appliance, when activating a new interface on the hypervisor and on the virtual SBC, interface-
mapping might need to be used to check or to edit the interface mapping. For more information, please
refer to this chapter from Oracle Preparation and Installation Guide.
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CSBC# conf t

CSBC( confi gure)# systemphy-interface
CSBC( phy-i nterface)# nane

CSBC( phy-interface)# sl ot

CSBC( phy-interface)# port

CSBC( phy-interface)# operation-type nedia
CSBC( phy-i nterface)# done

<Qut put omtted // SBC displ ayi ng configurati on of phy-interface SOPO!>
CSBC( phy-i nterface)# name

CSBC( phy-interface)# sl ot

CSBC( phy-interface)# port
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CSBC( phy-interface)# operation-type nmedia

CSBC( phy-i nterface)# done

<Qut put omtted // SBC displ ayi ng configuration of phy-interface S1P0!>
CSBC( phy-interface)# quit

CSBC# save

CSBCH# activate
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2.4.2.1 HA Cluster & Base MAC

If you are running a cluster of SBC, an additional step is needed to properly set the virtual mac (requirement
for HA).

For more information, please refer to dedicated chapter in Oracle E-SBC Configuration Guide.

The below paragraph applies only for Hardware Appliance.

To identify your virtual-macs, you need to find your base-mac.

CSBC# show prom i nf o mai nboard
Mai nboard I nfo

Contents of Main Board | DPROM
Assy, Net Net 6350
<Qut put omitted>
Starting MAC Address: 00 08 25 a2 45 b0

Not e: show interfaces could work, but it means phy-interface are already defined.

Identify “Starting MAC Address” from each SBC in your cluster which reads: 00: 08: 25: XX: YY: ZN.

00: 08: 25 refers to Acme Packet, XX: YY: Z refers to the specific SBC. N is a O-f hexadecimal value
available for Oracle SBC.

To create a virtual MAC address, replace the “N” value with unused hexadecimal values for Oracle SBC: e
orf.

Example:
e Primary SBC = 00:08: 25: a2: 45: b0
e Secondary SBC = 00: 08: 25: a2: 45: c0
e Virtual MAC for slot 0: 00:08:25:a2:45: be or 00:08: 25: a2: 45: bf
e Virtual MAC for slot 1: 00:08:25:a2:45:ce or 00:08: 25: a2: 45: cf

The below paragraph applies only for VNF SBC.

To support HA, configure virtual MAC addresses based on the Burned In Addresses (BIA) of the media
interfaces. To determine what the virtual MAC addresses should be, you first document a BIA and then
calculate what the virtual MACs should be. Use the following steps to define the virtual addresses you need
to configure for each interface:

1. Documentthe BASE-MAC of et hO/ wancon® physical interface
2. Setthe bottom nibble of the first byte to 2. Note that this defines the address as locally administered
3. Setthe top nibble of the first byte to 0 and increment for each interface

For example, assuming the base-MAC for ethO is 00: 50: 56: C0: 00: 08, you would assign the virtual
addresses as follows:
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e 1st media interface virtual MAC = 02:50: 56: C0: 00: 08
e 2nd nmedia interface virtual MAC = 12:50: 56: C0: 00: 08
e 3rd nedia interface virtual MAC = 22:50: 56: C0: 00: 08
e 4th media interface virtual MAC = 32:50: 56: C0: 00: 08

Configuration

CSBC# conf t

CSBC(configure)# systemphy-interface

CSBC( phy-i nterface)# nane SOPO

CSBC( phy-interface)# sl ot I

CSBC( phy-interface)# port

CSBC( phy-interface)# operation-type nedia

CSBC( phy-interface)# virtual - mac

CSBC( phy-i nterface)# done

<Qutput omtted // SBC displaying configuration of phy-interface SOPO!>
CSBC( phy-i nterface)# nane

CSBC( phy-interface)# sl ot

CSBC( phy-interface)# port

CSBC( phy-interface)# operation-type nedia

CSBC( phy-interface)# virtual - mac K00708H250VVIIAAICES

CSBC( phy-i nterface)# done

<Qutput omtted // SBC displaying configuration of phy-interface S1PO!>
CSBC( phy-interface)# quit

CSBC# save

CSBC# activate

Orange SA, with a share capital of 10,640,226,396 euros, 28 of 113
111 Quai du Président Roosevelt, 92130 Issy-les-Moulineaux, France,
Trade Register No. 380.129.866 Nanterre



BUSi ness Business Talk & BTIP

orange’
Oracle Enterprise Customer E-SBC

2.4.3 Network interface configuration

2.4.3.1 BT or BTIP over BVPN

Here we assumed wancomO and other media-interfaces for IPBx/UC have been configured during initial
SBC deployment. Configuration is focused on north side (carrier).

CSBC# conf t

CSBC(confi gure)#

CSBC(confi gure)# systemnetwork-interface
CSBC( net wor k- i nt er f ace) # nane SOPO
CSBC(net wor k-i nterface)# sub-port-id

CSBC( networ k-i nterface)# i p-address
CSBC(net wor k-i nt erface)# net mask
CSBC( net wor k-i nterface)# gat enay

<Opti onal >

CSBC( net wor k-i nterface)#
CSBC( gat eway- hear t beat ) #
CSBC( gat eway- heart beat ) #
CSBC( gat eway- hear t beat ) #
CSBC( gat eway- heart beat ) #
CSBC( gat eway- hear t beat ) #
CSBC( gat eway- heart beat ) #
CSBC( gat eway- hear t beat ) #
<Qutput omtted // SBC di
CSBC( gat eway- hear t beat ) #
</ Opti onal >

CSBC( net wor k-i nt erface)# done

<CQut put omtted // SBC displ ayi ng network-interface configuration!>
CSBC(networ k-i nterface)# quit

gw heart beat

sel ect

state enabl ed

heartbeat 1

retry-count 2

retry-tinmeout 1

heal t h-score 31

done

spl ayi ng gw heartbeat configuration!>
exit

2.4.3.2 BT or BTIP over Internet

Configuration

CSBC# conf t
CSBC(confi gure)#
CSBC(configure)# system network-interface

CSBC( net wor k-i nt erface) # name

CSBC( net wor k-i nt erface)# host nane

CSBC( net wor k-i nt erface)# sub-port-id
CSBC(net wor k-i nterface)# i p-address
CSBC( net wor k-i nterface)# net mask

CSBC( net wor k-i nterface)# gat enay

CSBC( networ k-i nterface)# dns-ip-prinmary
CSBC( net wor k-i nterface)# dns-ip-backupl
CSBC( net wor k-i nterface)# dns-donmai n
<Opti onal >

CSBC( net wor k-i nterface)#
CSBC( gat eway- heart beat ) #
CSBC( gat eway- heart beat ) #
CSBC( gat eway- heart beat ) #
CSBC( gat eway- heart beat ) #
CSBC( gat eway- heart beat ) #
CSBC( gat eway- heart beat ) #
CSBC( gat eway- heart beat ) #

gw heart beat
sel ect

st at e enabl ed
heartbeat 1
retry-count 2
retry-timeout 1
heal t h-score 31
done
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<Qut put omtted // SBC di spl ayi ng gw heartbeat configuration!>
CSBC( gat eway- heart beat ) # exit

</ Opti onal >

CSBC( net wor k-i nt erface)# done

<Qut put omtted // SBC displ ayi ng network-interface configuration!>
CSBC(net work-i nterface)# quit

Note: if HA is required, please define primary-utility-address and secondary-utility-address as it is a
requirement for SBC cluster. Additionally, it is recommended to enable gateway-heartbeat mechanism for
the SBC to track the availability of the default gateway of given network-interface (even if the physical
interface is up, in some case, default-gateway could be unreachable).

Configuration
CSBC(networ k-interface)# pri-utility-addr
CSBC(net wor k-interface)# sec-utility-addr

CSBC( networ k-i nterface)# gw heart beat

CSBC( gat eway- heart beat ) # sel ect

CSBC( gat eway- heart beat ) # st ate enabl ed

CSBC( gat eway- heart beat)# heartbeat 1

CSBC( gat eway- heartbeat)# retry-count 2

CSBC( gat eway- heartbeat)# retry-ti neout 1

CSBC( gat eway- heart beat)# heal t h-score 31

CSBC( gat eway- heart beat ) # done

<Qutput omtted // SBC displayi ng gw heartbeat configuration!>
CSBC( gat eway- heart beat ) # exit

CSBC( net wor k-i nt erface)# done

<CQut put omtted // SBC displ ayi ng network-interface configuration!>
CSBC(networ k-i nterface)# quit
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2.4.4 Packet marking

To implement packet marking, a media-policy and a class-policy objects must be created. These objects
are referenced in the realm-configuration.

This implementation marks DSCP=46 (Expedite Forwarding) both SIP signaling and audio.
2.4.4.1 media-policy

Configuration

CSBC# conf t

CSBC(confi gure)# nedi a- manager nedi a- policy
CSBC( nedi a- pol i cy)# nanme mar k- np

CSBC( nedi a- pol i cy)# tos-settings
CSBC(t os-settings)# nedia-type audio
CSBC(t os-settings)# tos-val ue 0xB8
CSBC(t os-settings)# done

CSBC(t os-settings)# nedi a-type nessage
CSBC(t os-settings)# nedi a-sub-type SIP
CSBC(t os-settings)# tos-val ue 0xB8
CSBC(t os-settings)# done
CSBC(tos-settings)# exit

CSBC( nedi a- pol i cy)# done

CSBC( nedi a- policy)# quit

CSBC#

2.4.4.2 class-policy

Configuration

CSBC# conf t

CSBC(configure)# session-router class-profile
CSBC(cl ass-profile)# policy

CSBC(cl ass-pol i cy)# profil e-nanme mark-cp
CSBC(cl ass-policy)# to-address *

CSBC( cl ass- pol i cy) # nedi a- pol i cy mar k- nmp
CSBC(cl ass-policy)# done

CSBC(cl ass-policy)# quit

CSBC#
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2.4.5 Media configuration

2.45.1 Media manager configuration

Here are some basic recommendations for media-manager configuration. This element can have additional
parameters and options configured depending on your setup.

Configuration

CSBC# conf t

CSBC( confi gure) # medi a- manager

CSBC( nedi a- manager ) # nedi a- manager

CSBC( nedi a- manager - confi g) # sel ect

CSBC( nedi a- manager - confi g) # state enabl ed

CSBC( nedi a- manager-config)# initial-guard-tinmer 30

CSBC( nedi a- manager - confi g) # max- untrusted-signaling 1

CSBC( nedi a- manager - confi g)# m n-untrusted-signaling 1

CSBC( nedi a- manager - confi g) # opti ons +dont-term nat e-assoc-| egs
CSBC( nedi a- nanager - confi g) # done

<Qut put omitted // SBC displ ayi ng nedi a- manager confi guration! >
CSBC( nedi a- manager ) # qui t

Explanations:
e initial-guard-timer

0 Lowering the value, allows the SBC to tear down a call with no media quicker, as default
value is 300 seconds. In other words, if calls is teared down by SBC after 30 seconds,
there is no RTP reaching the Customer SBC.

e max-untrusted-signaling & m n-untrusted-signaling

o Customer SBC is a Peering model. Thus, we recommend lowering the untrusted portion
of SBC signaling bandwidth to expand the trusted portion. If your setup is quite complex,
and you are hosting several models or use-cases, please contact Oracle for guidance.

e options +dont-term nate-assoc-|egs

o In specific case (harpinned calls), SBC can delete wrongly both legs of an ongoing session
(example: mid-dialog signaling timeout on one leg during a transfer).

2.45.2 Codec policy
Codec-policy defines allowed-codecs and their ordering.

It can also activate transcoding (add-codec-on-egress) or transrating (force-ptime). Those cases require
DSP or, for virtual SBC, dedicated vCPU assigned as “X” core(s) (aka. transcoding cores for software-
based). For DSP sizing exercise, please contact Oracle or your partner.

2.45.2.1 BTalk over BVPN

BTalk supports following codecs:
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e T.38

e PCMA (G71lalLaw)
e PCMU (G71luLaw)
e G729 (Annex b=no)

e telephone-event

CSBC# conf t

CSBC( confi gure)# nedi a- manager

CSBC( nedi a- manager ) # codec- pol i cy

CSBC( codec- pol i cy) # name CP_BT

CSBC( codec-policy)# al |l owcodecs "T.38 PCVA PCMJ G729 t el ephone- event
appl i cati on: no vi deo: no"

CSBC( codec- pol i cy)# order-codecs "PCVA PCMJ G729 *"
<Opti onal >

<I-- Require DSP -->

CSBC( codec- pol i cy) # force-pti me enabl ed

</ Opti onal >

CSBC( codec- pol i cy) # done

CSBC( codec-policy)# quit

Note: Enabling force-ptime parameter will result in DSP consumption to perform transrating.
2.45.2.2 BTIPover BVPN
BTIP supports following codecs:

e T.38

o G722

¢ PCMA (G711alLaw)

e PCMU (G711luLaw)

e (729 (Annex b=no)

e telephone-event

Configuration

CSBC# conf t

CSBC( confi gure)# nedi a- manager

CSBC( nedi a- manager ) # codec- pol i cy

CSBC( codec- pol i cy) # name CP_BTIP

CSBC(codec- pol i cy)# al | ow codecs "Gr22 T.38 PCVA PCMJ Gr29 t el ephone- event
apppl i cation: no vi deo: no"

CSBC( codec- pol i cy) # order-codecs "Gr722 PCVA PCMJ G729 *"
<Opti onal >

<l-- Require DSP -->

CSBC( codec- pol i cy)# force-pti me enabl ed

</ Opti onal >

CSBC( codec- pol i cy) # done

CSBC( codec- pol i cy) # qui t
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Note: Enabling force-ptime parameter will result in DSP consumption to perform transrating.
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2.45.2.3 BTalk over Internet

BTalk over Internet supports following codecs:
e T.38
e PCMA (G71lalLaw)
e PCMU (G71luLaw)

e telephone-event

Configuration

CP_BTol

Note: Enabling force-ptime parameter will result in DSP consumption to perform transrating.

2.45.2.4 BTIP over Internet

BTIP over Internet supports following codecs:
e T.38
e PCMA (G71lalLaw)

e telephone-event

Note: Enabling force-ptime parameter will result in DSP consumption to perform transrating.
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2453 RTCP Policy

Orange highly recommends activating RTCP report generation to monitor and assess the quality of the
network path between the Customer SBC and Orange BT/ BTIP infrastructure.

Note: This configuration requires DSP. As rt cp- gener at e is set to all-calls, all calls will require a DSP
channel even if the media isn’t transcoded.

Configuration

CSBC# conf t

CSBC( confi gure)# nedi a- manager rtcp-policy
CSBC(rtcp-policy)# name rtcp
CSBC(rtcp-policy)# rtcp-generate all-calls
CSBC(rtcp-policy)# done

CSBC(rtcp-policy)# quit
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2.4.6 Global Sip Configuration

2.4.6.1 Sip-config

SIP-Config is a mandatory element for SBC to handle SIP Traffic; it contains global options that will define
SBC’s behavior.

CSBC# conf t

CSBC(confi gure)# sessi on-router sip-config

CSBC( si p-confi g)# sel ect

CSBC(si p-confi g)# di al og-transparency di sabl ed
CSBC(si p-config)# trans-expire 12

CSBC( si p-config)# opti ons +max-udp-| engt h=0
CSBC(si p-config)# options +nul tiple-di al ogs- enhancenent
CSBC(si p-config)# options +reinvite-trying=yes
CSBC(si p-config)# options +sag-target-uri=ip
CSBC(si p-config)# opti ons +set-i nv-exp-at-100-resp
CSBC(si p-confi g)# add-reason- header enabl ed
CSBC(si p-confi g)# extra-method-stats enabl ed

<Opti onal >

<l -- Recommended for BT or BTIP over Internet - offers additional stats -->
CSBC(si p-confi g)# sa-routes-stats enabl ed

</ Opti onal >

CSBC( si p-confi g)# done
CSBC(si p-config)# quit

Explanations:
e dial og-transparency di sabl ed
o SBCrewrites Call-ID, this is best practices.
e trans-expire 12

o This parameter, by default, defines Timer B & Timer D. Reducing its value, enable faster
rerouting.

e options +nmax-udp-I|engt h=0

o Enables UDP fragmentation based on MTU defined on network-interface or system-
config)

o Without this option, SBC could reject incoming Request with SIP Response Code &
Phrase: “513 Message too large”.

e options +mul tiple-dial ogs- enhancenent

o Enables additional capabilities to properly handle Multiple Early Dialogs call flows and is a
prerequisite for merging early dialogs (see Realm configuration).

Note: Handling multiple early dialogs is a specific case (for a given INVITE from A, it would result in several
18x with different to-tag from the B parties). Merging those might require DSP to transcode media flows to
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properly merge early dialogs. This parameter is highly recommended to match Orange’s requirements. But
it is required only if your setup have or may have this specific case of multiple early dialogs.

e options +reinvite-trying=yes
o Forces SBC to send 100 Trying on reINVITE to avoid retransmissions.
e options +sag-target-uri=ip

o Forces SBC to rewrite the host part of the Request-URI to have the remote IP-Address
instead of the SAG name.

e options +set-inv-exp-at-100-resp

o With the option configured, when receiving a 100 Trying response to the INVITE sent, timer
C is started.
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e add-reason- header

o Enables the system to add the reason header into response messages.
e extra-nethod-stats
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o Enable or disable the expansion SIP Method tracking feature. For example, it enables the
system to track transaction messages for specific SIP session agents, SIP realms, and
SIP interfaces.

e sa-routes-stats

o Enables collecting session agent statistics for DNS-resolved session agents.

2.4.6.2 SIP enforcement profile

To reject unwanted methods with SIP error response "405 Method Not Allowed" we configure later on an
HMR to reject non-supported SIP Methods.

2.4.6.3 SIP features

SIP Feature enables the SBC to edit Supported & Required header to remove unwanted SIP Options tag.
The configuration provided as part of these guidelines will remove unsupported SIP Options tags to prevent
sending those to Orange Business infrastructure.

Configuration

CSBC# conf t

CSBC(configure)# session-router sip-feature

CSBC(si p-feature)# nane 100rel

CSBC(si p-feat ure) # r eal m CEISBTNORUBTIPICHIBTONIGIIETIPGISIPEEHInG
CSBC(si p-feature)# support-node-i nbound Strip

CSBC( si p-feature)# support-nopde-out bound Strip

CSBC(si p-feature)# proxy-require-node-i nbound Reject

CSBC( si p-f eature)# proxy-require-node-out bound Rej ect

CSBC(si p-feature)# done

CSBC(si p-feature)# name histinfo

CSBC(si p-feature)# realm

CSBC(si p-feature)# support-node-i nbound Strip

CSBC( si p-f eature)# support-nopde-out bound Strip
CSBC(si p-feature)# proxy-require-node-i nbound Reject
CSBC( si p-f eature)# proxy-require-node- out bound Rej ect
CSBC(si p-feature)# done

CSBC(si p-feature)# name join

CSBC(si p-feature)# real m

CSBC(si p-feature)# support-node-i nbound Strip

CSBC(si p-feature)# support-nopde-out bound Strip
CSBC(si p-feature)# proxy-require-node-inbound Reject
CSBC(si p-feature)# proxy-require-node-out bound Rej ect
CSBC(si p-feature)# done

CSBC(si p-feature)# name precondition

CSBQ(si p-feature) # real m CEASBTIGHUBTIPIGHIBTONIGRIETIPGISIPEErilnG
CSBC(si p-feature)# support-node-i nbound Strip

CSBC(si p-feature)# support-node-out bound Strip

CSBC(si p-feature)# proxy-require-node-inbound Reject

CSBC(si p-feature)# proxy-require-node-out bound Rej ect

CSBC(si p-feature)# done
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CSBC(si p-feature)# nanme record-aware

CSBC(si p-feature)# real m

CSBC(si p-feature)# support-node-i nbound Strip

CSBC(si p-feature)# support-node-out bound Strip
CSBC(si p-feature)# proxy-require-node-i nbound Reject
CSBC(si p-feature)# proxy-require-node-out bound Rej ect
CSBC(si p-feature)# done

CSBC(si p-feature)# name repl aces

CSBC(si p-feature)# real m

CSBC(si p-feature)# support-node-i nbound Strip

CSBC(si p-feature)# support-node-out bound Strip
CSBC(si p-feature)# proxy-require-node-i nbound Rej ect
CSBC(si p-feature)# proxy-require-node-out bound Rej ect
CSBC(si p-feature)# done

CSBC(si p-feature)# name tinmer

CSBC(si p-feature)# real m

CSBC(si p-feature)# support-node-i nbound Strip

CSBC( si p-feature)# support-npde-out bound Strip
CSBC(si p-feature)# proxy-require-node-i nbound Rej ect
CSBC( si p-f eature)# proxy-require-node-out bound Rej ect
CSBC(si p-feature)# done

CSBC(si p-feature)# exit

2.4.6.4 Response maps

Response-maps are useful to edit sip-reason-code and sip-reason-phrase to trigger a specific behavior on
the hop that is going to receive the SIP error. For example, forcing a 503 error code could enable recursion
on Orange Business infrastructure, so the session is tried via a redundant trunk between the customer and
Orange Business infrastructure.

Please check § "Rerouting scenario" here.
At this stage, it was not seen as needed in these guidelines.
2.4.6.5 Saving configuration

Before continuing, save the current configuration.

Configuration
** CSBC# save-config
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2.5 Orange BTalk & BTIP Carrier North unencrypted SIP configuration for Oracle
E-SBC (UDP)

Through this chapter, regarding BTIP/BTalk over BVPN architecture mentioned in § 2.2.1, describe step
by step configuration to interconnect to.

2.5.1 North realm configuration

A north realm (realm-identifier = "OB*<BT_0f B TIP="Peerfing") is created once to represent the OB carrier

side of the E-SBC and enables media port sharing. This realm is associated with a SIP interface that is
shared by all SIP endpoints on the south side of E-SBC.

m i n-r eal mis required as customer need to anchor media related to his calls, even if calls are no longer
controlled by their IPBx/UC.

Medi a- pol i cy is required to mark ToS/DSCP of packets egressing SBC.

Access-control -trust-1evel issetto high, to be sure that signaling from this realm are using trusted
queues.

Codec- pol i cy is applied to Realm because itis a prerequisite to enable mer ge- ear | y- di al ogs, to
only show one early-dialog to carrier (Orange).

Note: Handling multiple early dialogs is a specific case (for a given INVITE from A, it would result in several
18x with different to-tag from the B parties). Merging those might require DSP to transcode media flows to
properly merge early dialogs. This parameter is highly recommended to match Orange’s requirements. But
it is required only if your setup have or may have this specific case of multiple early dialogs.

Rt cp- pol i cy is activated to generate RTCP reports from Customer SBC to carrier, so the network link
can be measured properly.

To ensure a proper RTP stream towards the carrier, hi de- egr ess- nedi a- updat e is enabled to correct
unexpected changes to session continuity information (SSRC / Sequence number).

CSBC# conf t

CSBC( confi gure)# nedi a- manager real mconfig

CSBC(real mconfig)# identifier

CSBC(real m config)# network-i ntm ex. S1P0: 0. 4
CSBC(real m config)# mmin-real menabl ed

CSBC(real m config)# nedi a- policy mark-np

CSBC(real mconfig)# access-control -trust-|evel high

CSBC(real m confi g)# codec-policy CP_<BTIP_ or_BT>

CSBC(real mconfig)# rtcp-policy rtcp

CSBC(real m confi g)# hi de- egr ess- nedi a- updat e enabl ed

CSBC(real mconfi g)# nerge-early-di al ogs enabl ed

<Opti onal >

<I-- Required for BT or BTIP over Internet or if south side is using SRTP -->

CSBC(real m confi g)# nedi a- sec- pol i cy RTP
</ Opti onal >
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2.5.2 North sip-interface configuration

A sip-interface must be associated to the north realm previously defined with the port 5060. Only one SIP
interface is used on north side to represent all SIP endpoints from south side (customer's SIP endpoints).

The parameter "allow-anonymous agents-only" enables only a provisioned session-agent to send requests
to the E-SBC: messages received from unknown sources will be rejected with "403 Forbidden".

The option "strip-route-headers" removes any "Route" header from received requests (which would be
honored by the E-SBC as described in RFC 3261).

The parameter Di ver si on-i nf o- mappi ng- node setto hi st 2di v enables the SBC to convert any
valid history-info it may receive to Diversion header.

The parameter add- sdp-i nvit e setto bot h enforces SDP insertion, to avoid sending offerless INVITE
or reINVITE (aka. Delayed offer) to the carrier.

For reINVITE, SBC will use previous SDP seen, but for out-of-dialog INVITE, SBC will rely on the media-
profiles listed under add- sdp- profi | es.

Note: As a reminder BTIP offer only supports PCMA, while BT supports PCMA and PCMU.

The option rf c2833-al | ow asynmetri c- pt enables the SBC to support asymmetric RFC 2833
where each participants uses a different payload for DTMF. SBC will convert payload type to interwork and
close the gap.

The option stri p-rout e- header s enables the SBC to remove unwanted Route headers (Security
recommendations).

CSBC# conf t

CSBC( confi gure)# sessi on-router sip-interface

CSBC(si p-interface)# state enabl ed

CSBC(si p-interface)# real mid OBI<BT_or BTI'P>=Peering
CSBC(si p-interface)# sip-port

CSBC( si p-port)# address

CSBC( si p-port)# port

CSBC(si p-port)# transport-protocol UDP

CSBC( si p-port)# al | ow anonynbus agent s-only

CSBC( si p-port)# done

<CQut put omtted // SBC displ ayi ng configuration of sip-port!>
CSBC(si p-port)# exit

CSBC(si p-interface)# di version-i nfo-mappi ng- node hi st 2di v
CSBC(si p-interface)# add-sdp-invite both

<I nf 0>
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<I-- Required for BT offer only-->

CSBC(si p-interface)# add-sdp-profiles "PCVA PCMJ G729 t el ephone-event"
</| nf 0>

<I| nf 0>

<I-- Required for BTIP offer only-->

CSBC(si p-i nterface)# add-sdp-profiles "PCVA G729 tel ephone-event”
</| nf 0>

CSBC(si p-interface)# options +rfc2833-al | owasymetri c- pt

CSBC(si p-interface)# options +strip-route-headers

CSBC(si p-i nterface)# done

CSBC(si p-interface)# quit
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2.5.3 Steering-pool configuration

A single steering-pool must be provided for north realm and shared by all SIP endpoints, connected on
south side, to exchange media on the core network.

The IP address is the same as the one used by north sip-interface.

A maximum of 14,000 ports can be configured, allowing up to 7,000 simultaneous calls, depending on
your BT/BTIP voice channel order. Here it is assumed that each call setup an audio session that consumes
2 ports (one for RTP and one for RTCP).

Note: Please adapt the number of ports configured on your steering pool accordingly with the appliance
model used or the shape of your virtual SBC. Not all setups can handle 7,000 concurrent calls.

For more details about steering-pool and port allocations, please refer to dedicated chapter on Oracle
ESBC configuration guide.

CSBC# conf t

CSBC(confi gure)# nedi a- manager steeri ng- pool

CSBC( st eeri ng- pool ) # i p- addr ess

CSBC( st eeri ng-pool )# start-port 6000

CSBC( st eeri ng- pool ) # end- port 20000

CSBC( st eeri ng- pool ) # real mid OB- RBT_0r BTI'P>- Peeri ng
CSBC( st eeri ng- pool ) # done

CSBC( st eeri ng- pool ) # qui t
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2.5.4 Media-sec-policy

A media-security-policy "RTP" is configured and applied to the north realm. It specifies that media is not
encrypted on the north side of the E-SBC. This configuration is necessary when at least one realm is set
up to support SRTP.

Configuration

CSBC# conf t

CSBC( configure)# security nedi a-security medi a-sec-policy
CSBC( nedi a- sec- pol i cy) # nane RTP

CSBC( nedi a- sec- pol i cy) # done

CSBC( nedi a- sec-policy)# quit
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2.5.5 BT/BTIP Session objects

2.55.1 Session-agents

A session-agent must be configured to represent each address by which BT/BTIP infrastructure can be
targeted. The availability of any address is monitored through the periodic OPTIONS mechanism.

The session-agent is put "out-of-service" in case it doesn’t answer a ping-transaction (OPTIONS must sent
every 300 sec minimum), or it doesn’t answer two subsequent non-ping transactions (option t r ans-
t i meout s) and will be put back "in-service" as soon as it starts sending SIP traffic or it answers a ping-
transaction.

The parameter pi ng- r esponse enables SBC to answer to SIP Options probes, without the need of
HMRs.

The mani pul ati on-stri ng is later referenced in HMR, in case no subscriber numbers is sent in case
of an anonymous call. Thus customer needs to define the default site DID (E.164 format) to provide proper

location. Customer needs to make sure this number is properly routed in case of callback.

For more info you can refer to this chapter.

= Nominal BT session-agent

CSBC( sessi
SA

CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi

CSBC# conf t
CSBC( confi gure)# sessi on-rout er sessi on-agent

on-agent) #

on-agent) #
on- agent) #
on- agent) #
on- agent) #
on- agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #
on- agent) #

host name EBTLOREBTIP>=NOVINALSSA
i p- addr ess EBTIGHUBTIRIINOVINALISATIS

port 5060

descripti on “OB Nominal”

transport - nmet hod UDP

trust-nme enabl ed

real m OB- - Peering

pi ng- net hod OPTI ONS; hops=0

pi ng-interval 300

pi ng-response enabl ed

opti ons +trans-timeout s=2

out - mani pul ati oni d OQUT_TO_<BT_or _BTI P>
mani pul ati on-string EDeflaulit'SiitieDIiD3
done

qui t

ex:

BT or BTI P NOM NAL

ex:

82.82.24.71

. Backup BT session-agent

The same applies to the backup BT/BTIP SA: SIP termination must be configured. Please follow the
instructions below.

CSBC# conf t

CSBC( confi gure)# sessi on-rout er sessi on-agent
CSBC( sessi on- agent ) # host nane

ex: BT_or_BTI P_BACKUP_SA

CSBC( sessi on-agent ) # i p- addr ess ex: 82.82.24.72
CSBC( sessi on-agent)# port 5060
CSBC( sessi on- agent ) # descri pti on “OB Backup”
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CSBC( sessi on- agent ) # transport - met hod UDP

CSBC( sessi on-agent ) # trust-nme enabl ed

CSBC( sessi on- agent ) # r eal m OB- BT0r _BTI'P>- Peer i ng

CSBC( sessi on- agent ) # pi ng- net hod OPTI ONS; hops=0

CSBC( sessi on-agent ) # ping-interval 300

CSBC( sessi on- agent ) # pi ng-response enabl ed

CSBC( sessi on-agent ) # opti ons +trans-ti meouts=2

CSBC( sessi on- agent ) # out - mani pul ati oni d QUT_TO <BT_or _BTI P>
CSBC( sessi on-agent ) # mani pul ati on-string EDefaulit’SiiteDIiD>
CSBC( sessi on- agent ) # done

CSBC( sessi on-agent) # qui t

2.5.5.2 Session-agent groups

One SAG is configured with both nominal and backup session agents operating in hunt mode. Round-
robin might be permitted upon explicit request to Orange.

When a call is to be routed to BT/BTIP, the nominal BT/BTIP SA is selected as the primary destination. In
case of no response, or if a SIP 408 or 5xx error is received, the call is rerouted to the backup BT/BTIP SA.

CSBC# conf t

CSBC(confi gure)# sessi on-router sessi on-group

CSBC( sessi on- agent - gr oup) # gr oup- nanme

CSBC( sessi on- agent - group) # dest ( <BT_or _BTI P- BACKUP- SA_| P>
CSBC( sessi on- agent - group) # strat egy

<Opti onal >

CSBC( sessi on- agent - gr oup) # strategy <roundRobi'n>

</ Opti onal >

CSBC( sessi on- agent - gr oup) # sag-recursi on enabl ed

CSBC( sessi on- agent - gr oup) # st op-sag-recurse 400-407, 409- 499
CSBC( sessi on- agent - gr oup) # app- prot ocol SIP

CSBC( sessi on- agent - gr oup) # done

CSBC( sessi on- agent - group) # qui t

CSBC#

2.5.5.3 Access control

For each configured session-agent, an access-control entry is created, specifying the session-agent's IP
address as the source-address, and the IP address of the SIP interface associated with the E-SBC as the
destination-address. Any signaling packet whose source or destination address does not match a
configured access-control entry will be discarded at the IP level.

= Access control for nominal BT session-agent

CSBC# conf t

CSBC( confi gure)# sessi on-rout er access-control

CSBC(access-control )# source-address ex: 82.82.24.71
CSBC(access-control )# destinati on-address ex: 138.132.169.2

CSBC(access-control )# realmid
CSBC(access-control )# descripti on “OB Nominal”
CSBC(access-control )# applicati on-protocol SIP
CSBC(access-control )# access permit
CSBC(access-control )# trust-1evel high
CSBC(access-control )# transport-protocol UDP
CSBC( access-control )# done
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CSBC(access-control )# quit
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= Access control for backup BT session-agent

CSBC# conf t
CSBC(confi gure)# sessi on-router access-control

CSBC( access-control )# source-addr ess ex: 82.82.24.72
CSBC(access-control )# destinati on-address ex: 138.132.169.2
CSBC(access-control )# realmid

CSBC(access-control )# descripti on “OB Secours”
CSBC( access-control )# application-protocol SIP
CSBC(access-control )# access pernit

CSBC( access-control )# trust-1evel high
CSBC(access-control )# transport-protocol UDP
CSBC( access-control )# done

CSBC(access-control )# quit
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2.5.6 Provisioning BTalk/BTIP on a backup E-SBC

Configure the backup E-SBC following the same procedure from § 2.4 used for the nominal E-SBC.

2.5.7 Configuration changes to be made on the south side

The aim of this paragraph is to describe the adjustments that may be necessary on the south side of the
E-SBC to fully implement certain Oracle features required to comply with Orange Business requirements.

Note: At this stage, Oracle did not apply specific changes on south side to fulfill Orange’s requirements.
Depending on customer setup, some additional manipulations or configuration changes might be needed.
In case assistance is needed, please refer to your partner or Oracle directly.

Please note that Oracle Applications Notes are available here.

2.5.8 SIP header manipulation

For unencrypted BTalk/BTIP SIP trunk architecture, message manipulations are required on outgoing
messages toward Orange BTalk/BTIP, and possibly on incoming messages as well.

These manipulations rules are detailed in the chapter

Note: By default, SBC doesn’t prompt the unsaved (**) or unapplied (*) changed. To enable it, use CLI
command: prompt-enabled enabled

Configuration
CSBC# pronpt - enabl ed enabl ed

2.5.8.1 SIP Message Manipulation

For encrypted BTalk/BTIP SIP Trunk architecture, it is required to implement some Message Manipulation
for the outgoing message toward Orange BTalk/BTIP. Those Manipulations Rules are detailed on the
chapter 2.7 SIP rules and manipulations. Please jump to this Chapter directly.
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SIP rules and manipulations". Please refer directly to that chapter.

2.5.9 Local policy

2.5.9.1 From north to south

A local policy must be created to route incoming calls from the BTalk/BTIP infrastructure to the appropriate
customer SIP endpoint on the south side.

The local policy from north to south includes two next hops: the nominal group and the backup group of
the Customer’s UC/IPBX. The E-SBC will first attempt to route calls to the nominal group; only if this fails
(or all nominal elements are out of service) will a second attempt be made to route calls to the backup
group. For clarity, a cost of 1 is assigned to the backup group route (compared to 0 for the nominal group).

Theaction repl ace-uri isto force SBC to rewrite the Request-URI with the next hop details.

This local policy should be adapted to the Customer’s specific environment. The configuration provided
here is for example purposes only.

CSBC# conf t

CSBC( confi gure)# sessi on-rout er | ocal -policy
CSBC( | ocal - pol i cy)# from address &

CSBC(| ocal -policy)# to-address &

CSBC(| ocal - pol i cy) # source-real m

CSBC( | ocal - policy)# policy-attribute

CSBC(| ocal - pol i cy-attributes)# next-hop SAG
CSBC(| ocal -policy-attributes)# realm

CSBC(| ocal - pol i cy-attributes)# app-protocol SIP
CSBC(| ocal -policy-attributes)# action replace-uri
CSBC(| ocal -policy-attributes)# done

CSBC(| ocal - pol i cy-attributes)# next-hop SAG
CSBC(| ocal - policy-attributes)# real mr
CSBC(| ocal -policy-attributes)# cost 1

CSBC( | ocal - policy-attributes)# app-protocol SIP
CSBC(| ocal -policy-attributes)# action repl ace-uri
CSBC( | ocal - policy-attributes)# done

CSBC(| ocal -policy-attributes)# exit

CSBC( | ocal - pol i cy)# done

CSBC(| ocal - pol i cy)# quit

2.5.9.2 From south to north

A local policy must be created to route outgoing calls from the Customer’s SIP endpoints to the BTalk/BTIP
infrastructure.

The local policy from south to north uses a single next-hop, which is the group containing both the nominal
and backup BTalk/BTIP A-SBCs.

The next hop for BTalk/BTIP SIP infrastructure is OB-SBC (i.e. Session-agent group for BTalk/BTIP A-
SBCs).

Theaction repl ace-uri isto force SBC to rewrite the Request-URI with the next hop details.

Note: This local policy should be adapted to the Customer’s specific environment. The configuration
provided here is for example purposes only.
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Configuration

CSBC# conf t

CSBC(confi gure)# sessi on-router |ocal-policy
CSBC( | ocal - pol i cy)# from address &

CSBC(| ocal -policy)# to-address &

CSBC( | ocal - pol i cy) # sour ce-r eal m ESOUTHISI'DEIREAENE
CSBC(| ocal - policy)# policy-attribute

CSBC(| ocal - pol i cy-attributes)# next-hop SAG
CSBC( | ocal -policy-attributes)# realm

CSBC(| ocal -policy-attributes)# app-protocol SIP
CSBC(| ocal -policy-attributes)# action repl ace-uri
CSBC( | ocal -policy-attributes)# done

CSBC(| ocal -policy-attributes)# exit

CSBC( | ocal - pol i cy)# done

CSBC(| ocal - pol i cy)# quit

2.5.9.3 Saving and activating configuration

Before continuing, save and activate the current configuration.

Configuration

** CSBC# save-config
*CSBC# activate-config
CSBC#

Note: By default, SBC doesn’t prompt the unsaved (**) or unapplied (*) changed. To enable it, use CLI
command: pr onpt - enabl ed enabl ed

Configuration
CSBC# pronpt - enabl ed enabl ed

2.5.9.4 SIP Message Manipulation

For unencrypted BTalk/BTIP SIP Trunk architecture, it is required to implement some Message
Manipulation for the outgoing message toward Orange BTalk/BTIP. Those Manipulations Rules are
detailed on the chapter 2.7 SIP rules and manipulations. Please jump to this Chapter directly.
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2.6 Orange BTalk over Internet & BTIP over Internet Carrier North encrypted SIP
configuration for Oracle SBC (TLS)

Through this chapter, regarding BTIP /BTalk over Internet architecture mentioned in § 2.2.2, describe step
by step configuration to interconnect to.

In encrypted SIP Trunking deployments, the northbound SIP interface of the E-SBC is typically accessible
from the public internet via the DMZ.

As such, it is imperative to implement robust security measures to protect this interface from potential
malicious traffic and signaling-based attacks.

To harden your configuration, valuable information can be found in Oracle E-SBC Security Guide, Oracle
E-SBC admin Security Guide and from Oracle Application notes (Best Current Practices).

2.6.1 E-SBC certificate

The E-SBC certificate is associated with the SIP interface of the north realm. The certificate is stored in a
certificate-record object, which must be created with the following details:

= Country, State, Locality: These fields should reflect the geographical location of the E-SBC.
=  Organization: Name of the company.
= Common Name (CN): Only applicable if a FQDN is required.
= Extended Key Usage: serverAuth
= Key Size: Set at least the key length to 2048 bits.
2.6.1.1 Certificate-record

CSBC# conf t

CSBC(configure)# security certificate-record
CSBC(certificate-record)# nanme
CSBC(certificate-record)# country
CSBC(certificate-record)# state
CSBC(certificate-record)# locality
CSBC(certificate-record)# organization
CSBC(certificate-record)# conmon- nane
CSBC(certificate-record)# extended-key-usage-list serverAuth
CSBC(certificate-record)# key-size 2048

CSBC(certificate-record)# done

<Qutput omitted // SBC displaying configuration of certificate-record!>
CSBC(certificate-record)# quit

CSBC#

At this point, the configuration must be saved and activated. This is required in order to perform the next
step: generating the CSR.

CSBC# save-config
CSBC# activate-config

Orange SA, with a share capital of 10,640,226,396 euros, 53 of 113
111 Quai du Président Roosevelt, 92130 Issy-les-Moulineaux, France,
Trade Register No. 380.129.866 Nanterre


https://docs.oracle.com/en/industries/communications/session-border-controller/9.3.0/security/index.html
https://docs.oracle.com/en/industries/communications/session-border-controller/9.3.0/adminsecurity/index.html
https://docs.oracle.com/en/industries/communications/session-border-controller/9.3.0/adminsecurity/index.html
https://www.oracle.com/technical-resources/documentation/acme-packet.html

BUSI I'IeSS Business Talk & BTIP

Oracle Enterprise Customer E-SBC

Orange SA, with a share capital of 10,640,226,396 euros, 54 of 113
111 Quai du Président Roosevelt, 92130 Issy-les-Moulineaux, France,
Trade Register No. 380.129.866 Nanterre



Business T

Oracle Enterprise Customer E-SBC

2.6.1.2 CSR generation

Configuration

The CSR generation includes also the key pair creation (public and private keys).

Save and activate the configuration:

Configuration

Copy and paste the CSR (including the 2 lines with "BEGIN CERTIFICATE REQUEST" and "END

CERTIFICATE REQUEST") into a text file named ECUSTOMER NAVESSSBC HOSTNAMERGSE

(PKCS10 PEM format).
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2.6.1.3 Submitting the CSR to a trusted public Certificate Authority (CA)

Submit the CSR to a trusted public Certificate Authority (CA) that meets your preferred security level, as
Orange imposes no restrictions on the client’s choice of CA.

Once signed by your CA, download the signed certificate (PKCS7 or X509v3 format) in PEM format.

Open it in a text editor, it must look like this example:

2.6.1.4 Importing the signed certificate
The signed certificate (REUSTICERTIPEMS) must now be imported using the import-certificate command.

= With the text editor, copy the entire certificate, including the "BEGIN CERTIFICATE" and "END
CERTIFICATE" lines.

= Run the import-certificate command, paste the whole certificate content, and finish by entering *;”
to indicate the end of the certificate:
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The details of the signed certificate can now be displayed using the following command:
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2.6.2 Customer CA certificate(s)

The procedure described in this chapter must be followed for each certificates authority used to sign the
customer certificate (REUSTICERTIPEMS), including both Root and Intermediate CA certificates.
2.6.2.1 Certificate-records

The certificate records that will store the CA certificates must be configured first:

Configuration

2.6.2.2 Importing Customer CA Certificates

Next, customer CA certificates (Root & Intermediate) (ECUSTICACERT.PEMS) must be imported using the
import-certificate command.

= With the text editor, copy the entire certificate, including the "BEGIN CERTIFICATE" and "END
CERTIFICATE" lines.

= Run the import-certificate command, paste the whole certificate content, and finish by entering
to indicate the end of the certificate:

Configuration
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The details of the signed certificate can now be displayed using the following command:

Configuration
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2.6.3 Orange CA certificate(s)

The procedure described in this chapter must be followed for each certificate’s authority provided by the
Orange BT/BTIP team (Root and intermediate CA certificates).

2.6.3.1 Certificate-records

The certificate records that will store the CA certificate must be configured first:

Configuration

CACERT_<CRANGE_CA_NAVE>

2.6.3.2 Importing Orange CA Certificate

Next, the Orange CA certificates (EORANGEICACERT.PENS) provided by the Orange BT/BTIP team must
be imported using the import-certificate command.

= With the text editor, copy the entire certificate, including the "BEGIN CERTIFICATE" and "END
CERTIFICATE" lines.

= Run the import-certificate command, paste the whole certificate content, and finish by entering
to indicate the end of the certificate:
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The details of the signed certificate can now be displayed using the following command:

Configuration
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‘ CA: TRUE
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2.6.4 TLS profile

Configure a TLS profile by specifying the SBC certificate, the mutual authentication method, and the
supported TLS version 1.3 only.

CSBC# conf t

CSBC(configure)# security tls-profile

CSBC(t | s-profile)# name TLS_ORANGE
CSBC(t|s-profile)# end-entity-certificate
CSBC(tls-profile)# trusted-ca-certificates
CSBC(t | s-profile)# nutual -aut henticate enabl ed
CSBC(tls-profile)# tls-version tlsvl3
CSBC(tls-profile)# cipher-list (TLS_AES 256_GCM SHA384 TLS AES 128 GCM SHA256
TLS_CHACHA20_POLY1305_SHA256)

CSBC(t | s-profile)# done

CSBC(tls-profile)# quit

CSBC#

2.6.5 SRTP configuration

2.6.5.1 SDES profile

SDES is the key exchange protocol supported by the E-SBC for SRTP. The E-SBC is configured in single-
ended SRTP termination mode (meaning the SBC terminate SRTP on north side and use RTP on south
side).

We define here a profile with AES/128 bit key for encryption and HMAC/SHA-1 80-bit digest for
authentication, which is the default profile. Both RTP and RTCP streams are encrypted.

CSBC# conf t

CSBC(configure)# security nedia-security sdes-profile
CSBC(sdes- profil e)# name SDES- ORANGE

CSBC(sdes-profile)# crypto-list "AES CM 128 HWAC SHA1 80"
CSBC(sdes- profil e)# done

2.6.6 Media-sec-policy

A media-security-policy "SRTP" is configured and applied to the north realm. It specifies that media is
encrypted on the north side of the E-SBC. It calls the SDES profile defined in the previous paragraph.

Configuration

CSBC# conf t

CSBC(configure)# security nmedi a-security nedi a-sec-policy
CSBC( nedi a- sec- pol i cy) # name SRTP

CSBC( nedi a- sec- pol i cy) # i nbound

CSBC( nedi a- sec- i nbound) # profil e SDES- ORANGE

CSBC( nedi a- sec-i nbound) # node srtp

CSBC( nedi a- sec-i nbound) # protocol sdes

CSBC( nedi a- sec- i nbound) # hi de- egr ess- nedi a- updat e di sabl ed
CSBC( nedi a- sec-i nbound) # done

CSBC( nedi a- sec-i nbound) # exit

CSBC( nedi a- sec- pol i cy) # out bound
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CSBC( nedi a- sec- out bound) # profil e SDES- ORANGE
CSBC( nedi a- sec- out bound) # node srtp

CSBC( nedi a- sec- out bound) # protocol sdes

CSBC( nedi a- sec- out bound) # done

CSBC( nedi a- sec- out bound) # exi t

CSBC( nedi a- sec- pol i cy)# done

CSBC( nedi a- sec-policy)# quit

2.6.7 North realm configuration

A north realm (realm-identifier = " OB-ZBTOILOr BT IPOI=-Peering ") is created once to represent the OB
carrier part of the E-SBC and provides media-ports sharing. This realm is associated with a SIP-interface
that is common for all SIP endpoints of south side (customer's SIP endpoints).

When the customer uses SRTP, the media-sec-policy is configured with the value "SRTP".

CSBC# conf t

CSBC( confi gure) # nedi a- manager

CSBC( nedi a- manager ) # real mconfig

CSBC(real mconfig)# identifier OB- - Peeri ng

CSBC(real mconfi g)# network-interfaces ex. S1P0: 0. 4
CSBC(real mconfig)# mmin-real menabl ed

CSBC(real m confi g)# nedi a-policy mark-np

CSBC(r eal m confi g)# access-control -trust-I|evel high

CSBC(real m confi g)# codec- policy CP_<BTI Pol _or_BTol >

CSBC(real mconfig)# rtcp-policy rtcp

CSBC(real m confi g)# hi de- egress- nmedi a- updat e enabl ed

CSBC(r eal m confi g)# nerge-early-dial ogs enabl ed

<l-- Be sure to set a nedia-sec-policy (RTP or SRTP) on all realm-->
CSBC(r eal m confi g)# nmedi a- sec- pol i cy SRTP

CSBC(real mconfig)# done

CSBC(real mconfig)# quit

2.6.8 North sip-interface configuration

A sip-interface must be associated to the north realm previously defined with the port 5061. Only one SIP
interface is used on north side to represent all customer’s SIP endpoints in front of BT/BTIP.

The parameter "allow-anonymous agents-only" enables only a provisioned session-agent to send requests
to the E-SBC: messages received from unknown sources will be rejected with "403 Forbidden".

The option "strip-route-headers" removes any "Route" header from received requests (which would be
honored by the E-SBC as described in RFC 3261).

Configuration

CSBC# conf t

CSBC(configure)# session-router

CSBC(sessi on-router)# sip-interface

CSBC(si p-interface)# state enabl ed

CSBC(si p-interface)# real mid OB-<BTol _or_BTI Pol >- Peeri ng
CSBC(si p-interface)# sip-port

CSBC(si p-port)# address

CSBC( si p-port)# port

CSBC(si p-port)# transport-protocol TLS
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CSBC(si p-port)# tls-profile TLS_ORANGE

CSBC( si p-port)# al | ow anonynbus agent s-only

CSBC( si p-port)# done

<Qutput omtted // SBC displaying configuration of sip-port!>
CSBC(si p-port)# exit

CSBC(si p-i nterface)# di version-inf o- mappi ng- node hi st 2di v
CSBC(si p-interface)# add-sdp-invite both

<| nf 0>

<I-- Required for BTol offer only-->

CSBC(si p-i nterface)# add-sdp-profiles "PCMA PCMJ t el ephone- event "
</ I nf 0>

<| nf 0>

<I-- Required for BTIPol offer only-->

CSBC(si p-i nterface)# add-sdp-profiles "PCVA tel ephone-event"
</ | nf 0>

CSBC(si p-interface)# options +rfc2833-all ow asymmetric- pt
CSBC(si p-interface)# options +strip-route-headers

CSBC(si p-i nterface)# done

CSBC(si p-interface)# quit

2.6.9 Steering-pool configuration

A single steering-pool must be provided for north realm and shared by all SIP endpoints, connected on
south side, to exchange media on the core network.

The IP address is the same as the one used by north sip-interface.

A maximum of 14,000 ports can be configured, allowing up to 7,000 simultaneous calls, depending on
your BT/BTIP voice channel order. Here it is assumed that each call setup an audio session that consumes
2 ports (one for RTP and one for RTCP).

Note: Please adapt the number of ports configured on your steering pool accordingly with the appliance
model used or the shape of your virtual SBC. Not all setups can handle 7,000 concurrent calls.

For more details about steering-pool and port allocations, please refer to dedicated chapter on Oracle
ESBC configuration guide.

CSBC# conf t

CSBC( confi gure)# nedi a- manager steeri ng- pool

CSBC( st eeri ng- pool ) # i p- addr ess

CSBC( st eeri ng- pool )# start-port 6000

CSBC( st eeri ng- pool ) # end- port 20000

CSBC( st eeri ng- pool ) # real mid OB-<BTol _or _BTI Pol >- Peeri ng
CSBC( st eeri ng- pool ) # done

CSBC( st eeri ng- pool ) # qui t
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2.6.10 BTol/BTIPol Session objects

A session-agent must be configured to represent each address by which BTol/BTIPol infrastructure can
be targeted. The availability of any address is monitored through the periodic OPTIONS mechanism.

The session-agent is put "out-of-service" in case it doesn’t answer a ping-transaction (OPTIONS sent every
300 sec), or it doesn’t answer two subsequent non-ping transactions and will be put back "in-service" as
soon as it starts sending SIP traffic or it answers a ping-transaction.

The table below summarizes the different address resolution methods that can be used to access Orange
Business core network, depending on the offer:

Address Resolution Type i
o Pulsile 12 DNS A record  DNS SRV record
address
BTol (International) —+
BTIPol (France) -+

When using DNS resolution, two configuration scenarios are considered, based on the public DNS query
method. These scenarios differ in concept:

=  Setup using a DNS A record

With DNS Type A records, the two remote FQDNs (Nominal and Backup) must be declared as remote
peers in dedicated Session Agents (each DNS Type A record resolves to a unique IP address; a hominal
or a backup node).

. Setup using a DNS SRV record

With a DNS SRV record, only one remote FQDN needs to be declared as a remote peer in a dedicated
Session Agent (a DNS SRV record resolves to two IP addresses: a nhominal and a backup node).

Note: DNS configuration is usually done directly on the network-interface facing internet using public dns-
servers or Orange ones directly. But in some cases, one may prefer to use an internal network-interface to
lookup DNS records. This can be done using the dns- r eal m parameter. For more information, please
refer to Oracle Configuration Guide.
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2.6.10.1 Orange BTol (SIP/TLS, SRTP) with Public IP addresses
2.6.10.1.1 Session-agents

. Nominal session-agent

Configuration

CSBC# conf t
CSBC(confi gure)# session-router session-agent

CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBCH#

on-agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #
on- agent) #
on- agent) #
on-agent) #

host name

i p- addr ess

port 5061
transport-nmethod StaticTLS
trust-nme enabl ed

real m OB- - Peering

pi ng- net hod OPTI ONS

pi ng-interval 300

pi ng-response enabl ed
options +trans-ti neouts=2
done

qui t

ex: BTol _NOM NAL_SA
ex: 82.82.24.71

=  Backup session-agent

The same applies to the backup BTol SA: SIP termination must be configured. Please follow the instructions

below.

Configuration

CSBC# conf t
CSBC(confi gure)# session-router session-agent

CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi
CSBC( sessi

on-agent) #
on- agent) #
on-agent) #
on- agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #
on- agent) #
on-agent) #

host name

i p- addr ess

port 5061
transport-nmethod Stati cTLS
trust-nme enabl ed

real m OB- BTol - Peeri ng

pi ng- net hod OPTI ONS

pi ng-i nterval 300

pi ng-response enabl ed
options +trans-ti meouts=2
done

qui t

ex: BTol BACKUP_SA
ex: 82.82.24.72

CSBC#

2.6.10.1.2 Session-agent groups

One SAG is configured with both nominal and backup session agents operating in hunt mode. Round-
robin might be permitted upon explicit request to Orange.

When a call is to be routed to BTol, the nominal BTol SA is selected as the primary destination. In case of
no response, or if a SIP 408 or 5xx error is received, the call is rerouted to the backup BTol SA.

Configuration

CSBC# conf t
CSBC( confi gure)# sessi on-router sessi on-group
CSBC( sessi on- agent - gr oup) # gr oup- nane OB- SBC
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CSBC( sessi on- agent - gr oup) # dest ( <BTol _BACKUP_SA>)

CSBC( sessi on- agent - group) # strat egy

<Opti onal >

CSBC( sessi on- agent - group) # strat egy <roundRobi n>

</ Opti onal >

CSBC( sessi on- agent - group) # sag-recursi on enabl ed

CSBC( sessi on- agent - gr oup) # st op-sag-recur se 400- 407, 409- 499
CSBC( sessi on- agent - gr oup) # app- prot ocol SIP

CSBC( sessi on- agent - gr oup) # done

CSBC( sessi on- agent - group) # qui t

CSBCH#

2.6.10.1.3 Access control

For each configured session-agent, an access-control is created specifying as source address the IP
address of the session-agent, as destination-address the IP address of the sip-interface associated to the
customer. A signaling packet whose source/destination don’t match one of the configured access-controls
will be discarded at IP level.

= Access control for nominal BTol session-agent

Configuration

CSBC# conf t

CSBC(confi gure)# sessi on-router access-control

CSBC(access-control )# source-address <BTol NOW NAL SA | P> ex: 82.82.24.71
CSBC(access-control ) # destination-address <E-SBC NOVI NAL> ex: 138.132.169.2
CSBC(access-control )# real mid OB-BTal - Peeri ng

CSBC(access-control )# application-protocol SIP

CSBC(access-control )# access perm t

CSBC(access-control )# trust-1evel high

CSBC(access-control )# transport-protocol TCP

CSBC( access-control ) # done

CSBC(access-control )# quit

CSBCH

= Access control for backup BTol session-agent

Configuration

CSBC# conf t

CSBC( configure)# sessi on-router access-control

CSBC(access-control )# source-address ex: 82.82.24.72
CSBC( access-control )# desti nati on-address ex: 138.132.169. 2
CSBC(access-control )# real mid OB-BTol - Peering

CSBC(access-control )# application-protocol SIP

CSBC(access-control )# access permit

CSBC(access-control )# trust-I|evel high

CSBC(access-control )# transport - protocol TCP

CSBC( access-control )# done

CSBC(access-control )# quit

CSBC#
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2.6.10.2 Orange BTol/BTIPol (SIP/TLS, SRTP) with DNS Type A
2.6.10.2.1 Session-agents
. Nominal session-agent

CSBC# conf t
CSBC(confi gure)# sessi on-router sessi on-agent

CSBC( sessi on- agent ) # host name <BTol NOVI NAL_SA'FQDN>  ex: BTol FQDN
(A

CSBC( sessi on- agent ) # i p-address 0.0.0.0

CSBC( sessi on- agent ) # port 5061

CSBC( sessi on-agent ) # transport-nmet hod Stati cTLS

CSBC( sessi on-agent) # trust-ne enabl ed

CSBC( sessi on- agent ) # r eal m OB- - Peeri ng

CSBC( sessi on-agent) # pi ng- met hod OPTI ONS; hops=0

CSBC( sessi on-agent ) # ping-interval 300

CSBC( sessi on- agent ) # pi ng-response enabl ed

CSBC( sessi on-agent)# options +trans-ti meout s=2

CSBC( sessi on- agent ) # out - mani pul ati oni d OQUT_TO <BTol _or _BTI Pol >
CSBC( sessi on- agent ) # mani pul ati on-string

CSBC( sessi on- agent ) # done

CSBC( sessi on-agent) # qui t

CSBC#

=  Backup session-agent

The same applies to the backup BTol/BTIPol SA: SIP termination must be configured. Please follow the
instructions below.

CSBC# conf t

CSBC( confi gure) # sessi on-rout er sessi on-agent

CSBC( sessi on-agent ) # hostname <BTol _BACKUP_SA FQD\> ex: BTol or BTI Pol FCQDN
(A

CSBC( sessi on-agent ) # i p-address 0.0.0.0

CSBC( sessi on- agent ) # port 5061

CSBC( sessi on-agent ) # transport-nmet hod Stati cTLS

CSBC( sessi on- agent ) # trust-nme enabl ed

CSBC( sessi on- agent) # r eal m OB- - Peering

CSBC( sessi on- agent ) # pi ng- net hod OPTI ONS; hops=0

CSBC( sessi on-agent ) # pi ng-interval 300

CSBC( sessi on- agent ) # pi ng-r esponse enabl ed

CSBC( sessi on-agent) # opti ons +trans-tineouts=2

CSBC( sessi on- agent ) # out - mani pul ati oni d OUT_TO <BTol _or _BTI Pol >
CSBC( sessi on- agent ) # nani pul ati on-string <Defaul’t'Si'tebl D>

CSBC( sessi on- agent ) # done

CSBC( sessi on-agent) # qui t

CSBCH#

2.6.10.2.2 Session-agent groups

One SAG is configured with both nominal and backup session agents operating in hunt mode. Round-
robin might be permitted upon explicit request to Orange.
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When a call is to be routed to BTol/BTIPol, the nominal BTol/BTIPol SA is selected as the primary
destination. In case of no response, or if a SIP 408 or 5xx error is received, the call is rerouted to the backup
BTol/BTIPol SA.
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2.6.10.2.3 Access control
Please referto § 2.6.10.1.3.
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2.6.10.3 Orange BTIPol (SIP/TLS, SRTP) with DNS Type SRV
2.6.10.3.1 Session-agents

. Nominal session-agent

CSBC# conf t

CSBC(confi gure)# sessi on-router sessi on-agent

CSBC( sessi on- agent ) # host name <BTI Pol _NOVI NAL SA FQDN\> ex: BTIPol FQDN (SRV)
CSBC( sessi on- agent ) # i p-address 0.0.0.0

CSBC( sessi on-agent)# port 0

CSBC( sessi on-agent ) # transport-nmethod Stati cTLS

CSBC( sessi on-agent ) # trust-ne enabl ed

CSBC( sessi on- agent ) # real m OB_BTI Pol - Peeri ng

CSBC( sessi on- agent ) # pi ng- net hod OPTI ONS; hops=0

CSBC( sessi on-agent ) # pi ng-interval 300

CSBC( sessi on- agent ) # pi ng-response enabl ed

CSBC( sessi on- agent ) # pi ng- al | - addr esses enabl ed

CSBC( sessi on- agent ) # | oad- bal ance-dns- query <hunt >

<Opti onal >

CSBC( sessi on- agent ) # | oad- bal ance- dns- query <roundRobi n>
</ Opti onal >

CSBC( sessi on-agent)# options +trans-ti meout s=2

CSBC( sessi on- agent ) # out - mani pul ati oni d OQUT_TO <BTol _or _BTI Pol >
CSBC( sessi on-agent ) # mani pul ati on-string <Default'Si't eDI D>
CSBC( sessi on- agent ) # done

CSBC( sessi on-agent) # qui t

CSBC#

2.6.10.3.2 Session-agent groups
No SAG is created when session agent DNS-SRV load balancing is configured.

Instead, the north SIP interface must be updated with the "stop-recurse" parameter to specify for which
SIP error codes recursion should be performed within the resolved IP addresses.

CSBC# conf t

CSBC(confi gure)# sessi on-router sip-interface
CSBC(si p-interface)# sel ect

<real mi d>: OB_BTIPol- Peering

1: OB-Peering X X X X: 5061

sel ection: 1

CSBC(si p-i nterface)# stop-recurse 400-407, 409- 499
CSBC(si p-interface)# done

CSBC(si p-interface)# quit

CSBC#

When a call is routed to BTIPol, the nominal BTIPol session agent (configured with a DNS SRV FQDN)
provides two IP addresses via SRV resolution. The call is first sent to the primary IP address. If this IP
does not respond or returns a SIP 408 or 5xx error, the call is then retried on the secondary IP address
according to the SRV record's priority and weight.
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2.6.10.3.3 Access control
Please referto § 2.6.10.1.3.

Note: For each |P address resolved via SRV resolution, an access-control is created specifying as source
address the IP address of the session-agent, as destination-address the IP address of the sip-interface
associated to the customer.
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2.6.11 Provisioning BTol/BTIPol on a backup E-SBC

Configure the backup E-SBC following the same procedure used for the nominal E-SBC.

2.6.12 Configuration changes to be made on the south side

The aim of this paragraph is to advise adjustments that may be necessary on the south side of the E-SBC
to fully implement certain Oracle features required to comply with Orange Business requirements.

For example, pay attention that BTIP/BTalk over Internet offers use SRTP, SBC configuration shall be
updated to specific where RTP shall be used by specifying the correct media-sec-policy for UC/IPBX SIP
legs.

Note: Depending on customer setup, some additional manipulations or configuration changes might be
needed which must be handle under Customer responsibilities.

In case assistance is needed, please refer to your partner or Oracle directly.

2.6.13 SIP header manipulation

For the encrypted BTalk/BTIP SIP trunk architecture, message manipulations are required on outgoing
messages toward Orange BTalk/BTIP, and possibly on incoming messages as well.

These manipulations rules are detailed in the chapter

Note: By default, SBC doesn’t prompt the unsaved (**) or unapplied (*) changed. To enable it, use CLI
command: pr onpt - enabl ed enabl ed

Configuration
| CSBC# pr onpt - enabl ed enabl ed ‘

2.6.13.1 SIP Message Manipulation

For encrypted BTalk/BTIP SIP Trunk architecture, it is required to implement some Message Manipulation
for the outgoing message toward Orange BTalk/BTIP. Those Manipulations Rules are detailed on the
chapter 2.7 SIP rules and manipulations. Please jump to this Chapter directly.
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SIP rules and manipulations". Please refer directly to that chapter.

2.6.14 Local policy

2.6.14.1 From north to south

Please refer to § 2.5.9.1 and adapt “source-realm” with “OBI<BTol or BTIPoI>"Peering’

2.6.14.2 From south to north

Please refer to § 2.5.9.2 and adapt next-hop “realm” with “OBL<BTOI 0r BIIPoI>-Peering”

Note: For configurations utilizing a DNS SRV record, the Service Agent EBTIPOILNOMINALSA'FQDNZ

must be specified as the next hop in the local policy, replacing the SAG OB-SBC.

2.6.14.3 Saving and activating configuration

Before continuing, save and activate the current configuration.

** CSBC# save-config
*CSBC# activate-config
CSBC#

Note: By default, SBC doesn’t prompt the unsaved (**) or unapplied (*) changed. To enable it, use CLI
command: pr onpt - enabl ed enabl ed

Configuration
CSBC# pr onpt - enabl ed enabl ed

2.6.14.4 SIP Message Manipulation

For encrypted BTalk/BTIP SIP Trunk architecture, it is required to implement some Message Manipulation
for the outgoing message toward Orange BTalk/BTIP. Those Manipulations Rules are detailed on the
chapter 2.7 SIP rules and manipulations. Please jump to this Chapter directly.

Orange SA, with a share capital of 10,640,226,396 euros, 75 of 113
111 Quai du Président Roosevelt, 92130 Issy-les-Moulineaux, France,
Trade Register No. 380.129.866 Nanterre



Business usiness Talk & BT1P

Oracle Enterprise Customer E-SBC

2.7 SIP rules and manipulations

2.7.1 Preamble : Manipulation principles on Oracle E-SBC

The following figure summarizes the Call Routing configuration for the BTalk SIP Trunk on the Oracle E-
SBC, focusing on the main internal elements that implement SIP manipulations.

In Session- . Out Session-
Ingress EP In HMR Local-Policy Out HMR Egress EP

2.7.2 SIP message manipulations

Several SIP manipulations (also known as “HMR”) are required to modify SIP headers and the SDP body,
control message content, and ensure interoperability with BTalk/BTIP/BTol/BTIPol services.

These manipulations can be configured on the E-SBC using one of two methods: either manually via the
CLI or by importing predefined ".gz" files provided as a complement to this guide. Due to the complexity of
SIP manipulation rules and the deep understanding of system syntax they require, we recommend the
second option, which is safer and less error-prone. However, both methods remain available.

The HMR files can be downloaded here: To be update later on when available

OUT_TO_BT This manipulation is the main procedure for messages sent to the
(Parent procedure) Orange Business BTalk infrastructure on the north side of E-SBC.
OUT_TO_BTIP This manipulation is the main procedure for messages sent to the
(Parent procedure) Orange Business BTIP infrastructure on the north side of E-SBC.
OUT_TO_BTol This manipulation is the main procedure for messages sent to the
(Parent procedure) Orange Business BTol infrastructure on the north side of E-SBC.
OUT_TO_BTIPoI This manipulation is the main procedure for messages sent to the
(Parent procedure) Orange Business BTIPol infrastructure on the north side of E-SBC.
SIP_Out-CLIR This manipulation is enforcing Orange’s requirements for anonymous
(child procedure) call (CLIR)
SIP_Out-CleanSDP This manipulation is enforcing Orange’s requirements for SDP
(child procedure)
SIP_Out- This manipulation is enforcing Orange’s requirements by removing
DelStirShakenHeaders unwanted Stir Shaken headers
(child procedure)
SIP_Out-EnforceAllow This manipulation is enforcing Orange’s requirements by editing Allow
(child procedure) SIP header and by rejecting unsupported Methods with a 405.
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SIP_Out-FixHeaders
(child procedure)

SIP_Out-FixHeaders-TLS
(child procedure)

SIP_Out-ForceAnnexB
(child procedure)

SIP_Out-ModDiversion
(child procedure)

SIP_Out-ModTEPayload101
(child procedure)

SIP_Out-Server
(child procedure)

SIP_Out-UserAgent
(child procedure)

SIP_Out-addPemSupported
(child procedure)

SIP_Out-addTEPayload101
(child procedure)

SIP_Out-stripTimers
(child procedure)

SIP_Out_Add_ptime_replies
(child procedure)

2721

= Context / Usage:

OUT_TO_BT (Parent)

This manipulation is enforcing Orange’s requirements by editing several
SIP headers to perfect topology hiding

This manipulation is enforcing Orange’s requirements by editing several
SIP headers to perfect topology hiding (TLS use-cases, where FQDN is
inserted in SIP uri-host).

This manipulation is enforcing Orange’s requirements for G729 codec.

This manipulation is enforcing Orange’s requirements for Diversion
header

This manipulation is enforcing Orange’s requirements for telephone-
event if present in initial SDP.

This manipulation is enforcing Orange’s requirements by editing or
adding Server SIP header

This manipulation is enforcing Orange’s requirements by editing or
adding User-Agent SIP header

This manipulation forces the inclusion of a "P-Early-Media: supported
header in every initial INVITE.

This manipulation is enforcing Orange’s requirements for telephone-
event in initial SDP by adding it.

This manipulation is enforcing Orange’s requirements by removing
unwanted Session Timers related headers

This manipulation is enforcing Orange’s requirements by handling
ptime in SDP for replies.

This manipulation is applied to all calls originating from the client’'s ecosystem and destined for the Orange
Business core network. An ordered sequence of rules allows SIP messages to be modified to comply with

Orange's requirements.

= Input:

Almost all SIP Messages if SIP header matches configured header-name.
= Actions performed:

Several actions are performed serially. The action si p- mani p enables the SBC to call the specified SIP
Manipulations in new val ue element, if other conditions match. The order of the different header-rules
matters.

=  OQutput/ Results:

The outcome is several modifications at different levels within SIP messages. To better understand the
results, please refer to each child sip-manipulations invoked.
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CSBC# conf t

CSBC( confi gure) # sessi on-rout er sip-manipul ation
CSBC( si p- mani pul ati on)# name OUT_TO BT

CSBC( si p- mani pul ati on)# description "Parent HWR Qut bound for BT"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _addPenSupport ed
CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue S| P_Qut - addPenBupport ed
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nane Cal | _addTEPayl oad101
CSBC( header -rul e)# header - nanme Cont ent - Type
CSBC( header-rul e)# acti on sip-nmanip

CSBC( header -rul e) # new val ue SI P_CQut - addTEPayl oad101
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _ModTEPayl oad101
CSBC( header -rul e) # header - name Cont ent - Type
CSBC( header-rul e)# action sip-manip

CSBC( header -rul e) # new val ue Sl P_CQut - ModTEPayl oad101
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _For ceAnnexB

CSBC( header -rul e) # header - nane Cont ent - Type
CSBC( header-rul e)# acti on sip-nmanip

CSBC( header -rul e) # new val ue SI P_Qut - For ceAnnexB
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _ModDi ver si on

CSBC( header -rul e) # header - nane Di versi on

CSBC( header-rul e)# action sip-manip

CSBC( header -rul e) # new val ue SI P_Qut - ModDi ver si on
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _Fi xHeader s

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue SI P_Qut - Fi xHeader s
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _User Agent

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue Sl P_Qut - User Agent
CSBC( header -rul e)# done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name Cal | _Server

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# action sip-nmanip

CSBC( header-rul e)# nsg-type reply

CSBC( header -rul e) # new val ue SI P_Qut - Server
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CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header-rul e)# nanme Cal | _stripTiners

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue SIP_Qut-stripTimers
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _EnforceAl | ow

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# action sip-manip

CSBC( header -rul e) # new val ue Sl P_Qut - Enf or ceALLOWV
CSBC( header -rul €) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _addpti me

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-manip

CSBC( header-rul e)# nsg-type reply

CSBC( header-rul e) # new val ue SIP_CQut _Add_pti me_replies
CSBC( header -rul €) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header-rul e) # name Cal | _MdCLI R

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-nmanip

CSBC( header -rul e) # new val ue SI P_CQut-CLIR

CSBC( header -rul e) # done

CSBC( header -rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _C eanSDP

CSBC( header -rul e) # header - name Cont ent - Type
CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue SI P_Cut - Cl eanSDP
CSBC( header -rul e) # done

CSBC( header -rul e) # exit

CSBC(si p-mani pul ati on)# header-rul e

CSBC( header -rul e)# nane Cal | _Del StirShakenHeaders
CSBC( header -rul e) # header - name From

CSBC( header -rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue Sl P_Qut - Del StirShakenHeader s
CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on) # done
CSBC(session-router)# exit

CSBC(conf)# exit

2.7.2.2 OUT_TO_BTIP (Parent)

. Context / Usage:

This manipulation is applied to all calls originating from the client’s ecosystem and destined for the Orange
Business core network. An ordered sequence of rules allows SIP messages to be modified to comply with
Orange's requirements.

= Input:

Almost all SIP Messages if SIP header matches configured header-name.
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= Actions performed:

Several actions are performed serially. The action si p- mani p enables the SBC to call the specified SIP
Manipulations in new val ue element, if other conditions match. The order of the different header-rules
matters.

=  Qutput/ Results:

The outcome is several modifications at different levels within SIP messages. To better understand the
results, please refer to each child sip-manipulations invoked.

CSBC# conf t

CSBC( confi gure) # sessi on-rout er sip-manipul ation
CSBC( si p- mani pul ati on)# name OUT_TO BTI P

CSBC( si p- nmani pul ati on)# description "Parent HVR Qut bound for BTIP"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _addPenSupport ed
CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue S| P_Qut - addPenBuppor t ed
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nane Cal | _addTEPayl oad101
CSBC( header -rul e) # header - nane Cont ent - Type

CSBC( header-rul e)# acti on sip-nmanip

CSBC( header -rul e) # new val ue SI P_CQut - addTEPayl oad101
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _ModTEPayl oad101
CSBC( header -rul e) # header - name Cont ent - Type

CSBC( header-rul e)# action sip-manip

CSBC( header -rul e) # new val ue SI P_CQut - ModTEPayl oad101
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _For ceAnnexB

CSBC( header -rul e) # header - nane Cont ent - Type

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue Sl P_Qut - For ceAnnexB
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _ModDi ver si on

CSBC( header -rul e) # header - name Di versi on

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue SI P_Qut - ModDi ver si on
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nane Cal | _Fi xHeaders

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue SI P_Cut - Fi xHeader s
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC(si p-mani pul ati on)# header-rul e
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CSBC( header -rul e)# nane Cal |l _User Agent

CSBC( header -rul e) # header - nanme CSeq

CSBC( header-rul e)# action sip-manip

CSBC( header -rul e) # new val ue SI P_Qut - User Agent
CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _Server

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# action sip-nmanip

CSBC( header-rul e)# nsg-type reply

CSBC( header -rul e) # new val ue SI P_Qut - Server
CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header-rul e)# name Cal | _stri pTi mers

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on si p-nmanip

CSBC( header -rul e) # new val ue SIP_Qut-stripTinmers
CSBC( header -rul €) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _EnforceAl | ow
CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# action sip-manip

CSBC( header -rul e) # new val ue Sl P_Qut - Enf or ceALLOW
CSBC( header -rul €) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _addpti ne

CSBC( header -rul e) # header - nanme From

CSBC( header-rul e)# action sip-nmanip

CSBC( header-rul e)# nsg-type reply

CSBC( header -rul e) # newval ue SI P_CQut _Add_ptime_replies
CSBC( header -rul e) # done

CSBC( header -rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _MydCLIR

CSBC( header -rul e) # header - nanme From

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue SIP_Qut-CLIR
CSBC( header -rul e)# done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _C eanSDP

CSBC( header -rul e) # header - name Cont ent - Type
CSBC( header-rul e)# action sip-manip

CSBC( header -rul e) # new val ue SI P_Cut - C eanSDP
CSBC( header-rul e) # done

CSBC( header-rul e) # exit

CSBC(si p-mani pul ati on)# header-rul e

CSBC( header-rul e) # name Cal | _Del Stir ShakenHeader s
CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-nanip

CSBC( header -rul e) # new val ue SI P_Cut - Del Stir ShakenHeaders
CSBC( header-rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# done
CSBC(session-router)# exit

CSBC(conf ) # exit
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2.7.2.3 OUT_TO_BTol (Parent)
=  Context/ Usage:

This manipulation is applied to all calls originating from the client’s ecosystem and destined for the Orange
Business core network. An ordered sequence of rules allows SIP messages to be modified to comply with
Orange's requirements.

= Input:
Almost all SIP Messages if SIP header matches configured header-name.
= Actions performed:

Several actions are performed serially. The action si p- mani p enables the SBC to call the specified SIP
Manipulations in new val ue element, if other conditions match. The order of the different header-rules
matters.

=  Output/ Results:

The outcome is several modifications at different levels within SIP messages. To better understand the
results, please refer to each child sip-manipulations invoked.

CSBC# conf t

CSBC( confi gure) # sessi on-rout er sip-manipul ation
CSBC( si p- mani pul ati on)# name OUT_TO BTol

CSBC( si p- nmani pul ati on)# description "Parent HVR Qut bound for BTol"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _addPenSupport ed

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue Sl P_Qut - addPenBuppor t ed
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _addTEPayl oad101

CSBC( header -rul e) # header - nane Cont ent - Type

CSBC( header-rul e)# acti on si p-nmanip

CSBC( header -rul e) # new val ue SI P_CQut - addTEPayl oad101
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nane Cal | _ModTEPayl oad101

CSBC( header -rul e) # header - nane Cont ent - Type

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue Sl P_Qut - ModTEPayl oad101
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _For ceAnnexB

CSBC( header -rul e) # header - name Cont ent - Type

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue SI P_Qut - For ceAnnexB
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _MbdDi ver si on

CSBC( header -rul e)# header - nane Di version
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CSBC( header-rul e)# action si p-manip

CSBC( header -rul e) # new val ue SI P_CQut - ModDi ver si on
CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nane Cal | _Fi xHeaders

CSBC( header -rul e) # header - nanme CSeq

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue Sl P_Qut - Fi xHeader s- TLS
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _User Agent

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on sip-nmanip

CSBC( header -rul e) # new val ue Sl P_Cut - User Agent
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name Cal | _Server

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on sip-nmanip

CSBC( header-rul e)# nsg-type reply

CSBC( header -rul e) # new val ue Sl P_CQut - Ser ver
CSBC( header-rul e) # done

CSBC( header-rul e) # exi t

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header-rul e)# name Cal | _stri pTi mers
CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on si p-nmanip

CSBC( header-rul e) # new val ue SI P_Qut-stripTimers
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _EnforceAl | ow
CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue Sl P_Cut - Enf or ceALLON
CSBC( header -rul e) # done

CSBC( header -rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name Cal | _addpti me

CSBC( header -rul e) # header - nanme From

CSBC( header-rul e)# action sip-nmanip

CSBC( header-rul e)# nsg-type reply

CSBC( header -rul e)# newval ue SIP_Qut _Add_ptine_replies
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nane Call _MdCLIR

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue SI P_CQut-CLIR
CSBC( header-rul e) # done

CSBC( header -rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name Cal | _Cl eanSDP

CSBC( header -rul e) # header - nane Cont ent - Type
CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue SI P_Qut - d eanSDP
CSBC( header -rul e)# done
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CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _Del Stir ShakenHeader s
CSBC( header -rul e) # header - nanme From

CSBC( header-rul e)# acti on sip-nanip

CSBC( header -rul e) # new val ue Sl P_Qut - Del Stir ShakenHeader s
CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# done
CSBC(session-router)# exit

CSBC(conf ) # exit
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2.7.2.4 OUT_TO_BTIPol (Parent)
=  Context/ Usage:

This manipulation is applied to all calls originating from the client’s ecosystem and destined for the Orange
Business core network. An ordered sequence of rules allows SIP messages to be modified to comply with
Orange's requirements.

= Input:
Almost all SIP Messages if SIP header matches configured header-name.
= Actions performed:

Several actions are performed serially. The action si p- mani p enables the SBC to call the specified SIP
Manipulations in new val ue element, if other conditions match. The order of the different header-rules
matters.

=  Output/ Results:

The outcome is several modifications at different levels within SIP messages. To better understand the
results, please refer to each child sip-manipulations invoked.

CSBC# conf t

CSBC( confi gure) # sessi on-rout er sip-mani pul ation
CSBC( si p- mani pul ati on)# name OUT_TO BTI Pol

CSBC( si p- mani pul ati on)# description "Parent HVR Qut bound for BTI Pol"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _addPenSupport ed

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue Sl P_Qut - addPenBuppor t ed
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _addTEPayl oad101

CSBC( header -rul e) # header - nane Cont ent - Type

CSBC( header-rul e)# acti on si p-nmanip

CSBC( header -rul e) # new val ue SI P_CQut - addTEPayl oad101
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nane Cal | _ModTEPayl oad101

CSBC( header -rul e) # header - nane Cont ent - Type

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue Sl P_Qut - ModTEPayl oad101
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _For ceAnnexB

CSBC( header -rul e) # header - name Cont ent - Type

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue SI P_Qut - For ceAnnexB
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _MbdDi ver si on

CSBC( header -rul e)# header - nane Di version
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CSBC( header-rul e)# action si p-manip

CSBC( header -rul e) # new val ue SI P_CQut - ModDi ver si on
CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nane Cal | _Fi xHeaders

CSBC( header -rul e) # header - nanme CSeq

CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue Sl P_Qut - Fi xHeader s- TLS
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # nanme Cal | _User Agent

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on sip-nmanip

CSBC( header -rul e) # new val ue Sl P_Cut - User Agent
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name Cal | _Server

CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on sip-nmanip

CSBC( header-rul e)# nsg-type reply

CSBC( header -rul e) # new val ue Sl P_CQut - Ser ver
CSBC( header-rul e) # done

CSBC( header-rul e) # exi t

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header-rul e)# name Cal | _stri pTi mers
CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on si p-nmanip

CSBC( header-rul e) # new val ue SI P_Qut-stripTimers
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nanme Cal | _EnforceAl | ow
CSBC( header -rul e) # header - name CSeq

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue Sl P_Cut - Enf or ceALLON
CSBC( header -rul e) # done

CSBC( header -rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name Cal | _addpti me

CSBC( header -rul e) # header - nanme From

CSBC( header-rul e)# action sip-nmanip

CSBC( header-rul e)# nsg-type reply

CSBC( header -rul e)# newval ue SIP_Qut _Add_ptine_replies
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# nane Call _MdCLIR

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on sip-manip

CSBC( header -rul e) # new val ue SI P_CQut-CLIR
CSBC( header-rul e) # done

CSBC( header -rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name Cal | _Cl eanSDP

CSBC( header -rul e) # header - nane Cont ent - Type
CSBC( header-rul e)# action sip-nmanip

CSBC( header -rul e) # new val ue SI P_Qut - d eanSDP
CSBC( header -rul e)# done
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CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name Cal | _Del Stir ShakenHeader s
CSBC( header -rul e) # header - nanme From

CSBC( header-rul e)# acti on sip-nanip

CSBC( header -rul e) # new val ue Sl P_Qut - Del Stir ShakenHeader s
CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# done
CSBC(session-router)# exit

CSBC(conf ) # exit

2.7.2.5 SIP_Out-CLIR (Child)

= Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

= |Input: Initial INVITE message

= Actions performed: This manipulation enforces a compliant formatting for anonymous calls. If no
CLl is available, SBC will add the default DID.

= Qutput/Results: Initial anonymous INVITE modified (RFC 3323).

Configuration

CSBC# conf t

CSBC( confi gure)# sessi on-router sip-manipul ation
CSBC( si p- mani pul ati on)# nane SIP_Qut-CLIR

CSBC( si p- mani pul ati on)# description "Enforce format for Anonynous Call - CLIR
CSBC( header-rul e) # header-rul e

CSBC( header -rul e) # name HR_CheckPri vacy

CSBC( header -rul e) # header - name Privacy

CSBC( header-rul e)# action del ete

CSBC( header-rul e) # conpari son-type pattern-rule
CSBC( header-rul e) # nsg-type request

CSBC( header-rul e)# mat ch-val ue "~. *$"

CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC(si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name HR_CheckFrom

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on mani pul ate

CSBC( header-rul e) # nsg-type request

CSBC( header-rul e)# el ement-rul e

CSBC( el enent -rul e) # nane ER_CheckFrom

CSBC( el enent-rul e)# type uri-user

CSBC( el enment-rul e)# action store

CSBC( el enent-rul e)# conpari son-type pattern-rule
CSBC( el enment -rul e)# mat ch-val ue "[ Aa] nonynous"
CSBC( el ement -rul e) # done

CSBC( el enent-rul e)# exi t

CSBC( header-rul e)# el ement-rul e

CSBC( el enent -rul e) # name ER_CheckFr omHost

CSBC( el enent-rul e)# type uri-host

CSBC( el enment-rul e)# action store

CSBC( el enent-rul e)# conpari son-type pattern-rule
CSBC( el enent -rul e) # mat ch-val ue "~[ Aa] nonynous\ . i nval i d"
CSBC( el ement -rul e)# done
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CSBC( el enent-rul e)# exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC(si p-mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_AddPAI

CSBC( header -rul e) # header - nane P-Asserted-Ildentity
CSBC( header-rul e) # acti on add

CSBC( header -rul e)# conpari son-type bool ean

CSBC( header -rul e) # nsg-type out-of -di al og

CSBC( header -rul e)# net hods (| NVI TE)

CSBC( header -rul e)# mat ch-val ue "! $PAl _USER&$HR CheckFr om $ER_CheckFr om $0"
CSBC( header -rul e) # new val ue "<sip:"+$MANI P_STRI NG+t@" £C SBC- FQDN>" +" >"
CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_AddPri vacy

CSBC( header -rul e) # header - nane Pri vacy

CSBC( header-rul e)# acti on add

CSBC( header -rul e)# conpari son-type bool ean

CSBC( header-rul e) # nsg-type request

CSBC( header -rul e) # net hods (1 NVI TE)

CSBC( header -rul e) # mat ch-val ue "$PAl _USER&$HR CheckFr om $ER_CheckFr om $0"
CSBC( header -rul e) # newval ue "id; user"

CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_AddPri vacyFronOnl y
CSBC( header -rul e) # header - name Privacy

CSBC( header-rul e)# acti on add

CSBC( header -rul e) # conpari son-type bool ean

CSBC( header -rul e)# nsg-type request

CSBC( header -rul e)# net hods (I NVI TE)

CSBC( header -rul e) # mat ch-val ue "

$HR _CheckPri vacy. $0& $PAlI _USER&! $HR CheckFr om $ER _CheckFr om $0"
CSBC( header -rul e) # new val ue "user"

CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name HR_Enf or ceFrom

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# acti on mani pul ate

CSBC( header -rul e)# nsg-type request

CSBC( header-rul e)# el ement-rul e

CSBC( el enent -rul e) # nane ER_Enf or ceFr onHost

CSBC( el enent-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e)# conpari son-type bool ean

CSBC( el enent -rul e)# mat ch-val ue

"$HR _CheckFr om $ER _CheckFrom $0& $HR CheckFr om $ER_CheckFr onHost . $0"
CSBC( el ement -rul e) # new val ue "anonynous. i nval i d"
CSBC( el enent -rul e) # done

CSBC(el ement-rul e)# exit

CSBC( header -rul e)# done

CSBC( header-rul e)# exit

CSBC( header -rul e)# done

CSBC( si p- mani pul ati on) # exi t

CSBC(session-router)# exit

CSBC(conf ) # exit
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2.7.26 SIP_Out-CleanSDP (Child)

= Context / Usage: This manipulation is applied to all calls originating from the client’s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

. Input: All messages with SDP

= Actions performed: This manipulation enforces a compliant formatting for SDP by removing
unwanted attributes.

= Output/ Results: SDP is cleaned by SBC.
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CSBC# conf t
CSBC( confi gure) # sessi on-rout er sip-manipul ation
CSBC( si p- mani pul ati on)# nane S| P_Qut - C eanSDP
CSBC( si p- mani pul ation)# description "Cl ean SDP by renpvi ng unnecessary
attributes"”
CSBC (..) # m me-sdp-rul e
CSBC(..) # name MSR_Cl eanSDP
CSBC(..) # action mani pul ate
CSBC (..) # sdp-nedi a-rul e
CSBC(..) # name SMR_Cl eanSDP
CSBC (..) # nedi a-type nedi a
CSBC (..) # action mani pul at e
CSBC(..) # sdp-line-rule
CSBC(..) # name SLR Cl eanSDP
CSBC(..) # type a
CSBC(..) # action del ete
CSBC (..) # conpari son-type bool ean
CSBC(..) # mat ch-val ue
I SREGEX(""(crypto]| fntp|ptinme| maxptinme|rtpmap| sendrecv| sendonl y| recvonl y| i nactive
T38| sqn| cdsc) (. *)")
CSBC(..) # done
CSBC (..) # exit
CSBC(..) # sdp-line-rule
CSBC (..) # name SLR_RenoveB
CSBC (..)# type b
CSBC(..) # action del ete
CSBC(..) # done
CSBC (..) # exit
CSBC(..) # sdp-line-rule
CSBC (..) # nane SLR Renovel
CSBC (..) # type i
CSBC (..)# action delete
CSBC(..) # done
CSBC(..) # exit
CSBC(..) # sdp-line-rule
CSBC (..) # nane SLR RenpveK
CSBC(..) # type k
CSBC (..) # action delete
CSBC(..) # done
CSBC(..)# exit
CSBC(..) # done
CSBC(..) # exit
CSBC (..) # sdp-session-rule
CSBC (..) # name SSR_Cl eanSDP
CSBC(..) # action mani pul ate
CSBC(..) # sdp-line-rule
CSBC (...) # name SLR_RenpveB
CSBC(..)# type b
CSBC(..) # action del ete
CSBC(..) # done
CSBC(..) # exit
CSBC(..) # sdp-line-rule
CSBC (..) # name SLR_Renove
CSBC (..) # type i
CSBC(..) # action delete
CSBC(..) # done
CSBC(..) # exit
CSBC(..) # sdp-line-rule
CSBC (...) # name SLR _RenpbveK
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CSBC(..) # type k
CSBC(..) # action de
CSBC(..) # done
CSBC(..) # exit
CSBC (..) # done
CSBC (..) # exit
CSBC (..) # done
CSBC (..) # exit
CSBC (..) # done
CSBC (..) # exit
CSBC (..) # exit

ete

2.7.2.7 SIP_Out-DelStirShakenHeaders (Child)

. Context / Usage: This manipulation is applied to all calls originating from the client’s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent

manipulations.

. Input: Initial INVITE message
= Actions performed: This manipulation removes specific headers related to Stir Shaken mechanism.
= Qutput/ Results: Initial INVITE without specified headers in this HMR.

Configuration

CSBC# conf t

CSBC( si p- mani pul at i
CSBC( header-rul e) #
CSBC( header-rul e) #
CSBC( header -rul e) #
CSBC( header-rul e) #
CSBC( header -rul e) #
CSBC( header-rul e) #
CSBC( header -rul e) #
CSBC( si p- mani pul at i
CSBC( header-rul e) #
CSBC( header -rul e) #
CSBC( header-rul e) #
CSBC( header -rul e) #
CSBC( header-rul e) #
CSBC( header -rul e) #
CSBC( header-rul e) #
CSBC( si p- mani pul at i
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( si p- mani pul ati

CSBC(conf)# exit

CSBC( confi gure)# sessi on-router sip-manipul ation
CSBC( si p- mani pul ati on)# nane S| P_Qut - Del Stir ShakenHeader s
CSBC( si p- mani pul ati on)# description "Del ete unwant ed headers APNF Rel at ed"

on)# header-rul e

name HR Del | dentity
header-nane |dentity
action del ete

nsg-type out - of -di al og

nmet hods (1 NVI TE)

done

exit

on)# header-rul e

name HR Del Origl D

header -nane Origi nation-1D
action delete

nsg-t ype out - of -di al og

nmet hods (| NVI TE)

done

exit

on)# header-rul e

name HR Del Attestati onlnfo

header - nane Attestation-Info

action delete
nsg-type out - of - di al og
nmet hods (| NVI TE)

done

exit

on) # done

CSBC(session-router)# exit
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2.7.2.8 SIP_Out-EnforceALLOW (Child)

Context / Usage: This manipulation is applied to all calls originating from the client’s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

Input: Any Request messages containing an Allow header

Actions performed: Removes unwanted methods from the Allow header.

Output / Results: Allow header matches Orange’s requirements

CSBC# conf t

CSBC( confi gure)# sessi on-router sip-manipul ation

CSBC( si p- mani pul ati on)# nane S| P_Qut - Enf or ceALLOW

CSBC( si p- mani pul ati on)# description "Renove and Reject unwanted Methods"
CSBC(si p- mani pul ati on)# header-rul e

CSBC( header-rul e)# name HR filterAll ow

CSBC( header -rul e) # header-nanme Al l ow

CSBC( header-rul e)# acti on mani pul at e

CSBC( header-rul e)# el ement-rul e

CSBC( el ement-rul e)# name ER filterAl |l ow

CSBC( el enent-rul e)# type header-val ue

CSBC( el ement-rul e)# action find-repl ace-all

CSBC( el ement -rul e)# match-val -type any

CSBC( el ement -rul e) # conpari son-type pattern-rule

CSBC( el ement -rul e) # mat ch-val ue

(,\'s*[ RSPM\r spmm] [ eupr oEUPRQ [, ] *| [ RSPM\r spmm] [ eupr oEUPRQ [ A, ] *\ s*, \ 2\ s\ ?)
CSBC( el ement -rul e) # done

CSBC(el ement-rul e) # exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( header -rul e) # nane HR_Rej ect 405

CSBC( header -rul e) # header - name Cseq

CSBC( header-rul e)# action reject

CSBC( header -rul e) # nmet hods ( MESSAGE, NOTI FY, PUBLI SH, REG STER, SUBSCRI BE)
CSBC( header -rul e) # new val ue "405: Met hod Not Al | owed"

CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# done
CSBC(sessi on-router)# exit
CSBC(conf ) # exit

2.7.2.9 SIP_Out-FixHeaders (Child)

Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT or BTIP parent
manipulations (all except TLS case).

Input: Initial INVITE message or replies from C-SBC to INVITE

Actions performed: This manipulation rewrites several SIP headers (From, To, P-Asserted-ldentity,
Contact, To, Diversion) to ensure topology is properly hidden (no information about south-side
nodes). Also, the max-forward header is resetted to its maximum possible value.

Output / Results: Topology is hidden in SIP messages from C-SBC to Orange.
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CSBC# conf t

CSBC( confi gure) # sessi on-rout er sip-mani pul ation
CSBC( si p- mani pul ati on)# nane S| P_Qut - Fi xHeaders
CSBC( si p- mani pul ati on)# description "Topol ogy hiding on To, From PAlI, RPI,
Cont act"

CSBC(si p-mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR fi xPAl

CSBC( header -rul e) # header - nane P-Asserted-Ildentity
CSBC( header-rul e)# acti on mani pul ate
CSBC( header -rul e)# net hods (| NVI TE)

CSBC( header-rul e)# el ement-rul e

CSBC( el enent-rul e)# nanme ER fi xPAl Host
CSBC( el ement-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue $LOCAL_I P
CSBC( el ement -rul e) # done

CSBC( el ement -rul e) # exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC(si p-mani pul ati on)# header-rul e

CSBC( header-rul e) # name HR fi xRPI

CSBC( header -rul e) # header - nane Renote-Party-1D
CSBC( header-rul e)# acti on mani pul at e
CSBC(el ement-rul e)# el enent-rul e

CSBC( el ement -rul e)# name ER fi xRPI Host
CSBC( el enent-rul e)# type uri-host

CSBC( el ement-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue $LOCAL_I P
CSBC( el ement -rul e) # done

CSBC( el ement -rul e) # exit

CSBC( header -rul e)# done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e
CSBC( header-rul e)# name HR fi xFrom

CSBC( header -rul e) # header - name From
CSBC( header-rul e)# acti on mani pul at e
CSBC( header -rul e)# nsg-type request
CSBC( el enment-rul e)# el enent-rul e

CSBC( el ement -rul e)# name ER_fi xFr onHost
CSBC( el enent-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue $LOCAL_I P
CSBC( el enent -rul e) # done

CSBC( el ement -rul e) # exit

CSBC(el ement-rul e)# el enent-rul e

CSBC( el enent-rul e)# nanme ER fi xFronPort
CSBC( el enment-rul e)# type uri-port

CSBC( el enent-rul e)# acti on del et e-el enent
CSBC( el enent -rul e) # done

CSBC( el ement -rul e) # exit

CSBC( header -rul e)# done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e
CSBC( header -rul e) # name HR fi xCont act
CSBC( header -rul e) # header - name Cont act
CSBC( header-rul e)# acti on mani pul ate
CSBC( header-rul e)# el ement-rul e

CSBC( el ement -rul e) # name ER fi xCont act Host
CSBC( el enent-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue $LOCAL_| P
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CSBC( el enent -rul e) # done

CSBC( el ement -rul e) # exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e
CSBC( header-rul e)# name HR fi xTo

CSBC( header -rul e) # header-nanme To

CSBC( header -rul e)# acti on mani pul ate
CSBC( header-rul e) # nsg-type request

CSBC( header-rul e)# el ement-rul e

CSBC( el ement -rul e)# nanme ER fi xToHost
CSBC( el enent-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue $REMOTE_| P
CSBC( el ement -rul e) # done

CSBC( el ement -rul e) # exit

CSBC( header-rul e)# el ement-rul e

CSBC( el ement -rul e)# name ER fi xToPort
CSBC( el ement-rul e)# type uri-port

CSBC( el enent-rul e)# acti on del et e- el enent
CSBC( el ement -rul e) # done

CSBC( el ement -rul e) # exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e
CSBC( header -rul e) # name HR_Reset MaxFor war ds
CSBC( header -rul e) # header - name Max- For war ds
CSBC( header-rul e)# acti on mani pul at e
CSBC( header -rul e)# nsg-type request

CSBC( header -rul e) # new val ue 70

CSBC( header -rul e) # done

CSBC( header -rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e
CSBC( header -rul e)# name HR fi xDi version
CSBC( header -rul e) # header - name Di ver si on
CSBC( header -rul e)# acti on nmani pul ate
CSBC( header-rul e)# el ement-rul e

CSBC( el enent -rul e)# name ER fi xDi ver si onHost
CSBC( el enent-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue $LOCAL_I P
CSBC( el enent -rul e)# done

CSBC( el ement -rul e) # exit

CSBC( header-rul e)# el ement-rul e

CSBC( el enent -rul e)# nane ER fi xDi ver si onPort
CSBC( el enment-rul e)# type uri-port

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue $LOCAL_PORT
CSBC( el ement -rul e) # done

CSBC(el ement-rul e)# exit

CSBC( header -rul e)# done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on) # done

CSBC(sessi on-router)# exit

CSBC(conf)# exit
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2.7.2.10 SIP_Out-FixHeaders-TLS (Child)

. Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BTol or BTIPol
parent manipulations (TLS case).

. Input: Initial INVITE message or replies from C-SBC to INVITE

= Actions performed: This manipulation rewrites several SIP headers (From, To, P-Asserted-ldentity,
Contact, To, Diversion) to ensure topology is properly hidden (no information about south-side
nodes). Also, the max-forward header is resetted to its maximum possible value.

=  Output/Results: Topology is hidden in SIP messages from C-SBC to Orange.

CSBC# conf t

CSBC(confi gure)# sessi on-router sip-nmani pul ati on
CSBC( si p- mani pul ati on)# nanme S| P_Qut - Fi xHeader s- TLS
CSBC( si p- mani pul ati on)# description "Topol ogy hiding on To, From PAI, RPI,
Cont act "

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_ fi xPAl

CSBC( header -rul e) # header - nane P- Asserted-ldentity
CSBC( header-rul e)# acti on mani pul ate

CSBC( header-rul e) # net hods (1 NVI TE)

CSBC( header-rul e)# el ement-rul e

CSBC( el ement -rul e) # name ER fi xPAI Host

CSBC( el enent-rul e)# type uri-host

CSBC( el ement-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue " ECISBCIFQDNE"
CSBC( el ement -rul e) # done

CSBC(el ement-rul e) # exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header-rul e) # name HR fi xRPI

CSBC( header -rul e) # header - name Renot e-Party-1D
CSBC( header-rul e)# acti on mani pul ate

CSBC( el ement-rul e)# el ement-rul e

CSBC( el ement -rul e) # name ER fi xRPI Host

CSBC( el ement-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue " ECISBCIFQDNE"
CSBC( el ement -rul e) # done

CSBC(el ement-rul e) # exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name HR_fi xFrom

CSBC( header -rul e) # header - name From

CSBC( header-rul e)# action mani pul ate

CSBC( header -rul e)# nsg-type request

CSBC( el enment-rul e)# el enent-rul e

CSBC( el enent-rul e)# name ER fi xFronHost

CSBC( el enment-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue " ECISBCIFQDNE"
CSBC( el ement -rul e) # done

CSBC( el enent-rul e) # exi t

CSBC( el enent-rul e)# el ement -rul e

CSBC( el enent -rul e) # name ER_fi xFronPort

Orange SA, with a share capital of 10,640,226,396 euros, 95 of 113
111 Quai du Président Roosevelt, 92130 Issy-les-Moulineaux, France,
Trade Register No. 380.129.866 Nanterre



BUSi ness Business Talk & BTIP

Oracle Enterprise Customer E-SBC

CSBC( el enent-rul e)# type uri-port

CSBC( el enent -rul e)# acti on del et e- el enent
CSBC( el enent -rul e) # done

CSBC( el enent-rul e)# exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name HR_fi xCont act

CSBC( header -rul e) # header - name Cont act
CSBC( header -rul e)# acti on mani pul ate

CSBC( header-rul e)# el ement-rul e

CSBC( el enent-rul e)# name ER _fi xCont act Host
CSBC( el ement-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue "<C SBC- FQDN>"
CSBC( el ement -rul e) # done

CSBC( el ement -rul e) # exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header-rul e) # name HR fi xTo

CSBC( header -rul e) # header-nanme To

CSBC( header-rul e)# acti on mani pul at e

CSBC( header-rul e) # nsg-type request

CSBC( header-rul e)# el ement-rul e

CSBC( el ement -rul e) # nanme ER fi xToHost

CSBC( el enent-rul e)# type uri-host

CSBC( el ement-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue "<OB_BT*- FCDN\N>"
CSBC( el ement -rul e) # done

CSBC(el ement-rul e)# exit

CSBC( header-rul e)# el enent-rul e

CSBC( el ement -rul e)# name ER fi xToPort
CSBC( el ement-rul e)# type uri-port

CSBC( el enent-rul e)# acti on del et e- el enent
CSBC( el enent -rul e) # done

CSBC( el ement -rul e) # exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_Reset MaxFor war ds
CSBC( header - rul e) # header - name Max- For war ds
CSBC( header-rul e)# acti on mani pul at e

CSBC( header -rul e)# nsg-type request

CSBC( header -rul e) # new val ue 70

CSBC( header -rul e) # done

CSBC( header -rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name HR fi xDi version
CSBC( header -rul e) # header - name Di versi on
CSBC( header -rul e)# acti on mani pul ate

CSBC( header-rul e)# el ement-rul e

CSBC( el enent -rul e)# name ER fi xDi ver si onHost
CSBC( el enent-rul e)# type uri-host

CSBC( el enent-rul e)# action repl ace

CSBC( el enent -rul e) # new val ue "<C SBC- FQDN>"
CSBC( el enent -rul e) # done

CSBC( el ement-rul e) # exit

CSBC( header-rul e)# el ement-rul e

CSBC( el enent-rul e)# name ER fi xD ver si onPort
CSBC( el ement-rul e)# type uri-port
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CSBC( el ement-rul e)# action repl ace

CSBC( el ement -rul e) # new val ue $LOCAL_PORT
CSBC( el ement -rul e) # done

CSBC(el ement-rul e)# exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# done
CSBC(session-router)# exit

CSBC(conf ) # exit
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2.7.2.11 SIP_Out-ForceAnnexB (Child)

. Context / Usage: This manipulation is applied to all calls originating from the client’s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent

manipulations.
. Input; Initial INVITE message and replies

= Actions performed: This manipulation removes unwanted g729 codec, as the annexb variant

enables VAD (Voice Activation Detection) which is not supported.
=  OQutput/ Results: If SDP contains g729, annexb will always be set to no.

Configuration

CSBC# conf t

CSBC(confi gure)# sessi on-router sip-nmani pul ati on
CSBC( si p- mani pul ati on)# nane S| P_Qut - For ceAnnexB
CSBC( si p- mani pul ati on)# description "Handl e AnnexB if nissing"
CSBC( si p- mani pul ati on)# m me-sdp-rul e
CSBC(...)# nanme MSR_AddAnnexBNo

CSBC( . ..)# neg-type any

CSBC(. ..)# net hods ACK, | NVI TE, UPDATE
CSBC(...)# action nmani pul ate

CSBC(...)# sdp-nedia-rule

CSBC(...)# name SMR Test G729

CSBC(...)# nedi a-type audio

CSBC(...)# action mani pul ate

CSBC(...)# sdp-line-rule

CSBC(...)# nanme SLR Mat chG729
CSBC(...)# type m

CSBC(...)# action store

CSBC(...)# conparison-type pattern-rul e
CSBC(...)# match-val ue "\s18\b"
CSBC(...)# done

CSBC(...)# exit

CSBC(...)# sdp-line-rule

CSBC(...)# nane SLR Del ete

CSBC(...)# type a

CSBC(...)# action delete

CSBC(...)# conparison-type pattern-rule
CSBC(...)# match-val ue "”.*annexb. *$"
CSBC(...)# done

CSBC(...)# exit

CSBC(...)# done

CSBC(...)# exit

CSBC(...)# sdp-nedia-rule

CSBC(...)# name SMR_AddAnnexB
CSBC(...)# medi a-type audio

CSBC(...)# action mani pul ate

CSBC(...)# conpari son-type bool ean
CSBC(...)# match-val ue "$MSR_AddAnnexBNo. $SMR Test G729. $SLR _Mat chG729[ 0] "
CSBC(...)# sdp-line-rule

CSBC(...)# nane SLR_AddAnnexbNo
CSBC(...)# type a

CSBC(...)# action add

CSBC(...)# newval ue "fntp: 18 annexb=no"
CSBC(...)# done

CSBC(...)# exit

CSBC(...)# done

CSBC(...)# exit
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CSBC(...)# done

CSBC(...)# exit

CSBC( si p- mani pul ati on)# done
CSBC(session-router)# exit
CSBC(conf ) # exit

2.7.2.12 SIP_Out-ModDiversion (Child)

. Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

. Input: Initial INVITE message

=  Actions performed: This manipulation forces the formatting of Diversion header.

. Output / Results: Initial INVITE containing a well formatted Diversion header.

Configuration

CSBC# conf t

CSBC( confi gure) # sessi on-rout er sip-manipul ation

CSBC( si p- mani pul ati on)# nane S| P_Qut - ModDi ver si on

CSBC( si p- mani pul ati on)# description "Enforce Diversion fornmat"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_CheckDi ver si on

CSBC( header -rul e) # header - name Di versi on

CSBC( header-rul e)# acti on mani pul ate

CSBC( header-rul e) # nsg-type out - of -di al og

CSBC( header -rul e) # net hods (| NVI TE)

CSBC( header-rul e)# el ement-rul e

CSBC( header -rul e) # name ER_CheckReason

CSBC( el ement -rul e) # par anet er - nane r eason

CSBC( el enent-rul e)# type header - param

CSBC( el ement -rul e)# acti on del et e- el ement

CSBC( el enent -rul e) # conpari son-type bool ean

CSBC( el ement -rul e) # mat ch-val ue ! $REGEX( " *( unknown| user - busy| no-
answer | unavai | abl e| uncondi ti onal | ti ne- of - day| do- not - di st ur b| def | ecti on| fol | ow
nme| out - of - servi ce| anay) ")

CSBC( el ement -rul e) # done

CSBC(el ement -rul e)# exit

CSBC( header-rul e)# el enent-rul e

CSBC( el ement -rul e) # name ER_CheckNoReason

CSBC( el ement -rul e) # par anet er - nane reason

CSBC( el ement -rul e) # type header - param

CSBC( el ement-rul e)# action store

CSBC( el enent -rul e)# conpari son-type pattern-rule

CSBC(el enent-rul e)# match-val ue "~$"

CSBC( el ement -rul e) # done

CSBC( el enent-rul e)# exit

CSBC( header-rul e)# el ement-rul e

CSBC( el enent -rul e) # nane ER_AddDef aul t Reason

CSBC( el ement -rul e)# paranet er - name reason

CSBC( el enent-rul e)# type header - param

CSBC( el enent-rul e)# action add

CSBC( el enent -rul e) # conpari son-type bool ean

CSBC( el ement -rul e)# mat ch-val ue "$HR CheckDi ver si on. $ER_CheckNoReason"
CSBC( el ement -rul e) # new val ue unknown

CSBC( el ement -rul e) # done

CSBC( el enent-rul e) # exi t
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CSBC(header-rul e)# el ement-rul e

CSBC( el enment -rul e)# name ER _CheckCount er

CSBC( el enent -rul e) # paranet er - name count er

CSBC( el ement -rul e) # type header - param

CSBC( el ement-rul e)# action store

CSBC( el ement -rul e) # done

CSBC( el ement-rul e) # exit

CSBC(header-rul e)# el ement-rul e

CSBC( el ement -rul e)# name ER_AddCount er

CSBC( el ement -rul e) # par anet er - name count er

CSBC( el ement -rul e)# type header - param

CSBC( el ement-rul e)# acti on add

CSBC( el enent -rul e) # conpari son-type bool ean

CSBC( el ement -rul e) # mat ch-val ue "! $HR CheckDi ver si on. $ER _CheckCount er "
CSBC( el ement -rul e) # new val ue 1

CSBC( el ement -rul e) # done

CSBC(el ement-rul e)# exit

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC(si p-mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_convert Di ver si onTel t oSI P
CSBC( header -rul e)# header - nane Di version

CSBC( header-rul e) # conpari son-type pattern-rul e
CSBC( header-rul e)# match-val ue ([*"<]*)<[\s]*tel: ([*>]+)>(.7%)
CSBC( header -rul e) # new val ue $1+"sip: " +$2+" @ +$REMOTE_| P+"; user =phone" +$3
CSBC( header-rul e)# acti on mani pul ate

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# done

CSBC(session-router)# exit

CSBC(conf ) # exit

2.7.2.13 SIP_Out-ModTEPayload101 (Child)

. Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

. Input: Initial INVITE message and replies

= Actions performed: This manipulation forces the inclusion of telephone-event attributes within SDP
to match Orange’s requirements (Payload: 101 and symbols: 0-15).

=  Output/ Results: SDP with expected values and attributes for DTMF.

CSBC# conf t

CSBC( confi gure)# sessi on-router sip-nmanipul ation
CSBC( si p- mani pul ati on)# nane Sl P_Cut - ModTEPayl oad101
CSBC( si p- mani pul ati on)# description "Enforce Tel ephone-Event Payload”
CSBC( si p- mani pul ati on)# m me-sdp-rul e

CSBC(...)# name MSR_get payl oad

CSB(C( . ..)# neg-type any

CSBC(...)# methods ACK, | NVI TE, UPDATE

CSBC(...)# action mani pul ate

CSBC(...)# sdp-nedi a-rul e

CSBC(...)# nane SMR _get payl oad

CSBC(...)# nmedi a-type audio

CSBC(...)# action mani pul ate

CSBC(...)# sdp-line-rule
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CSBC(...)# nane SLR geta

CSBC(...)# type a

CSBC(...)# action repl ace

CSBC(...)# conpari son-type pattern-rule

CSBC(...)# match-val ue ""rtpmap: ([0-9]{2, 3}) tel ephone-event/8000%"
CSBC(...)# new val ue "rtpnap: 101 t el ephone-event/8000"
CSBC(...)# done

CSBC(...)# exit

CSBC(...)# sdp-line-rule

CSBC(...)# nane SLR getal

CSBC(...)# type a

CSBC(...)# action store

CSBC(...)# conparison-type pattern-rule

CSBC(...)# match-value "~fnmtp: ([0-9]{2,3}).*0-([0-9]{1, 2})$"
CSBC(...)# done

CSBC(...)# exit

CSBC(...)# done

CSBC(...)# exit

CSBC(...)# sdp-nedia-rule

CSBC(...)# name SMR chgmnline

CSBC(...)# nedi a-type audio

CSBC(...)# action nmani pul ate

CSBC(...)# conpari son-type bool ean

CSBC(...)# match-val ue "$MSR get payl oad. $SMR_get payl oad. $SLR geta[ ~] "
CSBC(...)# sdp-line-rule

CSBC(...)# nane SLR chgfntp

CSBC(...)# type a

CSBC(...)# action find-repl ace-all

CSBC(...)# conpari son-type pattern-rule

CSBC(...)# natch-val ue

"’\fntp ({$NBR get payl oad. $SMR_get payl oad. $SLR geta[ ~] . $1}) . *[[: 21:]]"
CSBC(...)# newval ue 101

CSBC(. ..)# done

CSBC(...)# exit

CSBC(...)# sdp-line-rule

CSBC(...)# nane SLR repl acenline

CSBC(...)# type m

CSBC(...)# action find-repl ace-all

CSBC(...)# conpari son- type pattern-rul e

CSBC(...)# match-val ue "~(audio [0-8]+ RTP.*)(

{$MBR get payl oad. $SMR_get payl oad. $SLR geta[ ~] . $1}) (. *$)[[:2:]1]"
CSBC(...)# newvalue " 101"

CSBC(. ..)# done

CSBC(...)# exit

CSBC(...)# done

CSBC(...)# exit

CSBC(...)# sdp-nedia-rule

CSBC(...)# name SMR nod_fntp

CSBC(...)# medi a-type audio

CSBC(...)# action nani pul ate

CSBC(...)# conpari son-type bool ean

CSBC(...)# match-val ue "$MSR_get payl oad. $SMR_get payl oad. $SLR get a[ ~] "
CSBC(...)# sdp-line-rule

CSBC(...)# nane SLR addfmtp

CSBC(...)# type a

CSBC(...)# action add

CSBC(...)# conparison-type bool ean

CSBC(...)# match-val ue "! $MSR_get payl oad. $SMR_get payl oad. $SLR get al[ ~] "
CSBC(...)# newvalue fntp:101+" "+"0-15"

CSBC(...)# done

CSBC(...)# exit
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CSBC(...)# sdp-line-rule

CSBC(...)# nane SLR_nodfntp

CSBC(...)# type a

CSBC(...)# action repl ace

CSBC(...)# conparison-type pattern-rule
CSBC(...)# match-val ue "~(fntp:101 0-)(.*)%$"
CSBC(...)# newval ue $1+15

CSBC(...)# done

CSBC(...)# exit

CSBC(...)# done

CSBC(...)# exit

CSBC(...)# done

CSBC(...)# exit

CSBC( si p- mani pul ati on)# done
CSBC(session-router)# exit

CSBC(conf ) # exit

2.7.2.14 SIP_Out-Server (Child)

= Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent

manipulations.
=  Input: Replies messages

= Actions performed: This manipulation edits or enforces value of Server header.

= Qutput/ Results: Replies containing a detailed Server header.

Note: Customer needs to reflect SBC’s version in this sip-manipulation (specially in case of upgrades).

CSBC# conf t

CSBC( confi gure)# sessi on-router sip-manipul ation

CSBC( si p- mani pul ati on) # nane Sl P_Qut - Server

CSBC( si p- mani pul ati on)# description "Add SBC Version to Server"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( si p- mani pul ati
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( si p- mani pul ati
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #
CSBC( header -rul e) #

name HR CheckServer
header - nanme Server

action store

conpari son-type pattern-rule
nsg-type reply

mat ch-val ue "*. +$"

done

exit

on)# header-rule

name HR_ModServer
header - name Server

action mani pul ate

conpari son-type bool ean
nsg-type reply

mat ch- val ue "$HR CheckServer"
new val ue $ORI G NAL+[IOTacIlenSBCIomsip7
done

exit

on)# header-rule

name HR_AddServer
header - nane Server

action add

conpari son-type bool ean
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CSBC( header-rul e)# nmsg-type reply

CSBC( header -rul e) # mat ch-val ue "! $HR _CheckServer"
CSBC( header - rul e) # new val ue [OfacliENSBCIONSIp7"
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# done
CSBC(session-router)# exit

CSBC(conf ) # exit
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2.7.2.15 SIP_Out-UserAgent (Child)

Context / Usage: This manipulation is applied to all calls originating from the client’s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

Input: Initial INVITE message

Actions performed: This manipulation add SIP header User-Agent or edit it to add SBC version
and default user-agent value from previous hop.

Output / Results: Initial INVITE containing a detailed User-Agent header.

Note: Customer needs to reflect SBC’s version in this sip-manipulation (specially in case of upgrades).

CSBC# conf t

CSBC( confi gure) # sessi on-rout er sip-mani pul ation
CSBC( si p- mani pul ati on)# nane S| P_Qut - User Agent

CSBC( si p- mani pul ati on)# description "Add SBC Version to User-Agent"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_CheckUser Agent

CSBC( header -rul e) # header - nane User - Agent

CSBC( header-rul e)# action store

CSBC( header -rul e) # conpari son-type pattern-rule
CSBC( header-rul e) # nsg-type request

CSBC( header-rul e)# mat ch-val ue "~. +$"

CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_MbdUser Agent

CSBC( header -rul e) # header - name User - Agent

CSBC( header-rul e)# acti on mani pul ate

CSBC( header -rul e) # conpari son-type bool ean

CSBC( header -rul e)# nsg-type request

CSBC( header -rul e) # mat ch-val ue "$HR CheckUser Agent "
CSBC( header -rul e) # new val ue $ORI G NALF*NOFacIeNSBCIon3Ip7™
CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC(si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_AddUser Agent

CSBC( header -rul e) # header - nane User - Agent

CSBC( header-rul e)# acti on add

CSBC( header -rul e) # conpari son-type bool ean

CSBC( header -rul e)# nsg-type request

CSBC( header -rul e) # mat ch-val ue "! $HR CheckUser Agent "
CSBC( header - rul e) # new val ue SOracleSBCION3IE7"
CSBC( header -rul e)# done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on) # done

CSBC(session-router)# exit

CSBC(conf)# exit

2.7.2.16 SIP_Out-addPemSupported (Child)

Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

Input: Initial INVITE message
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= Actions performed: This manipulation forces the inclusion of a "P-Early-Media" header with value
"Supported" in every initial INVITE.
=  Qutput/Results: Initial INVITE containing a "P-Early-Media: Supported" header.

CSBC# conf t

CSBC( confi gure)# sessi on-router sip-manipul ation
CSBC( si p- mani pul ati on)# nane S| P_Qut - addPenSupport ed
CSBC( si p- mani pul ati on)# description "Enforce PEM header for Early-Mdia"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name HR_addPenSupport ed

CSBC( header -rul e) # header - name P- Earl y- Medi a

CSBC( header-rul e)# acti on add

CSBC( header -rul e) # nsg-type out - of - di al og

CSBC( header -rul e) # net hods (1 NVI TE)

CSBC( header -rul e) # new val ue supported

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# done

CSBC(session-router)# exit

CSBC(conf ) # exit

2.7.2.17 SIP_Out-addTEPayload101 (Child)

= Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

. Input: Initial INVITE message

=  Actions performed: This manipulation forces the inclusion of SDP attributes related to telephone-
event if missing, payload is set to 101 and symbols to 0-15.

= Qutput/ Results: Initial INVITE containing SDP with telephone-event

Configuration

CSBC# conf t

CSBC(confi gure)# sessi on-router sip-manipul ation
CSBC( si p- mani pul ati on) # nane Sl P_CQut - addTEPayl oad101
CSBC( si p- mani pul ati on)# description "Add Tel ephone-Event if missing”
CSBC( si p- mani pul ati on)# m me-sdp-rul e

CSBC(...)# nane MSR _get DTMFpayl oad

CSBC( . ..)# nsg-type any

CSBC(...)# action store

CSBC(...)# sdp-nedi a-rul e

CSBC(...)# name SMR_i sDt nf

CSBC(...)# nedi a-type audi o

CSBC(...)# action store

CSBC(...)# sdp-line-rule

CSBC(...)# nane SLR geta

CSBC(...)# type a

CSBC(...)# action store

CSBC(...)# conpari son-type pattern-rule

CSBC(...)# match-val ue "rtpnmap: [ 0-9] + tel ephone- event/8000"
CSBC(...)# done

CSBC(...)# exit

CSBC(...)# done
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)# exit

) # done

)# exit

)# m me-sdp-rule

)# name MSR set Dt nf

)# nmeg-type any

)# action mani pul at e

)# conpari son-type bool ean

)# mat ch-val ue "! $MBR _get DTMFpayl oad. $SMR i sDt nf . $SLR geta[ ~] "
)# sdp-nedi a-rul e

)# name SMR set Dt nf _al i nes

)# medi a-type audio

)# action mani pul ate

)# sdp-line-rule

)# nanme SLR_addrt prmap

)# type a["]

)# action add

) # new val ue "rtpmap: 101 t el ephone- event/8000"
) # done

)# exit

)# sdp-line-rule

)# nane SLR_addfntp

)# type a["]

)# action add

)# newval ue "fntp: 101 0- 15"
) # done

)# exit

) # done

)# exit

)# sdp-nedi a-rul e

) # nane SMR _chgml i ne

)# nmedi a-type audio

)# action mani pul ate

)# sdp-line-rule

)# name SLR add101

)# type m

)# action repl ace

)# conparison-type pattern-rule
)# mat ch-val ue "~(audi o [0-9] + RTP. *) $"
)# new val ue $ORI G NAL+" 101"
)# done

)# exit

) # done

)# exit

) # done

L) # exit

CSBC( si p- mani pul ati on)# done
CSBC(sessi on-router)# exit
CSBC(conf)# exit

2.7.2.18 SIP_Out-stripTimers (Child)

Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

Input: Initial INVITE message

Actions performed: This manipulation removes headers related to Session Timer.

Output / Results: Initial INVITE edited to remove Min-SE and Session-Expires.
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CSBC# conf t

CSBC( confi gure)# sessi on-router sip-manipul ation
CSBC(si p- mani pul ation)# nane SIP_Qut-stripTinmers
CSBC( si p- mani pul ati on)# description "Renove M n-SE and Sessi on- Expires"
CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e)# name HR _del M nSE

CSBC( header -rul e) # header - nane M n- SE

CSBC( header-rul e)# action del ete

CSBC( header-rul e) # nsg-type any

CSBC( header -rul e) # done

CSBC( header-rul e) # exit

CSBC( si p- mani pul ati on)# header-rul e

CSBC( header -rul e) # name HR_del Exp

CSBC( header -rul e) # header - name Sessi on- Expi res
CSBC( header-rul e)# acti on del ete

CSBC( header-rul e) # nsg-type any

CSBC( header -rul e) # done

CSBC( header-rul e)# exit

CSBC( si p- mani pul ati on)# done
CSBC(session-router)# exit

CSBC(conf ) # exit

2.7.2.19 SIP_Out_Add_ptime_replies (Child)

= Context / Usage: This manipulation is applied to all calls originating from the client’'s ecosystem
and destined for the Orange Business core network. It is invoked in all OUT_TO_BT* parent
manipulations.

. Input: Replies to INVITE message

= Actions performed: This manipulation forces the inclusion and the value “20” of the SDP parameter
“ptime”.

=  Output/Results: SDP from replies edited to always have ptime:20

CSBC# conf t

CSBC( confi gure)# sessi on-router sip-manipul ation
CSBC( si p- mani pul ati on)# name SIP_CQut_Add_ptinme_replies
CSBC( si p- mani pul ati on)# description "Add ptinme if missing or fix existing"
CSBC(si p- mani pul ati on)# header-rul e

CSBC( header-rul e)# name Find_Ptinme

CSBC( header -rul e) # header - nane Cont ent - Type

CSBC( header-rul e)# action store

CSBC( header-rul e)# nsg-type reply

CSBC( header -rul e)# net hods (| NVI TE)

CSBC( header-rul e)# el ement-rul e

CSBC( el enent -rul e)# nanme Fi nd_pti ne_SDP

CSBC( el enent -rul e) # paranet er- name appl i cati on/ sdp
CSBC(el enent-rul e)# type m ne

CSBC( el ement-rul e)# action store

CSBC( el enent-rul e)# conpari son-type pattern-rule
CSBC( el enent-rul e)# match-value ".*ptinme.*"

CSBC( el ement -rul e) # done

CSBC( el enent-rul e)# exit

CSBC( el enent-rul e)# done

CSBC( el enent-rul e)# exi t

CSBC(si p-mani pul ati on)# m ne-sdp-rul e
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CSBC(...)# name FI X _ptine

CSBC(...)# nsg-type reply

CSBC(...)# nethods | NVITE

CSBC(...)# action nani pul ate
CSBC(...)# sdp-nedi a-rul e

CSBC(...)# name FI X_ptinme_nedi a
CSBC(...)# nedi a-type audio
CSBC(...)# action nani pul ate
CSBC(...)# sdp-line-rule

CSBC(...)# nane Fix_ptine_nedia_Aline
CSBC(...)# type a

CSBC(...)# action repl ace

CSBC(...)# conparison-type pattern-rule
CSBC(...)# match-val ue "~ptime:[0-9] {2} %"
CSBC(...)# newval ue ptine: 20
CSBC(...)# done

CSBC(...)# exit

CSBC(...)# sdp-line-rule

CSBC(...)# nane Add_ptine_nedia_A line
CSBC(...)# type a

CSBC(...)# action add

CSBC(...)# conparison-type bool ean
CSBC(...)# match-val ue "!$Fi nd_Pti ne. $Fi nd_pt i ne_SDP"
CSBC(...)# newval ue ptinme: 20
CSBC(...)# done

CSBC(...)# exit

CSBC(...)# done

CSBC(...)# exit

CSBC(...)# done

CSBC(...)# exit

CSBC( si p- mani pul ati on)# done
CSBC(sessi on-router)# exit

CSBC(conf ) # exit
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2.7.3 Number manipulations

The purpose of this chapter is to describe all number manipulations required for normalizing calling and
called party identities to comply with the ITU-T E.164 format (+CCNSN) before routing the call to Orange
Business core network.

This means that all calling and called party numbers presented with an international prefix (e.g., 00OCCNSN)
or a national prefix (e.g., ONSN) must be converted to the E.164 format.

One way of manipulating numbers could be using Session-Translation, for more information on this feature,
please see here.

Another way would be to use HMR (Header Manipulation Rules) to perform required changes. For more
information about HMR and sip-manipulation, please see here and check the provided example below.

Note: The +CC prefix represents the country code of the country where the E-SBC is deployed. It is the
Customer’s responsibility to provide the correct country code (e.g., +33 for France).
If the IPBX uses a local dial plan (private numbering plan), the number manipulation must be adjusted
accordingly by the Customer.

2.7.4 Outbound manipulations

At the egress, SIP messages already processed by the SBC can be modified to meet the SIP requirements
of the upstream device.

Note: At this stage, Oracle did not apply specific changes on south side to fulfill Orange’s requirements.
Depending on customer setup, some additional manipulations or configuration changes might be needed.
In case assistance is needed, please refer to your partner or Oracle directly.

2.7.5 Inbound manipulations (if required)

At the ingress, inbound SIP messages can be modified to permit proper handling by the SBC's routing
function.

Note: At this stage, Oracle did not apply specific changes on south side to fulfill Orange’s requirements.
Depending on customer setup, some additional manipulations or configuration changes might be needed.
In case assistance is needed, please refer to your partner or Oracle directly.

Here an example of an HMR that enforces +E.164 format. Here it is set as ingress, assuming the
configuration of routing on the SBC is done using +E164 format, but this HMR could be activated on egress
as well. Keep in mind that this is an example, there are many ways of achieving this via HMR.

This HMR would later need to be “called” using action “sip-manip” on north-side or south-side.

si p-mani pul ati on

name SI P_I n_Set ToE164

descri ption Provi ded t he destination nunber
starts with 0, replace with +33

split-headers

j oi n-headers

header-rul e

nane HR_Mat chReqUri 00
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header - nane request - ur
action mani pul at e
conpari son-type case-sensitive
nsg-type any
net hods
mat ch- val ue
new val ue
el ement-rul e
name ER_Mani pNurber 00
par anet er - nane
type uri - phone- nunber -
only
action repl ace
mat ch-val -type any
conpari son-type pattern-rul e
mat ch- val ue ~00(. *$)
new val ue $ORI G NAL-

AW Q" AT 4
el enent-rul e

name ER_Mani pNunber 0
par anet er - nane
type uri - phone- nunber -
only
action repl ace
mat ch-val - type any
conpari son-type pattern-rul e
mat ch- val ue AO[NO] (. *9)
new val ue $ORI G NAL-
AMQ"+A" +33"
header-rul e
name HR_Mat chTo00
header - name to
action mani pul ate
conpari son-type case-sensitive
nsg-type any
met hods
mat ch- val ue
new- val ue
el enent-rul e
name ER_Mani pNurber 00
par anet er - namne
type uri - phone- nunber -
only
action repl ace
mat ch-val -t ype any
conpari son-type pattern-rul e
mat ch- val ue ~00(. *$)
new val ue $ORI G NAL-
ANl oo" +/\" +"
element-rule
name ER_Mani pNunber 0
par anet er - nane
type uri - phone- nunber -
only
action repl ace
mat ch-val -type any
conpari son-type pattern-rul e
mat ch- val ue AO[NO] (. *9)
new val ue $ORI G NAL-
AMQ" A" +33"
header-rul e
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nanme HR_Mat chFr on00
header - nanme From
action mani pul at e
conpari son-type case-sensitive
nsg-t ype any
net hods
mat ch- val ue
new- val ue
el enent-rul e
nanme ER_Mani pNurber 00

par amet er - nane
type

uri - phone- nunber -

only

action repl ace

mat ch-val -t ype any

conpari son-type pattern-rul e

mat ch- val ue ~00(. *$)

new val ue $ORI G NAL-
A"OO"+A"+"

element-rul e
nane ER_Mani pNunber 0

par anet er - nane
type

uri - phone- nunber -

only
action repl ace
mat ch- val -t ype any
conpari son-type pattern-rul e
mat ch- val ue AO[NO] (. *9)
new val ue $ORI G NAL-
ATQ" A" +33"
header-rul e
name HR_Mat chPAI 00
header - name P- Asserted-Identity
action mani pul at e
conpari son-type case-sensitive
nsg-type any
nmet hods
mat ch- val ue
new- val ue
element-rul e
name ER_Mani pNunber 00
par anet er - nane
type uri - phone- nunber -
only
action repl ace
mat ch-val -t ype any
conpari son-type pattern-rul e
mat ch- val ue A00(. *9%)
new val ue $ORI G NAL-
A"OO"+A"+"
el enent-rul e
nanme ER_Mani pNunber 0

par anet er - nane
type

uri - phone- nunber -

only

action repl ace

mat ch-val -t ype any

conpari son-type pattern-rul e

mat ch- val ue AO[O] (- *9)

new val ue $ORI G NAL-
ATQ" A" +33"
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3 Glossary

BTalk: Business Talk
BTIP: Business Talk IP
BTol: Business Talk over Internet

BTIPol: Business Talk IP over Internet

C-SBC: Customer Session Border Controller = E-SBC

DTMF: Dual Tone Multi Frequency

E-SBC: Enterprise Session Border Controller

FQDN: Fully Qualified Domain Name
IP: Internet Protocol

LAN: Local Area Network

LLDP: Link Layer Discovery Protocol
NET: Network Equipment Technologies
PBX: Private Branch eXchange

PSTN: Public Switched Telephone Network
RS: Remote Site

SBC: Session Border Controller

SIP: Session Initiation Protocol

TCP: Transmission Control Protocol
TLS: Transport Layer Security

UDP: User Datagram Protocol

WAN: Wide Area Network
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4 Annexes

4.1 Import HMR’s via CLI

To be updated as soon as available.

4.2 Example of SIP INVITE message

4.2.1 From Customer IPBX to Orange BTalk

To be updated as soon as available.

4.2.2 From Orange BTalk to Customer IPBX

To be updated as soon as available.

4.3 NTP server configuration

For NTP Server configuration, Oracle E-SBC supports NTP servers defined via an IP address or via FQDN.
Second option requires DNS resolution.

For more details, on how to configure NTP Server, please refer to the dedicated chapter in Oracle E-SBC
Configuration Guide.

4.4 Example of TLS Handshakes

To be updated as soon as available.
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