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1 Goal of this document

The purpose of this document is to guide administrator to connect a Mitel MiVoice 5000 IPBX to the
Business Talk (BTalk) international SIP service (hereinafter referred to as "Service") by providing the required

information to Orange Business and by providing the necessary setup instructions.
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2 Certified architectures

2.1 Introduction to architecture components and features

This document exclusively describes the architectures supported by Orange that are mainly used by its
customers.

Concerning the Quality of Service, Business VPN and BTalk networks trust the DSCP (Differenciated
Services Code Point) values sent by customer voice equipment. That’s why Orange strongly
recommends setting the IPBX, IP phones and other voice applications with a DiffServ/TOS value* = 46
(or PHB value = EF) at least for media.

Regarding fax support, Business Talk service support the connection of analog fax machines,
connected behind specific gateways**, whether or not they are considered ecosystem solutions of the
IPBX.

Only the T.38 transmission protocol is supported for fax.

*cf 7.7 section of this document.
**The supported gateways are listed in the " BTalk/BTalk over Internet certified MiVoice 5000 versions"
section.

2.2 Mivoice 5000 Direct SIP trunk architecture on Business VPN

Access to the Business Talk service is via 2 A-SBCs (nominal and backup).

Remote site
SIP
Teleworkers (on Third Party WAN)
RTP B
— MiCollab
vr clients

’ . H Conference ﬂ SIP phones
‘® phone 6970 69xxi, 68xxi

mmalized components gk internet °

or hardware N
MBG —

Third Party
\ Wa f

MiVoice 5000 server
duplication

Trunk SIP management, call
management, users
registration, ...

MiCollab server

Gateway
SIP phones MiVoice 5000
69xxi n =
Contact Center, aa Call management, users
Web Attenda.nt, =— registration, ...
Conference bridge Blustar for PC/for SIP pho.na
Ipad/for Iphone/ 69xxi
for Android
Central site Remote site (on BVPN)
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In the diagram above, the SIP and proprietary internal flows are hidden.

Call from/to central site

Call from/to remote site (on Business VPN)
Call from/to teleworker site (on Internet)

Call from/to remote site (on Third Party WAN)

oo 0O0@e

All SIP trunking signaling flows are carried by the MiVoice 5000 server and routed on the central site

BVPN connection.

Media flows are direct between endpoints and BTalk but IP routing differs from one site to another:
o For the central site, media flows are routed on the main BVPN connection
o For the remote sites on BVPN, media flows are routed on the local BVPN connection (=

distributed architecture)

o Forthe remote sites on Third Party WAN or Internet, media flows are routed through the central
site (but not through the IPBX) and use the main BVPN connection (= centralized architecture)

Below a table including information relative to sizing.

Call scenario nb of voice channels/media resources used
IPBX WAN router* BTalk
1 offnet call from/to the central site (=HeadQuarter=HQ) 1in HQ 1in HQ 1in HQ
. 0in HQ 0in HQ 0in HQ
1 offnet call from/to a remote site (RS) on BVPN 1in RS 1in RS 1in RS
. 1in HQ BVPN .
1 offnet call from/to a remote site (RS) on TP Wan 2 :2 gg 1in HQ TP Wan 2 :2 gcs‘)
1in RS TP Wan
1in HQ 1in HQ 0in HQ
1 offnet call from/to a remote site (RS) with put on hold 1in RS 1in RS 1in RS
1 offnet call from/to a remote site (RS) after transfer/forward to 0in HQ 0in HQ 0in HQ
BTalk 0in RS 0in RS 2in RS
1 forced onnet call from the central site (HQ) to a remote site (= 2in HQ 1in HQ 0in HQ
through Business Talk infrastructure) 2in RS 1in RS 0in RS
*On the WAN router, 1 voice channel= 80Kb/s
Orange SA au capital de10 640 226 396 euros, 6 of 35
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2.3 SIP trunk «Enterprise SBC» architecture on Business VPN

(on Third Party WAN)
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If the Mitel Mivoice 5000 customer solution is complemented by a SBC equipment, named commonly
Enterprise SBC or Customer SBC (“C-SBC” on the picture above), Orange will offer one of the following

approaches:

= A "Certified Border" approach (or "Certified SBC equipment"), if the SBC used is already
certified by Orange*, regardless of the PBX solution used. Recommendations on this SBC are
also available on the Orange Business website.

= A “Generic Offer” approach, if the SBC is not certified by Orange. Orange will not be able to
give any recommendation on the choice of hardware, software or configuration, but offers a
‘Validation Assistance Service’ for the SBC+PBX architecture.

In the diagram above, the proprietary internal flows are hidden.

©® Call from/to central site
Call from/to remote site (on Business VPN)

(2]
® Call from/to teleworker site (on Internet)
® Call from/to remote site (on Third Party WAN)
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Both ‘SIP trunking’ and RTP media flows between endpoints and the BTalk are anchored by the

enterprise SBC:

= On the central site, media flows are routed through the enterprise SBC and the main BVPN

connection

= On the remote sites either on BVPN or Third Party WAN, media flows transit through the
enterprise SBC and use the central BVPN connection (= centralized architecture)

* The list of enterprise SBC equipment models supported by Orange is available in section 4.2 of the

document.

The fact that the flows are anchored via the C-SBC equipment requires particular attention to be paid

to the capacity and sizing of the access network at the central site.

Below is a table with some information on sizing:

Call scenario nb of voice channels/media resources used
IPBX WAN router* BTalk
1 offnet call from/to the central site (=HeadQuarter=HQ) 1in HQ 1in HQ 1in HQ
. 0in HQ 2in HQ 0in HQ
1 offnet call from/to a remote site (RS) on BVPN 1in RS 1in RS 1in RS
. 1in HQ BVPN .
1 offnet call from/to a remote site (RS) on TP Wan (1) II: gg 1in HQ TP Wan (1) ll: gg
1in RS TP Wan
1in HQ 3in HQ 0in HQ
1 offnet call from/to a remote site (RS) with put on hold 1in RS 1in RS 1in RS
1 offnet call from/to a remote site (RS) after transfer/forward to 0in HQ ven :8***/ el 0in HQ
BTalk 0in RS 0 on RS 2in RS
1 forced onnet call from the central site (HQ) to a remote site (= 2in HQ 3in HQ 0in HQ
through Business Talk infrastructure) 2in RS 1in RS 0in RS
*On the WAN router, 1 voice channel= 80Kb/s
**if media release is activated on the enterprise SBC
**if media release is not activated on the enterprise SBC
Orange SA au capital de10 640 226 396 euros, 8 of 35
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2.4 SIP trunk « Mitel integrated SBC» architecture on Internet

Remote site
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In the diagram above, the proprietary internal flows are hidden.

® Call from/to central site

® Call from/to remote site (on Business VPN)
® Call from/to teleworker site (on Internet)

® Call from/to remote site (on Third Party WAN)

In this architecture, the SBC used is the one integrated in the Mitel MiVoice 5000 solution.

SIP TLS et Secured RTP

By default, Orange recommmends that for security and privacy reasons all SIP messages and media packets
are encrypted over the public Internet between the Orange infrastructure and the customer's SIP equipment
on the Internet.

Both SIP trunking and RTP media flows between the terminals and BTalk are anchored on the Mitel
integrated SBC:

o At the central site, media streams are routed via the Mitel SBC and the central site Internet
connection

o At remote sites, over BVPN, Third Party WAN or Internet, media streams are routed via the
integrated SBC and use the central site's BTalk over Internet connection (= centralized
architecture).

Orange SA au capital de10 640 226 396 euros,
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2.4.1 Configuration models

The recommended configuration model for integration with the BTalk over Internet offer (see BTalk Internet
Technical Requirements), as part of the Mitel 5000 solution with integrated SBC (where the MiVoice 5000
and the SBC co-exist on the same machine) is the following:

@ame machine \

@)
m
(@]
o 5061 5064 8 5061

MiVoice 5000 LS = TLS
Sl
o4 SRTP

5060 6000 =
RTP or SRTP ) a8 OOOE o0
k UDP/TCP /
1
IP3 IP2! IP1

1

o

ﬂ IP1 : Public IP@ of the SBC — used by BTol to join Mitel SBC
IP2 : Private IP@ of the SBC interface managing private traffic
IP3 : Private IP@ of the IPBX
IP2=IP3

In this model, the public address IP1 is configured on the machine's physical LANB port, without the need

for NAT on the Internet firewall, and the private address IP2=IP3 is configured on the machine's physical
LANA port.

The configuration details for this topology are explained in Chapter 6 of this document.

Another alternative configuration model is possible (private IP1 address and IP NAT on Internet firewall).
Please refer to the Mitel documentation:

https://swdigw.mitel.com/swdigw/download.xhtml?token=8788ae4 1-0fb6-43b4-98f0-f8c48abd6325
2.4.2 Prerequisites

In order to establish the connection with public interface of Orange A-SBC, several preliminary configuration
steps have to be performed. These involve the following:

e Public IP address assignment

e Public DNS record

e Public DNS relay configuration

e NTP configuration

e Firewall updates

o  Certificate updates

e TLSv1.2 v1.3 cypher suites compliance
e  SRTP encryption

e  Supported codecs on BTol

2.4.3 Publique IP address assignment

The certified solution requires the use of a public IP address configured directly on the SBC integrated in
the Mivoice 5000 and placed in the DMZ.

Orange SA au capital de10 640 226 396 euros, 10 of 35
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Business

No NAT must be performed between the interface of the embedded SBC that carries the public IP address
and the BTalk infrastructure.

2.4.4 Public DNS record

The Orange A-SBC is accessible via a Fully Qualified Domain Name (FQDN) with an SRV or A-type record
created on a public DNS server.

The Mitel Integrated SBC requires a record on a public DNS server to be accessible via FQDN over public
Internet access.
BTalk over Internet supports both public IP and type A records for DNS resolution.

2.4.5 Public DNS relay

For the DNS resolution of the Orange ASBCs, necessary for outgoing calls from the Mitel IPBX to the BTalk
over Internet infrastructure, it is necessary to configure one or two public DNS relays in the Mitel SBC, or
one or two private DNS servers that will relay the DNS requests to Internet.

2.4.6 NTP configuration

It is recommended that an NTP server be implemented on the Mitel Mivoice 5000 to ensure that the clock
of the embedded SBC is kept accurate. This is necessary for the validation of certificates issued to it.

2.4.7 Firewall updates
In order to accommodate the traffic between the Mitel Integrated SBC and the Orange A-SBC, it is

necessary to update the firewall rules to open the ports for this traffic.

BTalk over Internet — port matrix
IP

IP Source Ports Source . Ports Destination = Protocole
Destination
Public @IP of ,
Integrated | TCP - Any port oF;::“Z %'_Zgé TCP - 5061
SBC 9 SIPTLS
. Public @IP of Signalisation
Public @IP of
Orange A-SBC TCP - Any port Integrated TCP - 5061
SBC
Public @IP of ,
Integrated UDP - 6000-38000 OF;:?'Z @Al_zgé UDP - 6000-38000
SBC i SRTP
. Public @IP of media
Public @IP of - h6 _ 6000-38000 Integrated UDP - 6000-38000
Orange A-SBC
SBC
Public @IP of Public client
Integrated UDP - Any port UDP - 53 DNS
SBC DNS relay

2.4.8 Certificates

In order to ensure secure traffic, public root and intermediate certificates must be exchanged between the
Mitel Integrated SBC and the Orange A-SBC.

The Mitel SBC requires an identity certificate signed by a root certificate from a public certificate authority
(including any intermediate certificates involved in the chain of trust).

The customer must provide the Orange BTalk team with the public root and intermediate certificates of the
same public certification authority, in PEM (X509 V3) format.

Orange SA au capital de10 640 226 396 euros,
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In the event that the public root and intermediate certificates used by Orange (Digicert) to sign the Orange
ASBC identity certificates are different, the customer must retrieve them and upload them to the Mitel SBC.

Note that it is not possible to generate a Certificate Signing Request (CSR) file directly on the integrated
SBC (MiVoice 5000).

Therefore, the customer must generate the CSR file himself and then have it signed by a public Certificate
Authority.

2.4.9 TLS v1.2 and TLS v1.3 cypher suites compliance

The cypher suites supported by the Orange A-SBC for TLS v1.3 (recommended version by Orange) are
shown below:

o TLS_AES_256_GCM_SHA384 (0x1302)

e TLS_AES_128_GCM_SHA256 (0x1301)

e TLS_CHACHA20_POLY1305_SHA256 (0x1303)

The cypher suites supported by the Orange A-SBC for TLS v1.2 (alternative version) are shown below:
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
e TLS_ECDHE_RSA _WITH_AES_128_GCM_SHA256 (0xc02f)
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027)

For TLS v1.3, the integrated Mitel SBC supports, among other things, the following cryptographic suites.
The three suites supported by BTalk over Internet are highlighted in bold:

o TLS_AES_256_GCM_SHAS384 (0x1302)

o TLS_CHACHA20_POLY1305_SHA256 (0x1303)

o TLS_AES_128_GCM_SHA256 (0x1301)

o TLS_AES_128_CCM_SHA256 (0x1304)

For TLS v1.2, the integrated Mitel SBC supports, among other things, the following cryptographic suites.
The four suites supported by BTalk on the Internet are highlighted in bold:

o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)

o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

o TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (Oxcca9)

o TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (Oxcca8)

o TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 (0xcOaf)

o TLS_ECDHE_ECDSA_WITH_AES_256_CCM (0xcOad)

o TLS_ECDHE_ECDSA_WITH_ARIA_256_GCM_SHA384 (0xc05d)

o TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 (0xc061)

o TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)

o TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (0xc02f)

o TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 (OxcOae)

o TLS_ECDHE_ECDSA_WITH_AES_128_CCM (0xcOac)

o TLS_ECDHE_ECDSA_WITH_ARIA_128_GCM_SHA256 (0xc05c¢)

o TLS_ECDHE_RSA_WITH_ARIA_128_GCM_SHA256 (0xc060)

o TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)

o TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)

o TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)

o TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 (0xc027)
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The Mitel integrated SBC and Orange A-SBC will negotiate the most secure matched cipher suite
(TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384) to establish TLS connection.

On the MiVoice 5000 solution, it is important to note that an "Encryption” licence is required to activate the
encryption of flows by the integrated SBC.

2.4.10 SRTP encryption on BTalk over Internet
AES_CM_128_HMAC_SHA1_80 suite is recommended for media encryption.

2.4.11 Supported codecs on BTalk over Internet

Supported codec is G.711A (20ms) for BTalk over Internet.
G.711u (20ms) can be requested on specific case.

Orange SA au capital de10 640 226 396 euros, 13 of 35
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3 Parameters to provide by customer to Orange Business for the
connection to the service

Below are the parameters (in red) that the customer must provide to Orange Business to connect its
IPBX to the service.

Several types of architecture are supported.

3.1 Mivoice 5000 direct SIP trunk architecture on Business VPN

Central site architecture Customer IP addresses used by

the service
ARCHITECTURE 1: NO REDUNDANCY
Single MiVoice 5000 platform (Call server or Mitel No redundancy MV5000 IP@
gateway)

ARCHITECTURE 2: DUPLICATED SERVERS

Local redundancy

Duplicated MiVoice 5000 Call Servers ) )
(active/passive)

Virtual Call Server IP@

ARCHITECTURE 3: SPATIAL REDUNDANCY

Redundancy on 2
Spatial redundant MiVoice 5000 Call Servers different physical sites Virtual Call Server IP@
(active/passive)

ARCHITECTURE 4*: DUAL-HOMING - 1 NUMBERING PLAN

2 MiVoice 5000 platforms (active/active) in nominal
/backup mode for a group of users (1 numbering
plan).

The MiVoice 5000 platforms can be hosted on the
same site or on 2 different physical sites.

Each MiVoice 5000 platform (MV5000-1 and
MV5000-2) has its own SIP trunk but the MV5000-2

SIP trunk is only used as a backup. User registration Nominal MV5000-1 platform
survivability (IP phones (MV5000-1) IP@

Both platforms are independent but considered as only) And

being part of one central site. Rerouting at Orange SBC | Backup MV5000-2 platform (MV5000-

- Nominal mode: All users register on MV5000-1 level 2) IP@

platform

- Backup mode: All users re-register on MV5000-2

platform

A MiVoice 5000 platform can be a Call server (or
duplicated or spatial redundant Call servers) or a
Mitel gateway.

Orange SA au capital de10 640 226 396 euros, 14 of 35
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Central site architecture

ARCHITECTURE 5*: DUAL-HOMING - 2 NUMBERING PLANS

Customer IP addresses
used by the service

2 MiVoice 5000 platforms (active/active) hosted on 2
different physical sites (HQ1 et HQ2).

Each platform manages a range of users (2 numbering
plans).

Each platform (MV5000-1 and MV5000-2) has its own
SIP trunk and each manages its own group of users in
nominal mode.

- In Nominal mode:

All HQ1 users register on HQ1 MV5000-1 platform

All HQ2 users register on HQ2 MV5000-2 platform

- In Backup mode:

In case of HQ1 MV5000-1 platform crash, all HQ1
users re-register on HQ2 MV5000-2.

In case of HQ2 MV5000-2 platform crash, all HQ2
users re-register on HQ1 MV5000-1.

Warning : Access capacity of both HQ sites has to be
sized adequately.

The 2 HQ sites have to be both connected via
MOVACS for example.

A MiVoice 5000 platform can be a Call server (or
duplicated or spatial redundant Call servers) or a Mitel
gateway.

MV5000-1 HQ1

User registration survivability (IP
phones only)

Rerouting at BTalk service level

HQ1 MV5000-1 IP@

MV5000-2 HQ2

User registration survivability (IP
phones only)

Rerouting at BTalk service level

HQ2 MV5000-2 IP@

Remote Site (RS) architecture
Any Remote site architecture can be associated
to any Central site Architecture listed above

Remote site without Mitel gateway

No survivability

Customer IP addresses
used by the service

N/A

Remote site with Mitel gateway

Local survivability for the
remote site hosting the
gateway in case of non-access
to Central site — Via PSTN only

N/A

Remote site with Mitel gateway + Backup SIP trunk

Local survivability for the
remote site hosting the
gateway in case of non-access
to Central site. SIP trunk used
as backup solution for
incoming and outgoing traffic.

Gateway IP@

Orange SA au capital de10 640 226 396 euros,
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3.2 SIP trunk « SBC Enterprise» architecture on Business VPN

Customer IP addresses used

Central site architecture ,
by the service

1 enterprise SBC No redundancy Enterprise SBC IP@

Nominal enterprise SBC IP@

2 enterprise SBC Local redundancy or on 2 And

In nominal/backup mode different physical sites Backup enterprise SBC IP@

2 enterprise SBC Local redundancy or on 2 ) )

In load sharing mode different physical sites Virtual IP@ of enterprise SBCs
2 enterprise SBC Local redundancy or on 2 ) .

In High Availabity (HA) mode different physical sites Virtual IP@ of enterprise SBCs

Remote Site (RS) architecture
Any Remote site architecture can be
associated to any Central site Architecture
listed above

Customer IP addresses used
by the service

Remote site without Mitel gateway No survivability N/A

Local survivability for the remote
site hosting the gateway in case
of non-access to Central site —
Via PSTN only

Remote site with Mitel gateway N/A

3.3 SIP trunk Mitel « integrated SBC» architecture over Internet

Customer IP addresses used by

Central site architecture ,
the service

ARCHITECTURE 1: NO REDUNDANCY

Single MiVoice 5000 platform with integrated SBC
(Mitel Call server or EX gateway)

Integrated SBC public FQDN DNS

No redundancy type A or type SRV

ARCHITECTURE 2: DUPLICATED SERVERS

Duplicated MiVoice 5000 Call servers with Local redundancy Integrated SBC public FQDN DNS
integrated SBC (active/passive) type A or type SRV

ARCHITECTURE 3: SPATIAL REDUNDANCY

Redundancy on 2
different physical sites
(active/passive)

Spatial redundant MiVoice 5000 Call servers with
integrated SBC

Integrated SBC public FQDN DNS
type A or type SRV
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, , Customer IP addresses
Central site architecture :
used by the service

ARCHITECTURE 4*: DUAL-HOMING - 1 NUMBERING PLAN

2 MiVoice 5000 platforms with integrated SBC
(active/active) in nominal /backup mode for a group of
users (1 numbering plan).

The MiVoice 5000 platforms can be hosted on the
same site or on 2 different physical sites.

Each MiVoice 5000 platform (MV5000-1 and Integrated SBC public FQDN
MV5000-2) has its own SIP trunk but the MV5000-2 DNS type A or type SRV of
SIP trunk is only used as a backup. the nominal MV5000-1

User registration survivability (IP | platform (MV5000-1)
Both platforms are independent but considered as phones only) And
being part of one central site. Rerouting at Orange SBC level | Integrated SBC public FQDN
- Nominal mode: All users register on MV5000-1 DNS type A or type SRV of
platform the backup MV5000-2
- Backup mode: All users re-register on MV5000-2 platform (MV5000-2)
platform

A MiVoice 5000 platform can be a Call server (or
duplicated or spatial redundant Call servers) or a Mitel
gateway.

ARCHITECTURE 5*: DUAL-HOMING - 2 NUMBERING PLANS

2 MiVoice 5000 platforms (active/active) hosted on 2
different physical sites (HQ1 et HQ2).

Each platform manages a range of users (2 numbering
plans).

Each platform (MV5000-1 and MV5000-2) has its own
SIP trunk and each manages its own group of users in
nominal mode.

- In Nominal mode:

All HQ1 users register on HQ1 MV5000-1 platform

All HQ2 users register on HQ2 MV5000-2 platform

HQ1 MV5000-1

User registration survivability
(IP phones only)

Rerouting at BTalk service
level

Integrated SBC public FQDN
DNS type A or type SRV of
the nominal HQ1 MV5000-1
platform (MV5000-1)

- In Backup mode:

In case of HQ1 MV5000-1 platform crash, all HQ1
users re-register on HQ2 MV5000-2.

In case of HQ2 MV5000-2 platform crash, all HQ2

users re-register on HQ1 MV5000-1. HQ2 MV5000-2

User registration survivability
(IP phones only)

Rerouting at BTalk service
level

Integrated SBC public FQDN

DNS type A or type SRV of

the nominal HQ2 MV5000-2
platform (MV5000-2)

Warning : Access capacity of both HQ sites has to be
sized adequately.

The 2 HQ sites have to be both connected via
MOVACS for example.

A MiVoice 5000 platform can be a Call server (or
duplicated or spatial redundant Call servers) or a Mitel
gateway.

Remote Site (RS) architecture
Any Remote site architecture can be associated
1o any Central site Architecture listed above

Customer IP addresses
used by the service

Remote site without Mitel gateway No survivability N/A

Local survivability for the
remote site hosting the
gateway in case of non-access
to Central site — Via PSTN only

Remote site with Mitel gateway N/A
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4 BTalk/BTalk over Internet certified MiVoice 5000 versions

Orange supports the last two major versions of the MiVoice 5000 solution when they are still supported
by Mitel, and ensures that the infrastructure evolutions of its Business Talk service continue to interact
correctly with these supported versions and the associated architectures.

For more details on the Mitel Mivoice 5000 release lifecycle, please refer to the WEB page
https://pcm.mitel.com/Default.aspx (Mitel MiAccess).

4.1 Mitel Mivoice 5000 IPBX versions supported with BTalk/BTalk over Internet

Mitel MiVoice 5000 IPBX — Software versions

. Certified by validation

: Compatible by technical analyse
NS : Not Supported

Orange Services
BTalk over Internet

Via Mitel integrated SBC
Via Mitel integrated SBC
Via Mitel integrated SBC
Via Mitel integrated SBC
Via Mitel integrated SBC

Product and versions reference
Comments/restrictions

Mivoice 5000
BTalk

R8.2 SP3 B400
R8.2 SP1 AG00
R8.1 SP1 B204
R8.1
R8.0 SP1

4.2 Mitel Mivoice 5000 endpoints and applications supported with BTalk/BTalk
over Internet

Mitel MiVoice 5000 IPBX — Endpoints and applications

Product reference

Minimum product
version certified by
validation

Mivoice 5000
versions
tested with the
product versions

Restrictions/Comments

R8.2 SP3, R8.2 SP1,
6970 (conference phone) R8.1 SP1, R8.1, R8.0
& SP1
R8.2 SP3, R8.2 SP1,
6915 R8.1 SP1
R8.2 SP3, R8.2 SP1,

) 6905, 6910 Default . R8.1 SP1, R8.1, R8.0 | Please refer to the manufacturer's
Mitel SIP e a(‘; b"?\;ﬁtwl” th & SP1 website, MiAcces -> Compatibility
phones D tor Mivoine | R8:2 SP3,R8.2SP1, | Matrix, to check the compatibility

6920W, 6930W, 6940W 5000 version R8.1 SP1, R8.1, R8.0 | of the versions of these products
& SP1 with the MiVoice 5000 versions.
R8.2 SP3, R8.2 SP1,
6920, 6930, 6940 R8.1 SP1, R8.1, R8.0
& SP1
: : : f R8.2 SP3, R8.2 SP1,
6863!, 6865i, 6867i, 6869i, R8.1 SP1, R8.1, R8.0
6873i & SP1
Mitel d | Default version These phones are no longer
itel digita proposed by Mitel with supported by Mitel starting from
phones 93xx associated MiVoice R8.1,RB.OSPT | \ersion R7.2 SP2 of Mivoice 5000
5000 version and any subsequent version.
Please refer to the manufacturer's
website, MiAcces -> Compatibility
Mitel Attendant | InAttend 2.6 SP2 R8.1, R8.0 SP1 Matrix, to check the compatibility
of the versions of these products
with the MiVoice 5000 versions.
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Mitel MiVoice 5000 IPBX — Endpoints and applications

Product reference

Minimum product
version certified by
validation

Mivoice 5000
versions
tested with the
product versions

Restrictions/Comments

712dt, 722dt, 732dt, 742dt

R8.2 SP3, R8.2 SP1,

Default version R8.1SP1
proposed by Mitel with
A612d, A622d, A632d, A650c associated MiVoice R8.1, R8.0 SP1
Mitel DECT 5000 version Please refer to the manufacturer's
e AB10d, A620d, A630d R8.1,R8.OSP1 | website, MiAcces -> Compatibility
Matrix, to check the compatibility
9.0-IF25 R8.2SP3, R8.2 SP1, | of the versions of these products
RFP44/45/47 DECT - OMM R8.1 SP1 with the MiVoice 5000 versions.
8.3SP3-HF03 R8.1, R8.0 SP1
49.4.3003 R8.2 SP3
EX/GX
R8.2 SP1, R8.1 SP1 ,
. . 48.4.2692 : > | Please refer to the manufacturer's
Mitel Media R8.1, R8.0 SP1 website, MiAcces -> Compatibility
gateways TA710xi 49.4.3003 R8.2 SP3 Matrix, to check the compatibility
R8.2 SP1. R8.1 SP1 of the versions of these products
48.4.2692 R8.1. R8.0SP1 | With the MiVoice 5000 versions.
10.0.1.16 R8.2 SP3
MiCollab 9.7.1.110 R8.1 SP1
9.6.0.105 R8.1, R8.0 SP1
12.2.0.72 R8.2 SP3
Mitel Unified
Communications | MBG 11.6.0.110 R8.1 SP1 Please refer to the manufacturer's
& mobility website, MiAcces -> Compatibility
Matrix, to check the compatibility
11.4.0.247 R8.1, R8.0 SP1 of the versions of these products
R8.2 SP3. R8.2 SP1, with the MiVoice 5000 versions.
MiCollab Client 10S Apple store version | R8.1 SP1, R8.1, R8.0
SP1
R8.2 SP3, R8.2 SP1,
MiCollab Client Android Play store version | R8.1 SP1, R8.1, R8.0
SP1
48.4.2692 R8.2 SP3, R8.2
SP1, R8.1 SP1,
R8.1, R8.0 & SPx
Analog fax on EX/GX Gateway 2600463 R7 2 & SPx
45.1.1870 R7.1 & SPx Please refer to the manufacturer's
website, MiAcces -> Compatibility
Fax (T.38) 48.4.2692 R8.2 SP3, R8.2 Matrix, to check the compatibility
SP1, R8.1 SP1, of the versions of these products
R8.1, R8.0 & SPx_ | with the MiVoice 5000 versions.
Analog fax on TA710xi 46.2.2463 R7.2 & SPx
Gateway
45.1.1870 R7.1 & SPx
42.2.954 R7.0 & SPx, R6.5 &
SPx
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5 Parameters to configure to connect Mivoice 5000 solution to
BTalk on BVPN

This section describes the minimum configuration to be applied to the MITEL MiVoice 5000 solution to
ensure interoperability with the BTalk infrastructure.

5.1 SIP trunk creation

Equipment MiVoice 5000 IPBX
Configuration path | Telephony service>Network and links>Network>Trunk group>Names (4.2.1.1)
Create un trunk group for the SIP trunk.

Parameter Vale Comments
Trunk group N°x | “Trunk group name* Choose a trunk group numberand a
trunk group name (example : « SIP-
BTalk »).

5.2 SIP trunk configuration

Equipment MiVoice 5000 IPBX
Configuration path | Telephony service>Network and links>Network>Trunk group>Characteristics (4.2.1.2)
Select the trunk group previously created.
Parameter Vale Comments
Signaling characteristics : | ---
Physical type | VOICE IP
Nature | BOTHWAY
Signalling type | SIP
Subtype | STANDARD

Characteristics : | - W 2 edition modes exist :

- «basic » mode accessible via the
button : &

- « advanced » mode accessible via the
button : &

The parameters shown below in /talics
and highlighted in grey are only visible via
the "advanced" mode.

Signalling type | SIP
Link state [ CONNECT.
Protocol | UDP

Proxy N°1 | A-SBC IP@ IP address of the nominal A-SBC
- port | 5060
Proxy N°2 | A-SBC IP@ IP address of the secondary A-SBC
- port | 5060
Domaine / realm Not used
Local proxy | NO Not used
Proxy checking|............ Not used
Identifier Not used
Registering Not used. Not to check
Authentification Not used. (Default value : SIP CLIENT)
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Client account :

- login

Not used

- password

Not used

Fublic name of SIP access point

Not used

Auait during speech

Checked

- speech audit management

MSG UPDATE

Used to choose the type of SIP request
sent auring communication, depending
on the next field (Audit frequency), to
ensure the avallabilty of the remote
qevice.

- auait frequency (sec)

1200

Audit out of speech (OPTIONS)

Checked

IPBX sends regularly an OPTIONS
message to the Orange A-SBC.

- audit frequency (sec)

300

- status

ACCEPTED

Status of audit out of speech

- next audit at HH:mmM:SS

Compelled refease of trunks

Unchecked

Redlrected numbers emission

DIVERSION

ldentity sending managerment:

- call identifier (From)

HD/AID

- number (From) in E. 7164 format

Checked

- presentatioryrestriction

P-Asserted-ID

- call identifier (FA)

HDAID

- number (FA)) in E. 164 format

Checked

- sendling anonymous into From

Checked

- upaate of names/number (UFDATE)

Unchecked

- number (10) in E. 164 format

Checked or Unchecked

laentity reception management:

- calling Ia. in

FAl or PR or RFID

Name management

Unchecked

Forwarding rmanagement:

- on busy / immediate forward

Unchecked

- forward on no answer

Unchecked

Call Sending type (intemal/external)

Unchecked

Voice mail

Unchecked

Local generation of tones| Checked Announcements/tones are managed by

MIVOICE 5000

Support PRACK (100re))| Checked
Tones rmanagement before answer| 180+SDP+P-Early-Media
- support P-Early-Media| Checked
Re-invite without SDP allowed | Checked
Reject T.58| 415 Unsupported Media Type
REFER sending| Unchecked
Support of video| Unchecked
Support of T.38| Unchecked
Support of other medias (IM, etc..)| Unchecked
Bearer type incoming| CCEBT+CCBNT
Calls from | RESEAU
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Priority calls if transit| Unchecked

Search DID numbers | ---

- incoming digit translator number

Enter in this field the incoming digit
translator number.

To be filed in only if configured and if it is
necessary to translate the number
received from the network into an intermal
number,

- rgject of numbers not assigned| Unchecked

Pre-answering message, caller charged | ---

- if called party free or busy 1 [ Unchecked

- if called party busy 2| Unchecked

- If number not assigned| Urnchecked

Transf .acc. to called pty cormpt-dept| Unchecked

Transfer to | SV OP1

Name of the operator service configured
on the IPBX.

Listening intervention allowed | Unchecked

Trunk group id (tel. recora)| O

Trunk group monitoring | Checked

Max. nb of simultan. Calls allowed

Not used

CAC IP address | A-SBC IP@

Field configured automatically filled
according to the IP address of A-SBC.

Centre — CAC class

Field configured automatically filled
according to the CAC configuration.

G717 forced in mode FAX'Modem | Unchecked

5.3 Additional configuration: DCF parameters

Equipment

MiVoice 5000 IPBX

Configuration path | Telephony service>System>Expert>DCF settings (2.7.3)
Enter a DCF number to configure « Number (in decimal) of the DCF » then click on the button

« Select the item ».

Parameter

Value

Comments

Number (in decimal) of the DCF | 282

Value in decimal | 2

Value in hexadecimal [ 0002

Number (in decimal) of the DCF [ 460

Value in decimal | 1

Value in hexadecimal | 0001

5.4 Coding laws configuration: network calls

Equipment

MiVoice 5000 IPBX

Configuration path

Telephony service>Network and links>Quality of service>Voice over IP coding law (4.4.2)
Select the « Call type » then the « Set type » and click on « Select the item ».

Parameter

Value

Comments

Priority 1, law: | G711

Coding law set in priority 1.

attype 1: [A LAW (or MU LAW)

G711Ulaw can be supported in option.

duration of packets (ms): | 20

Priority 2, law: | G729

Coding law set in priority 2.
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attype 1: [G729A
attype 2: G729
duration of packets (ms): | 20

This configuration has to be applied to the whole call types below :

= Calltype: NETWORK

= Direction: ... (not mandatory)
= Calltype: TONES

= Messages type: NETWORK

5.5 Coding laws configuration: If G729 codec only used for network calls

Equipment MiVoice 5000 IPBX

Configuration path | Telephony service>Network and links>Quality of service> Voice over IP coding law (4.4.2)
Select the « Call type » then the « Set type » and click on « Select the item ».

Parameter

Value

Comments

Priority 1, law:

G729

Coding law set in priority 1.

attype 1.

G729A

at type 2:

G729

duration of packets (ms):

20

Priorité 2, loi;

Priorité 3, loi;

This configuration apply to the whole call types below :

= Call type:
= Direction:

= Call type:
= Messages type:

= Calltype: VOIC

NETWORK

......... (not mandatory)

TONES

NETWORK

E MAIL
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6 Parameters to configure to connect Mivoice 5000 solution to

BTalk over Intermet

This section describes the minimum configuration to be applied to the MITEL MiVoice 5000 solution to

ensure interoperability with the BTalk over Internet infrastructure.

6.1 Public DNS relay configuration

Equipment MiVoice 5000 IPBX

Configuration path | Telephony service>System>Configuration>Cards>IP board settings (2.3.4.3)
Apply the configuration below.

Parameter Value Comments
DNS 1 address | DNS 1 IP@ Configure a 1st public DNS relay or a 1st
private DNS server that will relay DNS
requests to the Internet.
DNS 2 address | DNS 2 IP@ Configure a 2nd public DNS relay or a

2nd private DNS server that will relay
DNS requests to the Internet.

6.2 NTP configuration

Equipment MiVoice 5000 IPBX

Configuration path | Telephony service>System>Info>Date and time (2.1.1)
Apply the configuration below.

Parameter

Value

Comments

Network synchronisation

Checked

If this box is checked, the system
updates its DATE and TIME settings at
regular intervals according to the values
retrieved from the NTP server(s) defined
in the next field.

- time server 1

IP address of the time server 1

DNS name or IP address of the
considered NTP server.,

- time server 2

IP address of the time server 2

DNS name or IP address of the
considered NTP server.,

Time zone :
- region
- town

Ex : EUROPA
Ex: Berlin

The time zone is set by selecting a region
and then a city within that region.
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6.3 Certificates process

After the certification authority has approved the Mitel SBC identity certificate, it must be loaded onto the
integrated SBC (MiVoice 5000).

Equipment MiVoice 5000 IPBX IPBX

Configuration path | Telephony service>System>Security>Settings (2.4.2)

Apply the configuration below.

Parameter Value Comments

« Certificates» tab
Action | Add CERTIFICAT Select the file and click on Download.
Please note that this certificate must be
in PKCS 12 format (include the
certificate, private key and certification
chain).
Shared secret [ XXXX This Shared secret field appears to allow
you to enter the passphrase (secret
phrase) used when generating the
pkcs12. This field is required 1o
complete the import of the pkcs12 file.
The passphrase is a string of
alphanumeric characters indicating the
password to decrypt the certificate file.
The number of characters entered must
be between 4 and 20. The characters
are displayed in clear text during input
and then replaced by ****** when the
field is validated. List of characters
allowed to be entered for this field: 0 O to

90At0Zoatozo"#'()-_@+=%
>< .0/
Name | XXXX Enter the name for this certificate. This

field is pre-filed with the name of the
imported pkcs12 file (only if this file name
does not yet exist among the already
installed certificates).

Comment [ XXXX This Comment field is optional and will
be attached to the certificate to help the
operator to identify the certificate in case
of  multi-import  followed by late
assignments.

« Servers certificates assignment » tab | ---
Available certificates | XXXX Select the name of the imported
certificate.

Inter-site link | Unchecked
WebAdmin | Unchecked
User Portal | Unchecked
Internet Gateway | Checked
LDAP server | Unchecked
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6.4

Integrated SBC configuration

Equipment MiVoice 5000

Configuration path

Telephony service>Network and links>Intemet gateway (4.6)

Parameter

Value

Comments

Service INTERNET GATEWAY

START

Secured interface

Checked

Both way (MTLS)

Checked

Working mode

SBC TRUNK

Public protocols

TLS

NAT on public interface

Unchecked

- public interface

Public IP@ of the integrated SBC

IP1 address in the figure of the section
2.4,

- port (UDP)

5062

- secured port (TLS)

5061

Private protocols

LS

Private interface

Private IP@ of the integrated SBC

IP2 address in the figure of the section
2.4,

- port (UDP)

5064

- secured port (TLS)

5064

NAT on private interface

Unchecked

- iPBX address

IP@ of the IPBX

IP3 address in the figure of the section
2.4,

- port (UDP)

5060

- secured port (TLS)

5061

SBC port range:

- minimum RTP port

6000

- maximum RTP port

38000

Meodification of RTP port on
renegotiation

Unchecked

Support of symetric RTP

NO

Apply the network topology hiding

Checked

Equipment MiVoice 5000

Configuration path

Telephony service>System>Configuration>Services (2.3.1)

Parameter

Value

Comments

Service INTERNET GATEWAY

START

6.5 SRTP support

Equipment MiVoice 5000 IPBX

Configuration path

Telephony service>Network and links>Quality of service>Ciphering and IP settings (4.4.5)
Select « Ciphering » tab

Parameter

Value

Comments

Signalling and voice ciphering | ---

Voice ciphering

Checked
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6.6 SIP trunk creation

Equipment MiVoice 5000 IPBX

Configuration path | Telephony service>Network and links>Network>Trunk group >Names (4.2.1.1)
Create un trunk group for the SIP trunk.

Parameter

Value

Comments

Trunk group N°x

“Trunk group name*

Choose a trunk group number and a
trunk group name (example : « SIP-
BTal »).

6.7 SIP trunk configuration

Equipment MiVoice 5000 IPBX

Configuration path | Telephony service>Network and links>Network>Trunk group>Characteristics (4.2.1.2)
Select the trunk group previously created.

Parameter Value Comments
Signaling characteristics : | ---
Physical type | VOICE IP
Nature | BOTHWAY
Signalling type | SIP
Subtype | STANDARD
Characteristics : | - ¥ 5 adition modes exist :
- «pasic » mode accessible via the
button : &
- « advanced » mode accessible via the
button ; &
The parameters shown below in Jtalics
and highlighted in grey are only visible via
the "advanced" mode.
Signalling type | SIP
Link state | CONNECT.
Protocol | TLS
- with TLS profile Not usea,
- SIFS support| Unchecked
Proxy N°1 | FQDN of the nominal A-SBC FQDN of the nominal A-SBC.
- port| 5061
Proxy N°2 | FQDN of the backup A-SBC FQDN of the backup A-SBC.
- port| 5061
Domaine / realm Not used.
Local proxy | PROXY NAT SBC
- adresse IP | IP@ of the IPBX IP3 address in the figure of the section
2.4,
- port | 5064
Proxy checking | IP ADDRESS
identifier Not used.
Registering Not used.
Authentification Not used. (Default value: SIP CLIENT).

Client account: | ---

- login

Not used.
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- password

Not used.

Fublic name of SIP access point

Not used,

Auadit during speech

Checked

- Speech audit managerment

MSG UPDATE

- audlit frequency (sec)

1200

Audit out of speech (OPTIONS)

Checked

- audit frequency (sec)

300

- status

ACCEPTED

Audit satus out of conversation.

- next audit at HH:mm:SS

Compelled release of trunks

Unchecked

Redirected nurmbers emission

DIVERSION

laentity sending management:

- call iaentifier (From)

NDAID

- number (From) in E. 164 format

Checked

- presentatioryrestriction

P-Asserted-ID

- call identifer (PA))

HDAID

- number (FA)) in E. 164 format

Checked or Unchecked

- senaing anonymous into From

Checked

- Upaate of name/number (UPDATE)

Unchecked

- number (7o) in E. 164 format

Checked or Unchecked

laentity reception management.

- calling id. in

FAl or FFl or RFID

Ne without external prefix

Unchecked

Narme management

Unchecked

Forwarding managerment: | ---

- on busy / immediate forward

Unchecked

- forward on no answer

Unchecked

Call Sending type (intermalextermal)

Unchecked

Voice mail

Unchecked

Local generation of tones

Checked

Support PRACK (100re))

Checked

Tones management before answer

180+SDP+P-Early-Medla

- sypport P-Early-Media

Checked

Re-invite without SDP allowed

Checked

Reject T.58

475 Unsupported Media Type

REFER sending

Unchecked

Support of video

Unchecked

Support of T.38

Unchecked

Support of other medias (IM, etc..)

Unchecked

SRTP support

SRTP preferred

Bearer type incoming

CCBT+CCBNT

Calls from

RESEAU

Frionty calls if transit

Unchecked

Search DID numbers

- incoming digit translator number

Enter in this field the incoming digit

translator number.

To be filled in only if configured and if it is
necessary to translate the number
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received from the network into an internal
number,

- reject of numbers not assigned | Unchecked

Pre-answering message, caller | ---
charged

- if called party free or busy 1 | Unchecked

- if called party busy 2| Unchecked

- if number not assigned| Unchecked

Transt .acc. to called pty compt-dept| Unchecked
Transfer to | OP GP1 Name of the operator service configured
on the IPBX.

Trunk group id (tel. recora)| O
Trunk group monitoring | Checked
Max. nb of simultan. Calls allowed Not used.

CAC IP address [ Public IP@ of the integrated SBC Field configured automatically filled
according to the IP address of A-SBC.
Centre — CAC class Field configured automatically filled
according to the CAC configuration.

G717 forced in moae FAX'Modem | Unchecked

6.8 Additional configuration: DCF parameters

Equipment MiVoice 5000 IPBX
Configuration path | Telephony service>System>Expert>DCF settings (2.7.3)
Enter a DCF number to configure « Number (in decimal) of the DCF » then click on the button
« Select the item ».
Parameter Value Comments
Number (in decimal) of the DCF | 282
Value in decimal | 2
Value in hexadecimal | 0002
Number (in decimal) of the DCF | 460
Value in decimal
Value in hexadecimal | FFFF

6.9 Coding laws configuration: network calls

Equipment MiVoice 5000 IPBX
Configuration path | Telephony service>Network and links>Quality of service>Voice over IP coding law (4.4.2)
Select the « Call type » then the « Set type » and click on « Select the item ».
Parameter Value Comments

Priority 1, law: [G7 11 Coding law set in priority 1.

attype 1: [A LAW
duration of packets (ms): | 20

This configuration has to be applied to the whole call types below :
= Calltype: NETWORK
= Direction: ... (not mandatory)

= Calltype: TONES
= Messages type: NETWORK
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/7 Parameters to be configured common to sections 5 and 6

7.1 Routes configuration

Equipment MiVoice 5000 IPBX
Configuration path | Telephony service>network and links> Network > Routes (4.2.2)
Then click on « Advanced characteristics ... » and keep the default values.
Parameter Value Comments
For routing code [ Ex : CODEO_HQ Select the route code configured on the
site (depends directly on the client IPBX
configuration).
To direction | NATIONAL Select the appropriate direction.
Via route type | DIRECTE O Select the appropriate route (route =
routing priority)
On trunk group | « trunk group name » Select the SIP trunk group created

previously. Example : « SIP-BT».

Tone type | DTMF Default value.
Transmit type | MF DTMF Default value.
Dial tone |NO Default value.
1st serie of digits to insert Default value.
Second tone [ NO Default value.
2nd serie of digits to insert Default value.
Third tone | NO Default value.
Outgoing digit translator number Enter in this field the outgoing digit
translator number.
To be filled in only if configured and if it is
necessary to translate the number to
send to the network into another
number.
Charge indication | NO Default value.
Limiter nb. Of C code rerouting [ NO Default value.

OFF NET carrier

Default value.

NQOTE: The configuration of the routes may be specific to the customer's IPBX configuration, and has no
direct link to the BT or BTalk over Internet SIP trunk configuration. This part is therefore mentioned only as
a reminder: a route must be created in order to use the SIP trunk created for BT or BTalk over Internet.

7.2 Outgoing calls handling: IID configuration

Equipment MiVoice 5000 IPBX

Configuration path | Telephony service>Network and links>Network>AID handling>ID (4.2.6.5)
Configure a IID number.

Parameter Value Comments
ID O : intemal plan | PLAN 1 Select the plan.
ordirection|......... Or select a direction.
number Enter the required ID number
restricted presentation [ NO

NOTE : The lID/AID configuration is specific to the customer's IPBX configuration and has no direct link to

the BTalk SIP trunk configuration.
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7.3 Outgoing calls handling: Outgoing handling configuration

Equipment MiVoice 5000 IPBX
Configuration path | Telephony Service> Network and links> Network>AID handling>Outgoing handling (4.2.6.7)
Parameter Value Comments
Byplan|......... Do not select a plan
And by direction | LOCAL Select LOCAL direction
And the requested plan | PLAN 1

On trunk group

« SIP trunk group name »

Select the trunk group.

Fallback present

YES

- inhibit sending of ID and AID | NO
- send IID [NON DID EXT
- AID completed with IID [ YES
- AID set using DID number | YES
- digit translator number Enter in this field the outgoing digit
franslator number for caling party
number.
To be filled in only if configured and if it is
necessary to translate the calling party
number send to the network.
- ID number Enter the IID number created previously.
- inter-plan forwarding | NO

NQOTE: The configuration of outbound handling is specific to the customer's IPBX configuration and has no

direct link to the BTalk or BTalk over Internet SIP trunk configuration.

7.4 General settings configuration

Equipment MiVoice 5000 IPBX

Configuration path | Telphony service>Subscribers>Rights>General settings (1.4.1)

Parameter

Value

Comments

« Subscriber » tab [ ---

Functions available to extensions | ---

- external name display

Checked

« System » tab [ ---

Subscriber forwarded to exterior

- Charging

CALLING

- send ident.

CALLING NUMBER

« Rights » tab | ---

Transfert authorization

-TKTK

Checked

- TKTL

Checked

« Network » tab | ---

IP settings :

- Handling of FAX T.38
communications

Unchecked

- DTMF handled into:

RTP PACKET

header value (RFC 2833)

101
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7.5 Subscribers characteristics configuration

Equipment MiVoice 5000 IPBX
Configuration path | Telephony service>Subscribers>Rights>Feature class (1.4.3)
Select the feature class to configure by its name.

Parameter Value Comments

External forwarding allowed | Checked
Network rerouting allowed | Checked
Id sent to public network | A.1.LD The value « ......... » is used to activate the identity restriction.

Id sent to private network [ A.l.D The value « ......... » is used 1o activate the identity restriction.

7.6 Coding laws configuration: local calls

The coding laws/codecs configuration for local calls may differ depending on the client IPBX configuration.
It does not concern network calls using SIP trunk.

Equipment MiVoice 5000 IPBX
Configuration path | Telephony service>Network and links>Quality of service>Voice over IP coding law (4.4.2)
Select the « Call type » then the « Set type » and click on « Select the item ».
Parametre Value Comments
Priority 1, law: [ G722 Coding law set in prority 1.
Duration of packets (ms): | 20
Priority 2, law: [ G711 Coding law set in prority 2.
attype 1: [A LAW
attype 2:(.........
Duration of packets (ms): [ 20
Priority 3, law: | G729 Coding law set in prority 3.
attype 1: [G729A
attype 2: (G729
Duration of packets (ms): | 20

This configuration has to be applied to the whole call types below :
= Call type: INTERNAL
= Set type: IP PROPRIETARY, SIP-DECT IP
= Calltype: TONES
= Messages type: EXTENSION
= Call type: CONFERENCE CIRCUITS, VOICE MAIL

7.7 Configuration marquage DSCP

Equipment MiVoice 5000 IPBX

Configuration path | Telephony service>Network and links>Quality of service>Ciphering and IP settings (4.4.5)
Select « QoS »

Parameter Value Comments

DSCP telephony signalling (decimal) | 40
DSCP voice (décimal) | 46

NOTE: MiVoice 5300 IP Phones, Mitel 6800 SIP Phones, Mitel 6900 SIP Phones mark all voice frames at level 3. The
DSCP marking setting is broadcast by the MiVoice 5000 Call Server or Mitel 5000 Gateways IPBXs when the terminal
is connected.
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7.8 CAC configuration

Equipment MiVoice 5000 IPBX

Configuration path | Telephony service>Network and links>Quality of service>CAC and localisation>CAC server settings
(4.4.4.1)

Parameter Value Comments

Server configuration [ MAIN
Available services | ---

- geographic location | Checked

- calls controls | Checked

Control based on class | Checked
Audio/Video separation | Unchecked
Saturation before alarm (en %) | 80 Configure the required value between 0 and 100.

NQTE: The CAC (Call Admission Control) setup is specific to each customer site and must be customized for their
IPBX, independent of BTalk or SIP trunk configurations.

7.9 T.38 Fax configuration

Equipment MiVoice 5000
Configuration path | Telephony service >Subscribers> Rights> General settings>Network (1.4.1)
Parameter Value Comments

Handling of FAX T.38 communications | Checked

Equipment MiVoice 5000

Configuration path | Telephony service>Subscribers>Subscriptions>Create (1.2.1)

Parameter Value Comments

Type [ INTERNAL
First directory number | X0XXX Declare the number of the subscriber
Requested number | 2
User password | 0000 Default password
Equipment MiVoice 5000

Configuration path | Telephony service>Subscribers>Subscriptions>Characteristics
Select the new fax entry (identified by its directory number [here "XXXX"]).

Parameter Value Comments
DID DN PLAN 1 [ XXXX Select the last 4 digits of the SDA to assign
Feature class [ FAX Set the feature class to which the fax belongs.
Equipment MiVoice 5000
Configuration path | Telephony service>Subscribers>Subscriptions>Characteristics>Directory
Parameter Value Comments
Name | XXX Attribute a name to fax

Firstname | XXXX Attribute a firstname to fax
Equipment MiVoice 5000
Configuration path | Telephony service>Subscribers>Subscriptions>Characteristics>Terminals
Parameter Value Comments

Phys. terminal type 1 [ SIP
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8 Other parameters

8.1 TA710xi configuration for T.38 Fax

In this section, we assume that the TA710xi gateway is used solely for fax. Therefore, each analog port on

the gateway is configured similarly and dedicated only to fax.

Note that this gateway can also be used in a "hybrid" mode (e.g., fax and voice). In this case, some analog
ports should be dedicated to voice, and others to data. The analog fax machine must be connected to a
port configured for fax transmission, while the analog phone should be connected to a port configured for

voice calls.

Access the TA710xi GUI via a web browser and log in with your credentials (the default login is "public”

with no password).

Configure the following settings for the "Default" endpoint (e.g., all analog interfaces of the gateway).

Equipment Mitel MiVoice 5000
Configuration path Media -> Codecs
Parameters Value Comments
G.711 a-law [ Enable
G.729 [Enable
T.38 | Enable
Enable (G.711 and G.726) : | Disable
Click on « Apply »
Select the advanced button for the T.38 setting:
Equipment Mitel MiVoice 5000
Configuration path Media -> Codecs
Parameters Value Comments
Enable | Enable
Redundancy Level | 1
No signal | Enable
No Signal Timeout | 1
Disable encryption for voice and fax:
Equipment Mitel MiVoice 5000
Configuration path Media -> Security
Parameters Value Comments
Select Endpoint | Default
Mode [ Unsecure

Now, configure the jitter buffer to suit Fax/Modem use. Then, disable the CNG fax tone detection to
prevent the gateway from switching to fax mode on such signals. Enable CED and V.21 modulations to
force the gateway to switch to fax mode on these signals. Also, keep the default ports for voice and fax.

Equipement Mitel MiVoice 5000

Configuration path

Media -> Misc

Parameters

Value

Comments

Select Endpoint

Default

Level

Fax / Modem

CNG Tone Detection

Disable

CED Tone Detection

Enable
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V.21 Modulation Detection [ Enable

Behavior On CED Tone Detection | Fax Mode

Cliquez sur « Apply »

Once the configuration is complete, you may be prompted to restart certain services or reboot the gateway

to apply the new settings.

Restart the Media IP Transport (MIPT) service and ensure it has restarted properly.

Finally, connect to the Mediatrix gateway via the command line interface (CLI) and set the
"InteropSdpT38ParametersEncoding" parameter to "ItuT38AnnexD" to prevent the device from sending
non-compliant fax attributes in the T.38 re-INVITE.

Equipment TA710xi
Configuration path Command Line Interface
Command Result Comments Command / Resullt

SipEp.InteropSdpT38ParametersEncoding

SippingRealTimeFax00InternetDraft

To verify the original value of
the indicator / Default value
that does not conform to
section UIT-T D.2.3.1

SipEp.InteropSdpT38ParametersEncoding=ItuT38
AnnexD

To modify the value of the
indicator

SipEp.InteropSdpT38ParametersEncoding

[tuT38ANNEXD

To check the new value of the
indicator / Modified value in
accordance  with  section
D.2.3.1 of UIT-T

exit

To exit the CLI interface
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