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1.2.2.4.1  
1.2.2.4.2  

  
  
  

 BT/BTIP objects  
  
  
  

1.2.3.3.1  
  
  
  

 Provisioning BT/BTIP on a backup ESBC  
  

 Customer Cisco CUCM IPBX South SIP configuration for Oracle SBC configuration  
 Provisioning a Cisco CUCM IPBX on the ESBC  
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Head Quarter (HQ) or Branch Office 
(BO) architecture Level of Service 

Customer IP addresses  
used by service 

Nominal Backup 

CUCM Business Edition (1 server )  No reduncdancy (1 Publisher) CUCMBE IP@ N/A 

CUCM  (1 Publisher + 1 Subscriber) 

Local redundancy Subscriber (Nominal) / 
Publisher (Backup) 
Publisher and Subscriber are on different 
servers)  Subscriber IP@ Publisher IP@ 

CUCM (1 Publisher + 2 Subscribers) 
Subscribers Nominal/Backup 

- Local redundancy Subscriber1 (Nominal) 
/ Subscriber2 (Backup)  
- If more than 1 Subscriber, the SIP trunks 
are held by the Subscribers. The Publisher 
holds the database. 

Subscriber1 
IP@ 

Subscriber2 
IP@ 

CUCM (1 Publisher + 2 Subscribers)  
Subscribers Load Sharing 

- Local redundancy and Load Sharing 
Subscriber1 / Subscriber2   
- The Subscribers share the load in a 
round robin fashion 
(Also applicable with N Subscribers)   

Subscriber1 
IP@ 
Subscriber2 
IP@ N/A 

CUCM with clustering over WAN (1 
Publisher + 1 Subscriber) 

- Site redundancy: Subscriber and 
Publisher servers hosted by 2 different 
physical sites  Subscriber IP@ Publisher IP@ 

CUCM with clustering over WAN (1 
Publisher + 2 Subscribers) 
Subscribers Nominal/Backup 

- Site redundancy: the 2 Subscribers are 
hosted by 2 different physical sites 
(Subscriber1(Nominal) / 
Subscriber2(Backup)) 
- If more than 1 Subscriber, the SIP trunks 
are held by the Subscribers. The Publisher 
holds the database. 

Subscriber1 
IP@ 

Subscriber2 
IP@ 

CUCM with clustering over WAN (1 
Publisher + 2 Subscribers) 
Subscribers Load Sharing 

- Site redundancy: the 2 Subscribers are 
hosted by 2 different physical sites 
(Subscriber1 + Subscriber2) 
- The Subscribers share the load in a 
round robin fashion 

Subscriber1 
IP@ 
Subscriber2 
IP@ N/A 

  Nominal Backup 

Remote site without survivability No survivability, no trunk redundancy N/A N/A 

SRST 
Local site survivability and trunk 
redundancy via PSTN only N/A N/A 

 

Head Quarter (HQ) or Branch Office 
(BO) architecture Level of Service 

Customer IP addresses  
used by service 

Nominal Backup 

CUCM + Single CUBE No redundancy CUBE IP@ N/A 

CUCM + 2 CUBES 
warning:  
- Site access capacity to be sized 
adequately on the site carrying the 2nd 
CUBE in case both CUBEs are based 
on different sites 

- Local redundancy:  
if both CUBES are hosted by the same site  
(CUBE1+CUBE2) 
- Geographical redundancy:  
if each CUBE is hosted by different sites 
(CUBE1+CUBE2) CUBE1 IP@ CUBE2 IP@ 

  Nominal Backup 

Remote site without survivability No survivability, no trunk redundancy N/A N/A 

SRST 
Local site survivability and trunk 
redundancy via PSTN only N/A N/A 



 

Head Quarter (HQ) or Branch Office 
(BO) architecture Level of Service 

Customer IP addresses  
used by service 

Nominal Backup 

CUCM + Oracle SBC No redundancy Oracle IP@ N/A 
CUCM + 2 Oracle SBC 
Nominal / Backup mode 

- Local redundancy:  
both SBC are hosted on the same site 
OR 
- Geographical redundancy 
both SBC are hosted on 2 different sites 

Oracle IP@ Oracle2 IP@ 

CUCM + 2 Oracle SBC 
Load Sharing 

- Local redundancy:  
both SBC are hosted on the same site 
OR 
- Geographical redundancy 
both SBC are hosted on 2 different sites 

Oracle IP@ Oracle2 IP@ 

CUCM + 2 Customer SBC 
HA mode 

- Local redundancy:  
both SBC are hosted on the same site 
OR 
- Geographical redundancy 
both SBC are hosted on 2 different sites 
warning: Link level 2 between SBC with 
max delay 50ms  required for geo-
redundancy 

Oracle Virtual 
IP@ 

N/A 



 

 

Equipment 
Equipment 

Version  

validation  
status

IPBX 
Version 

CUCM 
CBE5000/6000 

R12.0  Load 12.0.1.21900-7 min 
R12.5  Load 12.5.1.10000-22 min 

 

 

 

Equipment 
Equipment 

Version  
validation  

status 
IPBX 

Version 
Comment 

Attendant 
Console 

CUxAC 12.0.x  
R12.0 

Standard and Advanced editions 
R12.5 

Voice Mail 

Unity Connection 
12.0.1000-6  R12.0 

 
12.5  R12.5 

Unity Express  12.0.x  R12.0  

Contact 
center  UCCX 12.0.x  R12.0  

MGW 

Cisco IOS Cascaded 
MediaGateway (ISR 
28xx/38xx) 

 not supported R12.0 
 

 not supported R12.5 

Cisco IOS Cascaded 
MediaGateway (ISR 
29xx/39xx) 

15.7(3)M  R12.x  

Cisco IOS Cascaded 
MediaGateway (ISR 
43xx/44xx) 

16.6.3  R12.0 
 

16.9.4  R12.5 

Analog GW Cisco 
ATA187 

 not supported R12.x 
 

 

Audiocodes MP112 
FXS 

 on demand R12.x 
 
 

Analog GW Cisco VG 
224 

 not supported R12.x 
 
 

Analog GW Cisco VG 
202-204 

 not supported R12.x 
 
 

Analog GW Cisco VG 
202-204 XM 

15.5(3)M2  R12.x  

 

Analog GW Cisco VG 
310-320-350 

15.7(3)M  R12.x  

Analog GW Cisco 
ATA190 

1.2.1(004)  R12.0 
 

1.2.2(003)  R12.5 

VOIP 
Cisco VoIP GW  on demand R12.x 

 
OneAccess VoIP GW 
(Business Livebox) 

 on demand R12.x 



Phones 

Cisco Unified 
Communication 

Manager Assistant 
(IPMA) 

 not supported R12.x 

 

All Cisco SCCP 
phones (skinny) 

  R12.x 

All Cisco SIP phones   R12.x 

IPCommunicator 
SCCP 

 not supported R12.x 

Jabber 11.9.3  R12.x 

CUCILync   R12.x 

IP DECT ASCOM   R12.x 

Third Party 
Equipments 

Conecteo KIAMO 6.1  
R11.x 
R12.0 

Dorsal mode 

     

 

 

Equipment 
Equipment 

Version  
validation  

status 
IPBX 

Version 
Comment 

Cisco Unified Border Element 
(CUBE) - “flow thru” mode 

16.6.3  R12.0  

16.9.4  R12.5  

Cisco Unified Border Element 
(CUBE) - “flow around” mode 

16.6.3  R12.0  

16.9.4  R12.5  

 

 

Equipment 
Equipment 

Version  
validation  

status 
IPBX 

Version 
Comment 

Oracle Enterprise Session Border 
Controller 

8.2 Patch 2 
(Build 58)  R12.0  



 



 

 









SIP Normalization Script is applied to SIP trunk and is required to adapt 
the SIP signaling to the form expected by BT/BTIP infrastructure.  
The content of the  script is given below: 
 

-- Orange SIP Normalization Script v11 
-- this is normalization script for uc 12.x 
M = {} 
 
 
-- This is called when an INVITE message is sent 
function M.outbound_INVITE(msg) 
    local sdp = msg:getSdp() 
    if sdp 
    then 
       -- remove b=TIAS: 
       sdp = sdp:gsub("b=TIAS:%d*\r\n", "") 
       -- store the updated sdp in the message object 
       msg:setSdp(sdp) 
    end 
end 
 
 
--modifying of Server header in 183 messages 
function M.outbound_183_INVITE(msg) 
-- change 183 to 180 if sdp 
 local sdp = msg:getSdp() 
 if sdp 
 then 
  msg:setResponseCode(180, "Ringing") 
 end 
end  
 
--modifying of Server header in 488 messages 
function M.outbound_488_INVITE(msg) 
 -- change 488 to 503 if sdp 
  msg:setResponseCode(503, "Service Unavailable") 
end 
 
--handling of 400 errors 
function M.inbound_400_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=27") 
 else 
  msg:addHeader("Reason", "Q.850; cause=27") 
 end 
end 
 
--handling of 403 errors 
function M.inbound_403_INVITE(msg) 



 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 408 errors 
function M.inbound_408_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:removeHeader("Reason") 
 end 
end 
 
-- handling of 480 errors 
function M.inbound_480_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=20") 
 end 
end 
 
--handling of 481 errors 
function M.inbound_481_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=27") 
 else 
  msg:addHeader("Reason", "Q.850; cause=27") 
 end 
end 
 
--handling of 487 errors 
function M.inbound_487_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=16") 
 end 
end 
 
--handling of 488 errors 
function M.inbound_488_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=127") 
 end 
end 
 
--handling of 500 errors 
function M.inbound_500_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 



 else 
  msg:addHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 501 errors 
function M.inbound_501_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 
 else 
  msg:addHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 502 errors 
function M.inbound_502_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:removeHeader("Reason") 
 end 
end 
 
-- handling of 503 errors 
function M.inbound_503_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- handling of 505 errors 
function M.inbound_505_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- handling of 513 errors 
function M.inbound_513_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- addition of PAI header if incoming INVITE includes Privacy 
header 



function M.inbound_INVITE(msg) 
 -- get Privacy header 
 local privacy = msg:getHeader("Privacy") 
 if privacy 
 then 
  -- get From and Pai 
  from = msg:getHeader("From") 
  pai = msg:getHeader("P-Asserted-Identity") 
  --check if Pai header is not present 
  if pai==nil 
  then 
   -- add Pai header filled with From URI value 
   local uri = string.match(from, "(<.+>)") 
   msg:addHeader("P-Asserted-Identity", uri) 
  end 
 end 
end 
 
return M 

 





-- Orange SIP Normalization Script v11 
-- this is normalization script for uc 12.x 
M = {} 
 
 
-- This is called when an INVITE message is sent 
function M.outbound_INVITE(msg) 
    local sdp = msg:getSdp() 
    if sdp 
    then 
       -- remove b=TIAS: 
       sdp = sdp:gsub("b=TIAS:%d*\r\n", "") 
       -- store the updated sdp in the message object 
       msg:setSdp(sdp) 
    end 
end 
 
 
--modifying of Server header in 183 messages 
function M.outbound_183_INVITE(msg) 
-- change 183 to 180 if sdp 
 local sdp = msg:getSdp() 
 if sdp 
 then 
  msg:setResponseCode(180, "Ringing") 
 end 



end  
 
--modifying of Server header in 488 messages 
function M.outbound_488_INVITE(msg) 
 -- change 488 to 503 if sdp 
  msg:setResponseCode(503, "Service Unavailable") 
end 
 
--handling of 400 errors 
function M.inbound_400_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=27") 
 else 
  msg:addHeader("Reason", "Q.850; cause=27") 
 end 
end 
 
--handling of 403 errors 
function M.inbound_403_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 408 errors 
function M.inbound_408_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:removeHeader("Reason") 
 end 
end 
 
-- handling of 480 errors 
function M.inbound_480_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=20") 
 end 
end 
 
--handling of 481 errors 
function M.inbound_481_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=27") 
 else 
  msg:addHeader("Reason", "Q.850; cause=27") 
 end 
end 
 
--handling of 487 errors 
function M.inbound_487_INVITE(msg) 
 local reason = msg:getHeader("Reason") 



 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=16") 
 end 
end 
 
--handling of 488 errors 
function M.inbound_488_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=127") 
 end 
end 
 
--handling of 500 errors 
function M.inbound_500_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 
 else 
  msg:addHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 501 errors 
function M.inbound_501_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 
 else 
  msg:addHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 502 errors 
function M.inbound_502_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:removeHeader("Reason") 
 end 
end 
 
-- handling of 503 errors 
function M.inbound_503_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- handling of 505 errors 
function M.inbound_505_INVITE(msg) 
 local reason = msg:getHeader("Reason") 



 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- handling of 513 errors 
function M.inbound_513_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- addition of PAI header if incoming INVITE includes Privacy 
header 
function M.inbound_INVITE(msg) 
 -- get Privacy header 
 local privacy = msg:getHeader("Privacy") 
 if privacy 
 then 
  -- get From and Pai 
  from = msg:getHeader("From") 
  pai = msg:getHeader("P-Asserted-Identity") 
  --check if Pai header is not present 
  if pai==nil 
  then 
   -- add Pai header filled with From URI value 
   local uri = string.match(from, "(<.+>)") 
   msg:addHeader("P-Asserted-Identity", uri) 
  end 
 end 
end 
 
return M 
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interface GigabitEthernet0/0 
 description CUBE Voice Interface  
 no ip address 
 duplex auto 
 speed auto 
! 
interface GigabitEthernet0/0.<INTERFACE> 
 description *** CUBE *** 
 encapsulation dot1Q <INTERFACE> 
 ip address <IP_ADDR> <Mask> 
 

 
snmp-server community public RO 
snmp-server manager 
 

 
voice service voip 
      mode border-element license capacity [session count] 
      allow-connections sip to sip 
      sip 
          header-passing 
          error-passthru 
   pass-thru headers unsupp 
          no update-callerid 
   early-offer forced 
          midcall-signaling passthru 
          sip-profiles 1 
             ip address trusted list 
                    ipv4 A.B.C.D   ! primary SBC IP address    
                    ipv4 E.F.G.H   ! backup SBC IP address  
 

 
voice class codec 1 
   codec preference 1 g711alaw 
 

 
voice class codec 1 
   codec preference 1 g711ulaw 

 
voice class codec 2 
   codec preference 1 g729r8 



 

 
sip-ua 
   retry invite 1 
   retry response 2 
   retry bye 2 
   retry cancel 2 
   reason-header override 
   connection-reuse 
   g729-annexb override 
   timers options 1000 
 

 
dial-peer voice tag  voip 
   voice-class sip privacy id 
 

 
dial-peer voice tag voip 
   voice-class sip asserted-id pai 
 

 

 

interface FastEthernet 0/0.<INTERFACE> 

   ip address <PRIMARY_IP_ADDR> <Mask> 

   ip address <SECONDARY_IP_ADDR> <Mask> secondary  

 

 

 

 

 

 



dial-peer voice 1 voip 

 description ** to/from site devices - Primary CUCM ** 

 answer-address <INTERFACE>.... 

 destination-pattern <INTERFACE>.... 

 session protocol sipv2 

 session target ipv4:<PRIMARY_CUCM_IP_ADDR> 

 voice-class codec 1 

 voice-class sip options-keepalive up-interval 300 down-interval 300 retry 5 

 dtmf-relay rtp-nte 

 no vad 

! 

dial-peer voice 2 voip 

 description ** to/from site devices - Backup CUCM ** 

 preference 1 

 answer-address <INTERFACE>.... 

 destination-pattern <INTERFACE>.... 

 session protocol sipv2 

 session target ipv4:<SECONDARY_CUCM_IP_ADDR> 

 voice-class codec 1 

 voice-class sip options-keepalive up-interval 300 down-interval 300 retry 5 

 dtmf-relay rtp-nte 

 no vad 

 

!For outgoing calls (with a prefix to select the target SBC) 

dial-peer voice 102 voip 

 description ** Outgoing calls - Outbound dial peer - Primary SBC side ** 

 translation-profile outgoing 113 

 huntstop 

 destination-pattern 113T 

  session protocol sipv2 

 session target ipv4:<PRIMARY_SBC_IP_ADDR> 

 voice-class codec 1 

 voice-class sip options-keepalive up-interval 300 down-interval 300 retry 5 

 voice-class sip send 180 sdp 

 dtmf-relay rtp-nte 

 no vad 



! 

dial-peer voice 103 voip 

 description ** Outgoing calls - Outbound dial peer - Backup SBC side ** 

 translation-profile outgoing 114 

 huntstop 

 destination-pattern 114T 

 session protocol sipv2 

 session target ipv4:<SECONDARY_SBC_IP_ADDR> 

 voice-class codec 1 

 voice-class sip options-keepalive up-interval 300 down-interval 300 retry 5 

 voice-class sip send 180 sdp 

 dtmf-relay rtp-nte 

 no vad 

 

!For incoming calls 

dial-peer voice 100 voip 

 description ** Incoming calls - Inbound dial peer - SBC side ** 

 answer-address +.T 

 session protocol sipv2 

 voice-class codec 1 

 voice-class sip send 180 sdp 

 dtmf-relay rtp-nte 

 no vad 

! 

 



 

interface FastEthernet 0/0.<INTERFACE> 

   ip address <PRIMARY_IP_ADDR> <Mask> 

   ip address <SECONDARY_IP_ADDR> <Mask> secondary  

 

 

 

dial-peer voice 1 voip 

   description **CUCMBE** 

   answer-address 227.... 

   destination-pattern 227.... 

   session target ipv4:<CUCMBE_IP> 

   […] 

 

!For outgoing calls (with a prefix to select the target SBC) 

dial-peer voice 11 voip  

   description ** Outgoing calls - Outbound dial peer - SBC1 side ** 

   answer-address 227.... 

   destination-pattern 11T 

   session-target <SBC1_IP> 

   […] 

 

dial-peer voice 12 voip  

   description ** Outgoing calls - Outbound dial peer - SBC2 side ** 

   answer-address 227.... 

   destination-pattern 12T 

   session-target <SBC2_IP> 

   […] 

 

dial-peer voice 101 voip 



 description ** Incoming calls - Inbound dial peer - SBC side ** 

 answer-address +.T 

 voice-class codec 1 

 voice-class sip send 180 sdp 

 session protocol sipv2 

 dtmf-relay rtp-nte 

no vad 

! 



 

interface FastEthernet 0/0.<INTERFACE> 

   ip address <PRIMARY_IP_ADDR> <Mask> 

   ip address <SECONDARY_IP_ADDR> <Mask> secondary  

 

 

 

dial-peer voice 1 voip 

   description **CUCM SUB** 

   preference 1 

   answer-address 227.... 

   destination-pattern 227.... 

   voice-class codec 1 

   session target ipv4:<CUCM2_IP> 

   […] 

 

dial-peer voice 2 voip 

   description **CUCM PUB** 

   preference 2 

   answer-address 227.... 

   destination-pattern 227.... 

   voice-class codec 1 

   session target ipv4:<CUCM1_IP> 

   […] 

 

 



dial-peer voice 11 voip  

   preference 1 

   answer-address 227.... 

   destination-pattern 11T 

   session-target <SBC1_IP> 

   […] 

dial-peer voice 12 voip  

   preference 2 

   answer-address 227.... 

   destination-pattern 12T 

   session-target <SBC2_IP> 

   […] 

 

dial-peer voice 101 voip 

 description ** Incoming calls - Inbound dial peer - SBC side ** 

 answer-address +.T 

 voice-class codec 1 

 voice-class sip send 180 sdp 

 session protocol sipv2 

 dtmf-relay rtp-nte 

 no vad 

! 

 



 

 

 

 

 



 

 

 

 

 

 



 

 



 



 

 



SIP Normalization Script is applied to SIP trunk and is required to adapt 
the SIP signaling to the form expected by BT/BTIP infrastructure.  
The content of the  script is given below: 
 

-- Orange SIP Normalization Script v11 
-- this is normalization script for uc 12.x 
M = {} 
 
 
-- This is called when an INVITE message is sent 
function M.outbound_INVITE(msg) 
    local sdp = msg:getSdp() 
    if sdp 
    then 
       -- remove b=TIAS: 
       sdp = sdp:gsub("b=TIAS:%d*\r\n", "") 
       -- store the updated sdp in the message object 
       msg:setSdp(sdp) 
    end 
end 
 
 
--modifying of Server header in 183 messages 
function M.outbound_183_INVITE(msg) 
-- change 183 to 180 if sdp 
 local sdp = msg:getSdp() 
 if sdp 
 then 
  msg:setResponseCode(180, "Ringing") 
 end 
end  
 
--modifying of Server header in 488 messages 
function M.outbound_488_INVITE(msg) 
 -- change 488 to 503 if sdp 
  msg:setResponseCode(503, "Service Unavailable") 
end 
 
--handling of 400 errors 



function M.inbound_400_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=27") 
 else 
  msg:addHeader("Reason", "Q.850; cause=27") 
 end 
end 
 
--handling of 403 errors 
function M.inbound_403_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 408 errors 
function M.inbound_408_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:removeHeader("Reason") 
 end 
end 
 
-- handling of 480 errors 
function M.inbound_480_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=20") 
 end 
end 
 
--handling of 481 errors 
function M.inbound_481_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=27") 
 else 
  msg:addHeader("Reason", "Q.850; cause=27") 
 end 
end 
 
--handling of 487 errors 
function M.inbound_487_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=16") 
 end 
end 
 
--handling of 488 errors 
function M.inbound_488_INVITE(msg) 
 local reason = msg:getHeader("Reason") 



 if not reason 
 then 
  msg:addHeader("Reason", "Q.850; cause=127") 
 end 
end 
 
--handling of 500 errors 
function M.inbound_500_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 
 else 
  msg:addHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 501 errors 
function M.inbound_501_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=2") 
 else 
  msg:addHeader("Reason", "Q.850; cause=2") 
 end 
end 
 
--handling of 502 errors 
function M.inbound_502_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:removeHeader("Reason") 
 end 
end 
 
-- handling of 503 errors 
function M.inbound_503_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- handling of 505 errors 
function M.inbound_505_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- handling of 513 errors 



function M.inbound_513_INVITE(msg) 
 local reason = msg:getHeader("Reason") 
 if reason 
 then 
  msg:modifyHeader("Reason", "Q.850; cause=38") 
 else 
  msg:addHeader("Reason", "Q.850; cause=38") 
 end 
end 
 
-- addition of PAI header if incoming INVITE includes Privacy 
header 
function M.inbound_INVITE(msg) 
 -- get Privacy header 
 local privacy = msg:getHeader("Privacy") 
 if privacy 
 then 
  -- get From and Pai 
  from = msg:getHeader("From") 
  pai = msg:getHeader("P-Asserted-Identity") 
  --check if Pai header is not present 
  if pai==nil 
  then 
   -- add Pai header filled with From URI value 
   local uri = string.match(from, "(<.+>)") 
   msg:addHeader("P-Asserted-Identity", uri) 
  end 
 end 
end 
 
return M 
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voice service voip  
   fax 
       fax protocol t38 ls-redundancy 4 hs-redundancy 1 fallback none     

 

voice class codec 1 
   codec preference 1 g711alaw 
   codec preference 2 g729r8 
   codec preference 3 g711ulaw 

 

dial-peer voice 1 voip 
 preference 1 
 destination-pattern .T 
 session protocol sipv2 
 session target ipv4:6.3.9.1 
 incoming called-number . 
 voice-class codec 1 
 dtmf-relay rtp-nte 
 fax-relay sg3-to-g3 
 fax rate 14400 bytes 72 
 fax nsf 000000 
  



 

dial-peer voice 102 pots 
   description fax 
   destination-pattern 39001 
   progress_ind alert strip 
   port 0/0/0 
   forward-digits all 

 

Parameter Value 
Trunk Type SIP Trunk 
Device Protocol SIP 
Trunk Service Type Default 
Device Name TRK-<Site>-<VG Name> 
Description SIP trunk to specific VG 
Device Pool DPO-SIPTRK-<Site> 
Location LOC-<Site> 
Call Classification OnNet 
Media Resource Group List < None > 
SRTP Allowed Not Checked 
Run On All Active Unified CM Nodes Not Checked 

Call Routing Information – Inbound Calls 
Significant digits All 



Calling Search Space CSS-VCGVLG- Enhanced-<CTY><Site> 
Redirecting Diversion Header 
Delivery - Inbound  Checked 

Call Routing Information – Outbound Calls 
Calling Party selection Originator 
Redirecting Diversion Header 
Delivery – Outbound Checked 

Use Device Pool Called Party 
Transformation CSS Checked 

Use Device Pool Calling Party 
Transformation CSS Checked 

SIP Information 
Destination Address <IP address of VG> 
Destination Address is an SRV Not Checked 
Destination Port 5060 
Rerouting Calling Search Space CSS-VCGVLG- Enhanced-<CTY><Site> 
Out-of-Dialog Refer Calling Search 
Space CSS-VCGVLG- Enhanced-<CTY><Site> 

SIP Trunk Secure Profile SIPT-GW 
SIP Profile SIPP-GW 
DTMF Signaling Method RFC 2833 

Route Group Name ROG-<Site>-<VG Name> 
Distribution Algorithm TopDown 
Selected Devices TRK-<Site>-<VG Name> 

Name ROL-<Site>-<VG Name> 
Description RL for specific OnNet range to VG SIP controlled device 
CUCM Group CMG01 
Enable this Route List Checked 
Run On All Active Unified CM Nodes Checked 
Selected Groups ROG-<Site>-<VG Name> 

Route Pattern Private Directory Number toward Fax 
Route Partition PAR-Shared 
Description Route Pattern to Fax 
Route Class Default 
Gateway / Route List ROL-<Site>-<VG Name> 
Route option Route this pattern 
Call Classification OnNet 
Urgent Priority Not Checked 
Use Calling Party’s EPNM Checked 



Translation Pattern Private range toward Fax range i.e. \+4822538.XXXX 
Partition PAR-ForcedOnNet 
Description OnNet calls to VG Fax 
Calling Search Space CSS-AutoAnswer 
Route option Route this pattern 
Urgent Priority Not Checked 

Called Party Transformation 
Discard option Predot 
Prefix InterSite Prefix + SLC (Site Location Code) 

 

voice service voip 
      mode border-element license capacity [session count] 
      allow-connections sip to sip 
      sip 
          header-passing 
          error-passthru 
          no update-callerid 
   early-offer forced 
          midcall-signaling passthru 
          sip-profiles 1 
             ip address trusted list 
                    ipv4 A.B.C.D   ! primary SBC IP address    
                    ipv4 E.F.G.H   ! backup SBC IP address    

 



 

voice service voip 
   media flow-around 

 

voice class codec 1 
   codec preference 1 g711alaw 

voice class codec 1 
 codec preference 1 g711ulaw 

 

sip-ua 
   retry invite 1 
   retry response 2 
   retry bye 2 
   retry cancel 2 
   reason-header override 
   connection-reuse 
   g729-annexb override 
   timers options 1000 
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 Global configuration 

 

 

Element Configuration 

Media Manager 
Configuration 

CSBC# conf t 
CSBC(configure)# media-manager 
CSBC(media-manager)# media-manager 
CSBC(media-manager-config)# select 
CSBC(media-manager-config)# max-signaling-bandwidth 1767740       for 
AP4500 or     2351094       for AP4600 
CSBC(media-manager-config)# anonymous-sdp enabled 
CSBC(media-manager-config)# max-untrusted-signaling 1 
CSBC(media-manager-config)# min-untrusted-signaling 1 
CSBC(media-manager-config)# fragment-msg-bandwidth 90000      for AP4500 
only 
CSBC(media-manager-config)# options hairpin-released-flows 
CSBC(media-manager-config)# options +dont-terminate-assoc-legs 
CSBC(media-manager-config)# done 
 
CSBC(media-manager-config)# exit 
CSBC(media-manager)# exit 
CSBC(configure)# 
 

 

Element Configuration 

Codec Policy 

CSBC# conf t 
CSBC(configure)# media-manager 
CSBC(media-manager)# codec-policy 
CSBC(codec-policy)# name codecfiltering 
CSBC(codec-policy)# allow-codecs (PCMA G722 G729 telephone-event t.38 
video:no) 
CSBC(codec-policy)# done 
 
CSBC(codec-policy)# name codecfilteringCore 
CSBC(codec-policy)# allow-codecs (PCMA PCMU G722 G729 telephone-event 
t.38 video:no) 
CSBC(codec-policy)# done 
 
CSBC(codec-policy)# allow-codecs (PCMU telephone-event t.38 video:no) 
CSBC(codec-policy)# done 
 
CSBC(codec-policy)# exit 
CSBC(media-manager)# exit 
CSBC(configure)# 



 

Element Configuration 

Codec Policy 

CSBC# conf t 
CSBC(configure)# security media-security media-sec-policy 
CSBC(media-sec-policy)# name nocrypto 
CSBC(media-sec-policy)# inbound 
CSBC(media-sec-inbound)# mode rtp 
CSBC(media-sec-inbound)# done 
 
CSBC(media-sec-inbound)# exit 
CSBC(media-sec-policy)# outbound 
CSBC(media-sec-outbound)# mode rtp 
CSBC(media-sec-outbound)# done 
 
CSBC(media-sec-outbound)# exit 
CSBC(media-sec-policy)# done 
 

 

 

 

Element Configuration 

Sip-config 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# sip-config 
CSBC(sip-config)# select 
CSBC(sip-config)# home-realm-id Core 
CSBC(sip-config)# nat-mode None 
CSBC(sip-config)# registrar-domain * 
CSBC(sip-config)# registrar-host * 
CSBC(sip-config)# registrar-port 5060 
CSBC(sip-config)# trans-expire 5 
CSBC(sip-config)# initial-inv-trans-expire 5 
CSBC(sip-config)# invite-expire 200 
CSBC(sip-config)# options +max-udp-length=0 
CSBC(sip-config)# options +sag-target-uri=ip 
CSBC(sip-config)# options +set-inv-exp-at-100-resp 
CSBC(sip-config)# done 
 
CSBC(sip-config)# exit  
CSBC(session-router)# exit 
CSBC(configure)# 



 

Element Configuration 

Sip Headers 
IPBX Access 

South side 
Whitelists 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# allowed-elements-profile 
CSBC(allowed-elements-profile)# name headersWLAccess 
CSBC(allowed-elements-profile)# allow-any (Accept Allow Allow-Events Call-ID 
Contact Content-Disposition Content-Length Content-Type CSeq Diversion Event 
Expires From History-Info Max-Forwards Privacy RAck Reason Record-Route 
Request-uri Require Route RSeq Subscription-State Supported To Via User-
Agent Server P-Early-Media P-identifier Unsupported User-To-User Warning 
MIME-version Remote-Party-ID Timestamp) 
CSBC(allowed-elements-profile)# allow-any +P-Initial-Asserted-Id 
CSBC(allowed-elements-profile)# allow-any +P-Options 
CSBC(allowed-elements-profile)# allow-any +P-Initial-From-User 
CSBC(allowed-elements-profile)# rule-sets 
CSBC(allowed-rule-sets)# name ruleCSeq 
CSBC(allowed-rule-sets)# unmatched-action delete 
CSBC(allowed-rule-sets)# done 
CSBC(allowed-rule-sets)# exit 
CSBC(allowed-elements-profile)# done 
  

Sip Headers 
Core North 
BTIP/BT 
Whitelists 

CSBC# conf t 
CSBC(allowed-elements-profile)# name headersWLCore 
CSBC(allowed-elements-profile)#                                                
CSBC(allowed-elements-profile)# allow-any (Accept Allow Allow-Events Call-ID 
Contact Content-Disposition Content-Length Content-Type CSeq Diversion Event 
Expires From History-Info Max-Forwards P-Access-Network-Info P-Asserted-
Identity Privacy RAck Reason Record-Route Request-uri Require Route RSeq 
Subscription-State Supported To Via P-Early-Media Unsupported User-To-User 
Warning MIME-version Remote-Party-ID Timestamp) 
CSBC(allowed-elements-profile)# rule-sets 
CSBC(allowed-rule-sets)# unmatched-action delete 
CSBC(allowed-rule-sets)# name ruleCSeq 
CSBC(allowed-rule-sets)# done 
 



 

Element Configuration 

enforcement-
profile  for 

 South IPBX 
Access side 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# enforcement-profile 
CSBC(enforcement-profile)# name filtermsg 
CSBC(enforcement-profile)# allowed-methods 
INVITE,PRACK,OPTIONS,UPDATE,,NOTIFY,INFO 
CSBC(enforcement-profile)# allowed-elements-profile headersWLAccess 
CSBC(enforcement-profile)# done 
 

enforcement-
profile  for 
 North 

BT/Btalk Core 
side 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# enforcement-profile 
CSBC(enforcement-profile)# name filterHeadersCore 
CSBC(enforcement-profile)# allowed-methods 
INVITE,PRACK,OPTIONS,UPDATE,NOTIFY,INFO 
CSBC(enforcement-profile)# allowed-elements-profile headersWLCore 
CSBC(enforcement-profile)# done 
 

 

Element Configuration 

Sip Features 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# sip-feature 
CSBC(sip-feature)# name 100rel 
CSBC(sip-feature)# require-mode-inbound pass 
CSBC(sip-feature)# require-mode-outbound pass 
CSBC(sip-feature)# done 
 
CSBC(sip-feature)# name timer 
CSBC(sip-feature)# support-mode-inbound strip 
CSBC(sip-feature)# require-mode-inbound reject 
CSBC(sip-feature)# proxy-require-mode-inbound reject 
CSBC(sip-feature)# support-mode-outbound strip 
CSBC(sip-feature)# require-mode-outbound reject 
CSBC(sip-feature)# proxy-require-mode-outbound reject 
CSBC(sip-feature)# done 
 
CSBC(sip-feature)# name replaces 
CSBC(sip-feature)# support-mode-inbound strip 
CSBC(sip-feature)# require-mode-inbound reject 
CSBC(sip-feature)# proxy-require-mode-inbound reject 
CSBC(sip-feature)# support-mode-outbound strip 
CSBC(sip-feature)# require-mode-outbound reject 
CSBC(sip-feature)# proxy-require-mode-outbound reject 
CSBC(sip-feature)# done 
 



 

Element Configuration 

Core North BT 
Response maps 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# sip-response-map 
CSBC(response-map)# name BT 
CSBC(response-map)# entries 
CSBC(response-map-entry)# recv-code 181 
CSBC(response-map-entry)# xmit-code 183 
CSBC(response-map-entry)# reason "Session Progress" 
CSBC(response-map-entry)# done 
 
CSBC(response-map-entry)# recv-code 182 
CSBC(response-map-entry)# xmit-code 183 
CSBC(response-map-entry)# reason "Session Progress" 
CSBC(response-map-entry)# done 
 
CSBC(response-map-entry)# exit 
CSBC(response-map)# done 
 

Element Configuration 

Access South 
local  Response 

maps 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# sip-response-map 
CSBC(response-map)# name localBT 
CSBC(response-map)# entries 
CSBC(response-map-entry)# recv-code 503 
CSBC(response-map-entry)# xmit-code 408 
CSBC(response-map-entry)# reason “Next-hop Unavailable” 
CSBC(response-map-entry)# done 
 
CSBC(response-map-entry)# recv-code 403 
CSBC(response-map-entry)# xmit-code 408 
CSBC(response-map-entry)# reason “Next-hop Unavailable” 
CSBC(response-map-entry)# done 



 Business Talk/ BTIP OBS Carrier North SIP configuration for Oracle ESBC 
configuration 

 

 

Element Configuration 

Core Realm 

CSBC# conf t 
CSBC(configure)# media-manager 
CSBC(media-manager)# realm-config 
CSBC(realm-config)# identifier Core 
CSBC(realm-config)# network-interfaces M00:<SBC_CORE_VLAN_ID> ex: M00:20 

CSBC(realm-config)# media-policy mark-mp 
CSBC(realm-config)# class-profile mark-cp 
CSBC(realm-config)# access-control-trust-level high 
CSBC(realm-config)# codec-policy codecfilteringCore 
CSBC(realm-config)# media-sec-policy nocrypto            For the AP4600 only 
CSBC(realm-config)# done 
 

 

Element Configuration 

Core Realm 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# sip-interface 
CSBC(sip-interface)# realm-id Core 
CSBC(sip-interface)# charging-vector-mode delete 
CSBC(sip-interface)# charging-function-address-mode delete 
CSBC(sip-interface)# options +strip-route-headers 
CSBC(sip-interface)# enforcement-profile filterHeadersCore 
CSBC(sip-interface)# secured-network enabled 
CSBC(sip-interface)# response-map BT 
CSBC(sip-interface)# local-response-map localBT 
CSBC(sip-interface)# out-manipulationid outToBT 
CSBC(sip-interface)# sip-ports 
CSBC(sip-port)# address <SBC_CORE_IP> ex: 138.132.170.2 
CSBC(sip-port)# port 5060 
CSBC(sip-port)# allow-anonymous agents-only 
CSBC(sip-port)# done 
 



 

Element Configuration 

Core Realm 

CSBC# conf t 
CSBC(configure)# media-manager 
CSBC(media-manager)# steering-pool 
CSBC(steering-pool)# ip-address <SBC_CORE_IP> ex: 138.132.170.2 
CSBC(steering-pool)# start-port 6000 
CSBC(steering-pool)# end-port 20000  
CSBC(steering-pool)# realm-id Core 
CSBC(steering-pool)# done 
 

 

 

Element Configuration 

Customer SBC 
certificates 

CSBC# conf t 
CSBC (configure)# security certificate-record 
CSBC (certificate-record)# name CERT_ BTOI_<SBC_NAME>-
<optionalSubName>_yyyymmdd 
CSBC (certificate-record)# done 
Warning: Required field "common-name" is empty 
Do you still want to save configuration [y/n]?: y 
CSBC#done 

Customer SBC 
certificates 

CSBC# generate-certificate-request CERT_BTOI_<SBC_NAME>_yyyymmdd 
Generating Certificate Signing Request. This can take several minutes.... 
 
WARNING: Configuration changed, run "save-config" command. 

Customer SBC 
certificates 

CSBC# save-config 
CSBC# activate-config 
 

Customer SBC 
certificates 

CSBC# import-certificate try-all CACERT_ BTOI_CSBC-
<optionalSubName>_yyyymmdd Customer_SBC.pem 
Certificate imported successfully.... 
WARNING: Configuration changed, run "save-config" command. 
CSBC # save-config 
S CSBC # activate-config 

 

Customer CA 
certificates 

CSBC# security certificate-record  
CSBC # Name 
CACERT_< CUSTOMER_CA_NAME>_<optionalSubName>_yyyymmdd 
CSBC # done 
Warning: Required field "common-name" is empty 
Do you still want to save configuration [y/n]?: y 
  



Customer SBC 
certificates 

CSBC# import-certificate try-all CACERT_< 
CUSTOMER_CA_NAME>_<optionalSubName>_yyyymmdd 
 Customer_CA.pem 
Certificate imported successfully.... 
WARNING: Configuration changed, run "save-config" command. 
CSBC # save-config 
S CSBC # activate-config 

 

BTOI TLS 
Profile 

CSBC# conf t 
CSBC# security tls-profile 
CSBC#  
CSBC# end-entity-certificate CERT_ BTOI_<SBC_NAME>-
<optionalSubName>_yyyymmdd 
CSBC# CACERT_< 
CUSTOMER_CA_NAME>_<optionalSubName>_yyyymmdd 
CSBC#  
CSBC#done 
 

 

1.2.2.4.1 

SDES profile 

CSBC# conf t 
CSBC(configure)# security media-security sdes-profile 
CSBC(sdes-profile)# name SDES 
CSBC(sdes-profile)# crypto-list AES_CM_128_HMAC_SHA1_80 
CSBC(sdes-profile)# done 
 

1.2.2.4.2 

Media-Sec- 
Policy 

CSBC# conf t 
CSBC(configure)# security media-security media-sec-policy 
CSBC(media-sec-policy)# name msp-BTOI 
CSBC(media-sec-policy)# inbound 
CSBC(media-sec-inbound)# profile SDES 
CSBC(media-sec-inbound)# mode srtp 
CSBC(media-sec-inbound)# protocol sdes 
CSBC(media-sec-inbound)# done 
 
CSBC(media-sec-inbound)# exit 
CSBC(media-sec-policy)# outbound 
CSBC(media-sec-outbound)# profile SDES 
CSBC(media-sec-outbound)# mode srtp 
CSBC(media-sec-outbound)# protocol sdes 
CSBC(media-sec-outbound)# done 
 



 

BTOI TLS 
Profile 

CSBC# conf t 
CSBC(configure)# media-manager 
CSBC(media-manager)# realm-config 
CSBC(realm-config)# identifier Core 
CSBC(realm-config)# network-interfaces M10:<VLAN> ex: M10:187 
CSBC(realm-config)# access-control-trust-level high 
CSBC(realm-config)# mm-in-network enabled 
CSBC(realm-config)# media-sec-policy msp-BTOI     if SRTP is used for 
media 
CSBC(realm-config)# media-sec-policy nocrypto     if RTP is used for media 
CSBC(realm-config)# media-policy mark-mp 
CSBC(realm-config)# codec-policy codecfiltering 
CSBC(realm-config)# restricted-latching sdp 
CSBC(realm-config)# done 
 

 

Element Configuration 

Core Realm Sip-
interface 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# sip-interface 
CSBC(sip-interface)# realm-id Core 
CSBC(sip-interface)# charging-vector-mode delete 
CSBC(sip-interface)# charging-function-address-mode delete 
CSBC(sip-interface)# options +strip-route-headers 
CSBC(sip-interface)# enforcement-profile filterHeadersCore 
CSBC(sip-interface)# out-manipulationid outToBT
CSBC(sip-interface)#  
CSBC(sip-interface)# secured-network enabled 
CSBC(sip-interface)# response-map BT 
CSBC(sip-interface)# local-response-map localBT 
CSBC(sip-interface)# sip-ports 
CSBC(sip-port)# address <SBC_CORE_IP> ex: 138.132.170.2 
CSBC(sip-port)# port 5061 
CSBC(sip-port)# allow-anonymous agents-only 
CSBC(sip-port)# transport-protocol TLS 
CSBC(sip-port)# tls-profile tls-BTOI-profile 
CSBC(sip-port)# exit 
CSBC(sip-interface)# done 
 



 

Element Configuration 

Core Steering 
Pool 

CSBC# conf t 
CSBC(configure)# media-manager 
CSBC(media-manager)# steering-pool 
CSBC(steering-pool)# ip-address <SBC_CORE_IP> ex: 138.132.170.2 
CSBC(steering-pool)# start-port 6000 
CSBC(steering-pool)# end-port 20000  
CSBC(steering-pool)# realm-id Core 
CSBC(steering-pool)# done 
 

 BT/BTIP objects 

 

Element Configuration 

Main BT/BTIP 
session-agent 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# session-agent 
CSBC(session-agent)# hostname <BT_NOMINAL_SA >  ex: 
BT_NOMINAL_SA or Public BT FQDN 
CSBC(session-agent)# ip-address <BT_NOMINAL_SA_IP> ex: 82.82.24.71 
CSBC(session-agent)# port 5060 => For unsecured though UDP 
CSBC(session-agent)# port 5061 => For secured though TLS 
CSBC(session-agent)# transport-method UDP => For unsecured though UDP 
CSBC(session-agent)# transport-method StaticTLS => For secured though TLS 
CSBC(session-agent)# trust-me enabled 
CSBC(session-agent)# realm Core 
CSBC(session-agent)# ping-method OPTIONS 
CSBC(session-agent)# ping-interval 180          
CSBC(session-agent)# constraints enabled 
CSBC(session-agent)# ttr-no-response 900 
CSBC(session-agent)# options +trans-timeouts=2 
CSBC(session-agent)# done 
 

 

Element Configuration 

Main BT/BTIP 
session-agent 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# session-agent 
CSBC(session-agent)# hostname <BT_BACKUP_SA >  ex: 
BT_BACKUP_SA or Public BT FQDN 
CSBC(session-agent)# ip-address <BT_BACKUP_SA_IP> ex: 82.82.24.71 
CSBC(session-agent)# port 5060 => For unsecured though UDP 
CSBC(session-agent)# port 5061 => For secured though TLS 
CSBC(session-agent)# transport-method UDP => For unsecured though UDP 
CSBC(session-agent)# transport-method StaticTLS => For secured though TLS 
CSBC(session-agent)# trust-me enabled 
CSBC(session-agent)# realm Core 
CSBC(session-agent)# ping-method OPTIONS 



CSBC(session-agent)# ping-interval 180          
CSBC(session-agent)# constraints enabled 
CSBC(session-agent)# ttr-no-response 900 
CSBC(session-agent)# options +trans-timeouts=2 
CSBC(session-agent)# done 
 

 

1.2.3.3.1 

Element Configuration 

BT/BTIP Session 
Agent Group 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# session-group 
CSBC(session-agent-group)# group-name SSWCSBC 
CSBC(session-agent-group)# dest BT_NOMINAL_SA_IP 
CSBC(session-agent-group)# strategy hunt 
CSBC(session-agent-group)# sag-recursion enabled 
CSBC(session-agent-group)# stop-sag-recurse 400-407,409-499 
CSBC(session-agent-group)# app-protocol SIP 
CSBC(session-agent-group)# done 
 

 

 

Element Configuration 

BT Nominal 
Session-Agent 
Access-Control 

CSBC# conf t 
CSBC(configure)# session-router access-control 
CSBC(access-control)# source-address <BT_NOMINAL_SA_IP> ex: 
82.82.24.71 
CSBC(access-control)# destination-address <ESBC_NOMINAL_IP> ex: 
138.132.169.2 
CSBC(access-control)# realm-id Core 
CSBC(access-control)# application-protocol SIP 
CSBC(access-control)# access permit 
CSBC(access-control)# trust-level high 
CSBC(access-control)# transport-protocol UDP => For unsecured though UDP 
CSBC(access-control)# transport-protocol TCP => For secured though TLS 
CSBC(access-control)# done 
 



 

Element Configuration 

BT Backup 
Session-Agent 
Access-Control 

CSBC# conf t 
CSBC(configure)# session-router access-control 
CSBC(access-control)# source-address <BT_BACKUP_SA_IP> ex: 
82.82.24.71 
CSBC(access-control)# destination-address <ESBC_NOMINAL_IP> ex: 
138.132.169.2 
CSBC(access-control)# realm-id Core 
CSBC(access-control)# application-protocol SIP 
CSBC(access-control)# access permit 
CSBC(access-control)# trust-level high 
CSBC(access-control)# transport-protocol UDP => For unsecured though UDP 
CSBC(access-control)# transport-protocol TCP => For secured though TLS 
CSBC(access-control)# done 
 

 Provisioning BT/BTIP on a backup ESBC 

 

 

 

Element Configuration 

Local-policy 
from core to 

access 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# local-policy 
CSBC(local-policy)# from-address * 
CSBC(local-policy)# to-address (<4Digits started_range_DID> +<4Digits 
ended_range_DID + Private_Number) ex: (3329608 + 3329609 + 605) 
CSBC(local-policy)# source-realm Core 
CSBC(local-policy)# policy-attribute 
CSBC(local-policy-attributes)# next-hop SAG: N_<VLAN_ID>_<IPBX_VENDOR>
 ex: SAG:N_110_CISCO_CUCM 
CSBC(local-policy-attributes)# realm ACC_<VLAN_ID>_<IPBX_VENDOR> ex: 
ACC_110_CISCO_CUCM 
CSBC(local-policy-attributes)# app-protocol SIP 
CSBC(local-policy-attributes)# done 
 
CSBC(local-policy-attributes)# next-hop SAG: B_<VLAN_ID>_<IPBX_VENDOR>
 ex: SAG:B_110_CISCO_CUCM 
CSBC(local-policy-attributes)# realm ACC_<VLAN_ID>_<IPBX_VENDOR> ex: 
ACC_110_CISCO_CUCM 
CSBC(local-policy-attributes)# cost 1 
CSBC(local-policy-attributes)# app-protocol SIP 
CSBC(local-policy-attributes)# done 
 



 Customer Cisco CUCM IPBX South SIP configuration for Oracle SBC 
configuration

 Provisioning a Cisco CUCM IPBX on the ESBC 

 

Element Configuration 

Access Network 
interface 

CSBC# conf t 
CSBC(configure)# system 
CSBC(system)# network-interface 
CSBC(network-interface)# name M10 
CSBC(network-interface)# sub-port-id <VLAN_ID> ex: 110 
CSBC(network-interface)# ip-address <ESBC_SOUTH_NOMINAL_IP> ex: 
138.132.169.2 
CSBC(network-interface)# netmask 255.255.255.248 
CSBC(network-interface)# gateway <ESBC_SOUTH_NOMINAL_GW> ex: 
138.132.169.1 
CSBC(network-interface)# done 
 

 

Element Configuration 

Access Network 
interface 

CSBC# conf t 
CSBC(configure)# media-manager 
CSBC(media-manager)# realm-config 
CSBC(realm-config)# identifier ACC_<VLAN_ID>_<IPBX_VENDOR>  ex: 
ACC_110_CISCO_CUCM 
CSBC(realm-config)# network-interfaces M10:<VLAN_ID> ex: M10:110 
CSBC(realm-config)# access-control-trust-level high 
CSBC(realm-config)# media-policy mark-mp 
CSBC(realm-config)# class-profile mark-cp 
CSBC(realm-config)# mm-in-network disabled 
CSBC(realm-config)# restricted-latching sdp 
CSBC(realm-config)# trunk-context <VLAN_ID> 
CSBC(realm-config)# codec-policy codecfiltering  
CSBC(realm-config)# done 
 

 



 

Element Configuration 

Access Steering-
pool 

CSBC# conf t 
CSBC(configure)# media-manager 
CSBC(media-manager)# steering-pool 
CSBC(steering-pool)# ip-address <ESBC_SOUTH_NOMINAL_IP> ex: 
138.132.169.2 
CSBC(steering-pool)# start-port 6000 
CSBC(steering-pool)# end-port 20000  
CSBC(steering-pool)# realm-id ACC_<VLAN_ID>_<IPBX_VENDOR>  ex: 
ACC_110_CUCM 
CSBC(steering-pool)# done 
 

 

Element Configuration 

Access sip-
interface 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# sip-interface 
CSBC(sip-interface)# realm-id ACC_<VLAN_ID>_<IPBX_VENDOR>  ex: 
ACC_110_orange 
CSBC(sip-interface)# charging-vector-mode delete 
CSBC(sip-interface)# charging-function-address-mode delete 
CSBC(sip-interface)# options +strip-route-headers 
CSBC(sip-interface)# enforcement-profile filtermsg 
CSBC(sip-interface)# secured-network enabled 
CSBC(sip-interface)# local-response-map BT 
CSBC(sip-interface)# sip-ports 
CSBC(sip-port)# address <ESBC_SOUTH_NOMINAL_IP> ex: 138.132.169.2 
CSBC(sip-port)# allow-anonymous agents-only 
CSBC(sip-port)# exit 
CSBC(sip-interface)# done 
 

 Provisioning a new customer Cisco IPBX on a backup ESBC 

 

 

 
  



 Cisco IPBX objects 

 

Element Configuration 

Main Access 
session-agent 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# session-agent 
CSBC(session-agent)# hostname N-<IPBX_VLAN>-<IPBX_VENDOR>-<SA_X> 
  ex: N-331-CISCO-CUCM-SA-01 
CSBC(session-agent)# ip-address <IPBX_NOMINAL_SA_IP> ex: 82.82.24.71 
CSBC(session-agent)# port 5060 
CSBC(session-agent)# trust-me enabled 
CSBC(session-agent)# realm ACC_<IPBX_VLAN_ID>_<IPBX_VENDOR> 
 ex: ACC_331_CISCO_CUCM 
CSBC(session-agent)# ping-method OPTIONS 
CSBC(session-agent)# ping-interval 180          
CSBC(session-agent)# constraints enabled 
CSBC(session-agent)# ttr-no-response 900 
CSBC(session-agent)# options +trans-timeouts=2 
CSBC(session-agent)# done 
 

 

Element Configuration 

Backup Access 
session-agent 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# session-agent 
CSBC(session-agent)# hostname B-<IPBX_VLAN>-<IPBX_VENDOR>-<SA_X> 
  ex: B-331-CISCO-CUCM-SA-01 
CSBC(session-agent)# ip-address <IPBX_BACKUP_SA_IP>  ex: 82.82.24.71 
CSBC(session-agent)# port 5060 
CSBC(session-agent)# trust-me enabled 
CSBC(session-agent)# realm ACC_<IPBX_VLAN_ID>_<IPBX_VENDOR> 
 ex: ACC_331_CISCO_CUCM 
CSBC(session-agent)# ping-method OPTIONS 
CSBC(session-agent)# ping-interval 180          
CSBC(session-agent)# constraints enabled 
CSBC(session-agent)# ttr-no-response 900 
CSBC(session-agent)# options +trans-timeouts=2 
CSBC(session-agent)# done 
 



 

1.3.3.3.1 

Element Configuration 

Nominal Session 
Agent Group 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# session-group 
CSBC(session-agent-group)# group-name SSWCISCO  
CSBC(session-agent-group)# dest +N-<VLAN_ID>-<IPBX_VENDOR-<SA_X> 
 ex: +N-331- CISCO_CUCM -01 
CSBC(session-agent-group)# strategy roundrobin 
CSBC(session-agent-group)# sag-recursion enabled 
CSBC(session-agent-group)# stop-sag-recurse 400-407,409-499 
CSBC(session-agent-group)# app-protocol SIP 
CSBC(session-agent-group)# done 
 

1.3.3.3.2 

Element Configuration 

Backup Session 
Agent Group 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# session-group 
CSBC(session-agent-group)# group-name B_<VLAN_ID>_<IPBX_VENDOR>
 ex: B_331_CISCO_CUCM 
CSBC(session-agent-group)# dest +B-<VLAN_ID>-<IPBX_VENDOR-<SA_X> 
 ex: +B-331- CISCO_CUCM -01 
CSBC(session-agent-group)# strategy roundrobin 
CSBC(session-agent-group)# sag-recursion enabled 
CSBC(session-agent-group)# stop-sag-recurse 400-407,409-499 
CSBC(session-agent-group)# app-protocol SIP 
CSBC(session-agent-group)# done 

 



 

Element Configuration 

PBX Nominal 
Session-Agent 
Access-Control 

CSBC# conf t 
CSBC(configure)# session-router access-control 
CSBC(access-control)# source-address <IPBX_NOMINAL_SA_IP> ex: 
82.82.24.71 
CSBC(access-control)# destination-address <SBC_NOMINAL_IP> ex: 
138.132.169.2 
CSBC(access-control)# realm-id ACC_<VLAN_ID>_<IPBX_VENDOR>  ex: 
ACC_110_orange 
CSBC(access-control)# application-protocol SIP 
CSBC(access-control)# access permit 
CSBC(access-control)# trust-level high 
CSBC(access-control)# transport-protocol UDP 
CSBC(access-control)# done 
 

 

Element Configuration 

PBX Nominal 
Session-Agent 
Access-Control 

CSBC# conf t 
CSBC(configure)# session-router access-control 
CSBC(access-control)# source-address <IPBX_BACKUP_SA_IP> ex: 
82.82.24.71 
CSBC(access-control)# destination-address <SBC_NOMINAL_IP> ex: 
138.132.169.2 
CSBC(access-control)# realm-id ACC_<VLAN_ID>_<IPBX_VENDOR>  ex: 
ACC_110_orange 
CSBC(access-control)# application-protocol SIP 
CSBC(access-control)# access permit 
CSBC(access-control)# trust-level high 
CSBC(access-control)# transport-protocol UDP 
CSBC(access-control)# done 
 

 

Element Configuration 

Access sip-
interface 

CSBC# conf t 
CSBC(configure)# session-router 
CSBC(session-router)# local-policy 
CSBC(local-policy)# from-address * 
CSBC(local-policy)# to-address * 
CSBC(local-policy)# source-realm ACC_<VLAN_ID>_<IPBX_VENDOR>  ex: 
ACC_110_CISCO_CUCM 
CSBC(local-policy)# policy-attribute 
CSBC(local-policy-attributes)# next-hop SAG:SSW  for BTIP/BT SIP  
CSBC(local-policy-attributes)# realm Core 
CSBC(local-policy-attributes)# app-protocol SIP 
CSBC(local-policy-attributes)# done 
CSBC(local-policy-attributes)# exit 
CSBC(local-policy)# done 
 



 

 

Header Rule  Comment 

outToBT 
Modify user-agent header with IPBX/ESBC 
vendor version details before sending SIP 
messages to BT/BTIP 

 

Header Rule  Comment 

outToPBXsipManip 

Changes from and to header’s uri-host to 
SBC’s FQDN value and Modify user-agent 
header with IPBX/ESBC vendor version 
details before sending SIP messages to 
IPBX’s 

 

Header Rule  Comment 

 outToPBXsipManip 

CSBC # conf t 
CSBC (configure)# session-router sip-manipulation 
CSBC (sip-manipulation)# name outToPBXsipManip 
CSBC (sip-manipulation)# header-rules 
CSBC (sip-header-rules)# name my_To_hr 
CSBC (sip-header-rules)# header-name To 
CSBC (sip-header-rules)# action manipulate 
CSBC (sip-header-rules)# comparison-type case-sensitive 
CSBC (sip-header-rules)# msg-type request 
CSBC (sip-header-rules)# element-rules 
CSBC (sip-element-rules)# name My_To_er 
CSBC (sip-element-rules)# type uri-host 
CSBC (sip-element-rules)# action replace 
CSBC (sip-element-rules)# new-value $REMOTE_IP 
CSBC (sip-element-rules)# exit 
CSBC (sip-element-rules)# done 
CSBC (sip-header-rules)# name my_From_er 
CSBC (sip-header-rules)# header-name From 
CSBC (sip-header-rules)# action manipulate 
CSBC (sip-header-rules)# comparison-type case-sensitive 
CSBC (sip-header-rules)# msg-type request 
CSBC (sip-header-rules)# element-rules 
CSBC (sip-element-rules)# name My_From_er 
CSBC (sip-element-rules)# type uri-host 
CSBC (sip-element-rules)# action replace 
CSBC (sip-element-rules)# match-val-type ip 
CSBC (sip-element-rules)# new-value $LOCAL_IP 
CSBC (sip-element-rules)# exit 
CSBC (sip-header-rules)# name HR_CheckUserAgent 
CSBC (sip-header-rules)# header-name User-Agent 
CSBC (sip-header-rules)# action manipulate 
CSBC (sip-header-rules)# msg-type request 
CSBC (sip-header-rules)# methods INVITE 
CSBC (sip-header-rules)#  new-value “ORACLE SBC/v.8.2.0. \\ 
CISCO_CUCM/v.12.0” 



 

 

Header Rule  Comment 

 Header rule 
 

HR_ChangeUserAgent 

CSBC # conf t 
CSBC (sip-manipulation)# name outToBT 
CSBC (sip-manipulation)# header-rules 
CSBC (sip-header-rules)# name HR_ChangeUserAgent 
CSBC (sip-header-rules)# header-name User-Agent 
CSBC (sip-header-rules)# action manipulate 
CSBC (sip-header-rules)# msg-type request 
CSBC (sip-header-rules)# methods INVITE 
CSBC (sip-header-rules)# new-value “ORACLE SBC/v.8.2.0. \\ 
CiscoCUCM/v.12.0” 
CSBC (sip-header-rules)# done 
CSBC (sip-header-rules)# exit 
 


