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Information included in this document is dedicated to customer equipment (SBC, IPBX, TOIP ecosystems) connection to
Business Talk & BTIP service : it shall not be used for other goals or in another context.
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( General

1.1 Goal of the document

The aim of this document is to provide configuration guideline for AudioCodes eSBC North
OBS Carrier profile in VISIT Program.

The document presents configuration requirements on the AudioCodes eSBC, in order to
ensure the interoperability with Business Talk and Business Talk IP SIP infrastructure (SIP
proxy aSBC, Class 5, Appliance Server and Gateways Devil+/Neo).

1.2 References documents

Software Update for AudioCodes https://www.audiocodes.com/library/firmware

eSBCs https://services.audiocodes.com/

Audiocodes eSBC Overview https://www.audiocodes.com/media/3020/audiocodes-
mediant-enterprise-session-border-controllers-sbc-family-
brochure.pdf
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2.1 Introduction to architecture components and features
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2.2 Prerequisites

In case of encrypted SIP trunk architecture, TLS configuration is mandatory in order to exchange a
certificate with Orange BTalk A-SBC. The certificate is used by the E-SBC to authenticate the connection
with the management station (i.e., the computer used to manage the E-SBC through its embedded Web
server).

The customer must generate on the Audiocodes SBC a Certificate Singing Request (CSR) and
request to a public Certificate Authority (CA) a public certificate. After that the Root and intermediate
Certificate (PEM format) must be transmitted to Orange BTalk team.

Accordingly Orange team will transmit ours public Root and intermediate Certificate Authority (CA) which
signed Orange BTalk A-SBC'’s and should import on your Audiocodes eSBC.

Following requirements regarding Public DNS configuration:
In the SBC configuration, public DNS is used for outgoing calls (e.g. From PBX to BTol/BTIPol)

Internet-Facing LAN: either enter the IP addresses of 2 private DNSs, that relay DNS queries
to Internet, or enter the IPs of 2 accessible public DNS such as those of Orange (80.10.246.2,
80.10.246.129)

The configuration of the NTP on the SBC is not fully detailed in this document but it is recommended
to implement an NTP server (Microsoft NTP server or another global server) on Audiocodes SBC to
ensure that the SBC receives the current date and time. This is necessary for validating Certificates of
remote parties.
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2.3 Orange BTalk specifications

The information in this chapter are the SIP trunk specifications required in order to interconnect Orange
BTalk network. The Enterprise SBC must be compliant with those specifications. Those information’s
were used to define the configuration described in this document.

Supported RFC’s
RFC 3261 : Session initiation protocol
RFC 3264 : An offer/answer Model with the Session Description Protocol
RFC 3262 : Reliability of provisional responses in Session Initiation protocol (please refer
to provisional response and PRACK section)
RFC 3311 : The Session Initiation Protocol UPDATE Method
RFC 3323 : A privacy Mechanism for the session Initiation Protocol
RFC 3325 : Session Initiation Protocol for Asserted Identity within Trusted Networks
RFC 3204 : MIME media types for ISUP and QSIG Objects
RFC 3550 : RTP : A transport Protocol for Real Time Applications
RFC 3711: SRTP: Secure Real-time Transport Protocol
RFC 3960 : Early Media and Ringing Tone generation in the Session Initiation Protocol
RFC 4566 : SDP: Session Description Protocol
RFC 4568: SDP: Security Descriptions for Media Streams
RFC 2833/4733 : RTP payload for DTMF digits, Telephony Tones and telephony signals
RFC 5806 : Diversion Indication in SIP
RFC 5009 : Private Header Extension to the Session Initiation Protocol for Authorization
of early

Sip Methods supported :
INVITE
ACK
CANCEL
UPDATE (negotiated)
BYE
OPTIONS

Note : Sip methods not listed are not supported in this context
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SIP Message size specifications are:
SIP message limited to 4096 Bytes
SDP Body limited to 1024 Bytes

SIP signalling specifications are:
For unencrypted architecture  we need to configure UDP port 5060
For encrypted architecture (TLS) we need to configuration TCP port 5061

Media specifications are by default listed below an  d should be adapted to your
Customer service offer :
For unencrypted architecture  we need to configure RTP port 6 000 to 20 000
For encrypted architecture (TLS) we need to configuration SRTP port 6 000 to 20 000
for Business Talk over Internet or SRTP port 6 000  to 38 000 for Business talk IP
over Internet

Identification
For Audit purpose eSBC “User Agent” connected to Btalk/BTIP infrastructure require
following format: “IPBX/UC Vendor < Product> <Version>.<build> \ Audi ocodes
eSBC<SBC model> <Version>.<build>"
Same requirement apply on Server Agent in provisional response

Encryption specifications are :

TLSV.1.2

The following Cipher list is supported as Cipher Client/Server:
TLS ECDHE_RSA WITH_AES 256 GCM_SHA384 (Recommended)
TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_128 GCM_SHA256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256

Codec/Packet Rate specifications are (prefer order list) :
G.711 A-law 20 ms (or on demand specific G.711 p--law 20 ms)
G.729 20 ms (annexb = no)
G722 20 ms.

T.38 for FAX specifications are:
T.38 Fax over UDP
T.38 payload size 20 ms or 40 ms
NSF value 0
Fax rate management method Transferred TCF
UDP redundancy method T38UDPredundancy
T.38 version parameter 0
T.30data V.21
Data signaling rates: V.17 or V.29 or V.27ter
Error Correction Method (ECM) Enabled
Fax rate max 14400 bps
SG3-G3 fallback method Either ANSam removal or CM removal
Switching from voice mode to fax mode T.38 re-INVITE sent by called party
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Note: For T.38 the Audiocodes eSBC will be transparent. No adaptation will be done at SBC level and
needs DSP resources .
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DTMF transport specifications are:
RFC 2833/4733

Signalisation/ Media Tag specifications are:

SIP Probi

DSCP 46 (EF)

ng

BTalk/BTIP SIP Trunk relies on OPTIONS method to “probe” the eSBC, in dialog and
out of dialog.

The following answers are expected :

- Out of dialog: 200 OK (or any error responses) if UE is up, nothing if down

- In dialog: 200 OK if Call is active and 481 if Call is not active

The UE could use OPTIONS with max-forward=0 to probe BTalk/BTIP SIP Trunk, in this
case,

Business Talk will send back a 200 OK.

Call initiation

eSBC shall provide an SDP within his initial INVITE, delay offer (INVITE without SDP) is
not supported.

Media Session Modification/ Transfer — Call Forward

Modification of media (IP, codec, attributes ..) in reception/emission based on UPDATE
(With SDP) in Early Dialog and Re-INVITE in confirmed Dialog (with or without SDP)
Attributes “a=" miust be equal to send only, recv only, inactive, send recv.

In case of Call Forward, the diversion header must be provided by the UE.

Same Methods/Attributes/headers may be sent from BTalk/BTIP to UE.

Ring back Tone and Early Media

Presence of an SDP in provisional response does not indicate presence of a distant
early media (only p-early-media indicate presence of distant early media).

On reception of a 180 (without SDP) from Btalk/ BTIP, eSBC must play local Ring Back
Tone.

eSBC can indicate an early media, within presence of p-early-media header into his
provisional response.

Anonymous calls

If anonymization is requested, the UE should:

Set privacy header to “user” with From containing Calling identity

Or: set privacy header to id with From containing anonymous (“anonymous”
sip:anonymous@anonymous.invalid, P-A-l1 must contain the Calling party identification.
Same Settings could be used when Business Talk request anonymous calls.

Number format specifications are:

Called Number send to Orange network must be at E164 format
Calling Number send to Orange network must be in National format (0ZABPQMCDU or
00xxxxxxxx) or E164 format.
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Rerouting scenario :
On reception of a Sip Error message, UE must reroute in case of 408 et 50x
(500/501/502/503/504/505/513)
Emission of a Sip error message to Btalk/BTIP, UE must send 5xx if a rerouting is
expected from Btalk/BTIP service.
It's recommend to do not send 408 to Btalk/BTIP. If it's the case, UE will be considered
out of service until next Sip probing

Call defection :
0 3xx Sip message are not supported by Btalk/BTIP services. Those message will be convert

into Sip error messages.
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24 Architecture with Audiocodes “customer” SBC with OBS SIP North Carrier
configuration
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Applicable to all Session Border Controller with BT

Customer SBC —
architecture with eSBC

IP or BTalk over BVPN

@IP used by service

1 Single Customer SBC No redundancy eSBC @IP
2 Customer SBC - Local redundancy :
Nominal / Backup mode both SBC are hosted on the same site
OR eSBC1 @IP eSBC2 @IP
- Geographical redundancy
both SBC are hosted on 2 different sites
2 Customer SBC - Local redundancy :
in Load Sharing both SBC are hosted on the same site
OR eSBC1 @IP
- Geographical redundancy eSBC2 @IP
both SBC are hosted on 2 different sites
2 Customer SBC - Local redundancy:
in HA mode (Cluster) both SBC are hosted on the same site
OR
- Geographical redundancy eSBC VIP @IP

both SBC are hosted on 2 different sites
warning: Link level 2 between SBC with max delay
50ms required for geo-redundancy

+

Encnvypted SIR-Trunk throuah internetiet

Applicable to Customer SBC with BTalk over internet

Customer SBC —
architecture with eSBC

1 Single Customer SBC

No redundancy

only (International)

@IP used by service

eSBC1 @IP
or Public FQDN

2 Customer SBC
Nominal / Backup mode

- Local redundancy :

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

eSBC1 @IP or
Public FQDN

eSBC2 @IP or
Public FQDN

2 Customer SBC
in Load Sharing

- Local redundancy :

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

eSBC1 @IP or Public FQDN
eSBC2 @IP or Public FQDN

2 Customer SBC
in HA mode (Cluster)

- Local redundancy:

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

eSBC VIP @IP v
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warning: Link level 2 between SBC with max delay
50ms required for geo-redundancy

Applicable to Customer SBC with BTalk IP over inter

Customer SBC —
architecture with eSBC

net only (French)

@IP used by service

1 Single Customer SBC

No redundancy

eSBC1 FQDN Type A

2 Customer SBC
Nominal / Backup mode
(DNS Resiliency
model )

- Local redundancy :

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

eSBC public FQDN DNS Type SRV

2 Customer SBC
Nominal / Backup mode
(SIP Resiliency model )

- Local redundancy :

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

eSBC1 FQDN
Type A*

eSBC2 FQDN
Type A*

2 Customer SBC
in Load Sharing (SIP
Resiliency model )

- Local redundancy :

both SBC are hosted on the same site
OR

- Geographical redundancy

both SBC are hosted on 2 different sites

eSBC1 FQDN Type A*
eSBC2 FQDN Type A*

2 Customer SBC
in HA mode (Cluster)
(IP Resliency model)

- Local redundancy:
both SBC are hosted on the same site
OR
- Geographical redundancy
both SBC are hosted on 2 different sites
warning: Link level 2 between SBC with max delay

50ms required for geo-redundancy

eSBC VIP FQDN type A*
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Hardware or Virtual Model L= L

Reference product Software version

Mediant 50 0

Mediant 800
Hybrid enterprise SBC

Mediant 1000

Mediant 2600 )
Mediant 4000 V.7.2 = o <O#O#2"E
Mediant 9000
Mediant
; Server Edition
Pure enterprise SBC Metiant
Virtual Edition
Mediant
Cloud Edition
(MS Azure, AWS)
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2.6 -
Objects
This chapter describes the AudioCodes SBC necessary configuration steps for a correct
interoperability with the Orange Business Trunking Business Talk.
AudioCodes configuration parts listed below will be detailed step by step:
Coders and Profiles
VolP Network
Core Entities
Security
Media
SBC
Message Manipulation
Note: All configuration parts listed above are present in the menu “SETUP” of the Audiocodes
SBC WebGui interface under the following tab:
“IP NETWORK?”, “SIGNALING & MEDIA”, "ADMINISTRATION”
moudiocodes MONITOR TROUBLESHOOT
MEDIANT 1000
AudioCodes Web User interface
Warning:
Before applying the configuration described in this document, you need to do a Backup
of your Audiocodes SBC configuration (save the INI file on your laptop). When you have
finished the configuration do a “Save” of your SBC configuration and do again of
Backup of your new configuration.
Information and Syntax
Inside the configuration pages described in the following Chapters, the tables include an
“Index” column. Those “Index” are given as example. The real indexation will depend on the
current Configuration present on the SBC . This is have “no impact” on the configuration
except in the “Message Manipulation” step were you must respect the order of rules in
manipulations tables.
The naming of the different object created (Network interface, Rules names,...) must be
respected in order to guaranty the coherence of the configuration and easy to check by
Orange in case of issue.
1" ##! $9%6! 16
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Few parameters highlighted in ~ fGFéeR’ color (IP Address, capacity,...) in this document
are given as example and must be replaced by the real value specific in your context.

Several tables in the following Chapters, will contain lines in “ " color. Those lines are
indicated as example and reminder of the existing configuration of the “south” side
(IPPBX side) inside the SBC. If the SBC used is a new one without existing configuration,
you must replace those “Grey” lines according the specifications of your IPPbx/UC Device
you want to interconnect to BTalk/BTIP network.

" " # $% %
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No configuration is required in this section. Existing IP Interface, Ethernet Device and Device
Group could be used. It is anyway recommended to have a dedicated IP Interface for Service
provider SIP Trunk like Orange in order to differentiate Traffic Sip Internal and Traffic Sip of the
Service Provider.

2 2% #

+ Messaae Palicy

Orange BTALK specifications require to limit the size of the SIP message to 4096 Bytes and SDP
Body to 1024 Bytes. To do so, it is necessary to create a dedicated “Message Policy” name “BTALK
Max SIP Size”. This Message Policy will be associated to the “SIP Interface” dedicated to Orange
BTALK interconnexion.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».
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Open SETUP >

SIGNALING & o
MEDIA > wwwww Send Rejection Policy Reject
MESSAGE e o
MANIPULATIO ot o
N >MESSAGE
POLICIES : —
2. Click on “+ New”
3. Entera 5
meaningful e
name -?
=M , -
N ?

4. Click on “Apply”

The number Policy QCaudiocodes [ o
will appear in the e 5 o e

A @@ so| m
list

£} TOPOLOGY VIEW Message Policies (3)

4 coreenTmes -
[“hen] e B L

oEx =

SRDs

SIP Interfaces 2)

Media Realms (2)
Proxy Sets (3)
P Groups (4)

CODERS & PROFILES

GATEWAY #2[BTALK Max SIP Size] =

SIP DERNITIONS
GENERAL

4 MESSAGE MANIPULATION

Name

Message Manipulations 24)

MEDIA

INTRUSION DETECTION

This section describes configuration of the Voice Settings: Coders and SIP profiles.

+ Allowed’/Audio €odefs Grounsps

Allowed Audio Coders Groups are used to remove codecs from an SDP offer and/or to modify the
order or preference in the codecs list.
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> 9 ? 0
56744 8
56733 9& 8
56742& 8

* |f specific Customer request it

1. Open SETUP
> SIGNALING
& MEDIA >
CODERS &
PROFILES >
Allowed Audio
Coders Groups

2. Click on “+
New”

3. Entera
meaningful
name -?

=M?

4, Click on
“Apply”

5. Clickon
“Allowed Audio
Coders 0

items Cancel
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6_ ClICk on gy MEDIANT 1000 SIGNALING & MEDIA D it
” @®@® o a v
New
7 Select the £ TOPOLOGY VIEW Allowed Audio Coders Groups (2)
. 4 COREENTITIES. mEn pageli ot Show (10 ¥ | records per page :
coders as T
mention in the o
table of om—
parameters il
above, in the ol oA
[ v oo s 3
same order e o
Classification (2)
5 (0)
Do not select

“G711 A-law VBD”
or “EG-711 A-law”
as they are not

regular G711a
QCaudiocodes serue - ™
wepunr 1000 | SIGNALING & MEDIA D enuty, porameter,
OO o
(® Allowed Audio Coders Groups [#0] > Allowed Audio Coders (3)
[“he] e JES potelTTort . Show 7] o pepage
[0 o
o =
an
4 CoDERS &pROLES
o rofies @
Tetprofies @) v
Codersatngs #0 e ]
Coder Groups
| Sowtrdocosencopemr ________J
Allowed Video Coders Groups (0) e
Coter
% User-defined Coder
9 4 = ;

Even if this not the standard behaviors, some customer IPBX/device could send several “codec” in the
SDP answer (SDP with multiple codecs into Audio M Lines). This behavior is not supported by Orange
BTalk network. As solution on the Audiocodes SBC, it is required to implemented a different “Allowed
Coder Group” to filter the answers. This will force all calls to the selected a unique “G711 A-law”
codec.

Note: If you are in this case you don’t need to create the “BTIP” “Allow Coders Group” described in the
previous chapters.
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> 9 2 * 0

56733 9 8

Open SETUP >
SIGNALING &
MEDIA > CODERS
& PROFILES >
Allowed Audio
Coders Groups GENERAL
2. Click on “+ New”
3. Enter a meaningful Inglex. !
name -? , ? Name - PCMA
4. Click on “Apply”
5. Click on “Allowed

Audio Coders 0
items”
R ——
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. Click on “+ New"
7. Select the coders
as mention in the
table of parameters
above, in the same
order

5
Do not select “G711 A-
law VBD” or “EG-711 A-
law” as they are not
regular G711a codecs

£} TOPOLOGY VIEW Allowed Audio Coders Groups (2)
CORE ENTITIES
4 CODERS & PROFILES
INDEX 4 NAME
IP Profiles (2) 0 i BTIP
Tel Profiles (0) 1 PCMA
Coder Settings
Coder Grou|
g #1[PCMA]
Allowed Audio Coders
Groups (2)
Allowed Video Coders
Groups (0) GENERAL
4 SBC Name ® PCMA
Classification (1)

Allowed Audio Coders 1 items >>
4 Routin

£} TOPOLOGY VIEW (® Allowed Audio Coders Groups [#0] > Allowed Audio Coders (1)

CORE ENTITIES

o Page 1 of 1 Show |20 ¥ 7\ recor
4 CODERS & PROFILES

INDEX # CODER USER-|
IP Profiles (2) 0 I G.711 A-law -
Tel Profiles (0)
Coder Settings

#0

Coder Groups
Allowed Audio Coders
Groups (1) o
Allowed Video Coders Groups EL300
) Coder ® G711 Alaw

SBC

-

IP Profile-Seitinas s

The IP Profile settings is a set of parameters with user-defined settings relating to signaling and media.
The IP Profile will be assigned later to specific IP calls.

This IP Profile will re-use the “Allowed Audio Coders” created in the previous chapter in order to
compliant with Orange BTalk codec list. In case of Standard installation  will use the “BTALK” or in
particular case the “PCMA” Allow Audio Coders.

This IP Profile will be configured to be compliant with Orange BTalk specification:

Transfer allowed via Re-invite
DTMF via RFC 2833/4733
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Note:

For DTMF, the Audiocodes SBC will be able to convert SIP INFO message to RFC2833/4733. DTMF
inbound will be not converted by the SBC because it requires DSP resources on SBC.

For Transfer , the Audiocodes SBC will be able to convert REFER into RE-Invite.

In some case SIP Provisional Response ACKnowledgement (PRACK RFC 3262))

could be required (For Cisco CUCM) to be interworked with Orange which not support PRACK. SBC
device can be configured to resolve this interoperable issue and enable sessions between such
endpoints. SIP PRACK handling is configured using the IP Profile parameter, SBC Prack Mode :
Mandatory on the IP profile of the Customer IPPBX

All of those conversions will stayed under customer responsibilities depending of South

private architecture context

Transport tag require EF (DSCP 46) for Media and Signaling

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

“Section: SBC Media”

" " . 8 3*3 . >
“Section: Quality of Service ”
$ %
“Section: SBC Forward and Transfer ”
! ?
" !!
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1.

Open SETUP >
SIGNALING &
MEDIA > CODERS
& PROFILES > IP
Profiles

Click on “+ New”
Enter a meaningful
name -?

P =M ?
Change the
parameters
indicated above as
follow

[Profile_Orar;

GENERAL

Ingex
Name

Created by Routing Server

MEDIA SECURITY

SBC Media Security Mode
Gateway Media Security Mode
Symmetric MKI

M size

SBC Enforce MKISize

$BC Media Securiy Method

Reset SRTP Upon Re-key

[IPP_BTALK]

SBC MEDIA

Mediation Mode
Extension Coders Group
Allowed Audio Coders
Allowed Coders Mode
Allowed Video Coders
Allowed Media Types
Direct Media Tag

RFC 2833 Mode

RFC 2833 DTMF Payload Type
Alternative DTMF Method

Send Multiple DTMF Methods

o 1PP_BTALK

Asis
preferable
Disable

[
Dontenforce
S0ES

Disable

RTP Mediation

o #0(BTALK

Restriction

» Extend

o101

Asls

Disable

Adapt RFC2833 BW to Voice coder BW | Disabled

SDP Ptime Answer

Remote Answer

SBCSIGNALING
PRACK Mode Transparent
prassertedidentity Header Mode asts
Diversion Header Mode asts
History-nfo Header Mode asis
Session Expires Mode Transparent
Remote Update Support Supported
Remote re-INVITE Supported
Remote Delayed Offer Support Supported
Remote Representation Mode According to Operation Mode
Keep Incoming Via Headers According to Operation Mode
Keep Incoming Routing Headers According to Operation Mode
Keep User-Agent Header According to Operation Mode

e

v View

v View

v

SBCHOLD

Remote Hold Format « | Send Only
Reliable Held Tone Source ® No

Play Held Tone « Internal

SBC FAX

Fax Coders Group -

Fax Mode Asls
Fax Offer Mode All coders
Fax Answer Mode Single coder

Remote Renegotiate on Fax Detection | Transparent

Fax Rerouting Mode Disable

[Profile_Or

Remote Multiple 18x

Remote Early Media Response Type
Remote Multple Early Dialogs

Remote Multiple Answers Mode

Remote Early Media RTP Detection Mode
Remote RFC 2960 Suppart

Remote Can Play Ringback

Generate RTP

SBC MEDIA
Mediation Mode
Extension Coders Group
Alowed Audio Coders

Allowsd Codars Mode.

supported
Transparent

According to Operation Mode
Disable

8y Signaling

Not Supported

ves

None

RTP Mediaton

o zoETR

- Restriction and Desfersnce.

Canc

I APPLY

= User Regisration Time. )
= NAT UDP Registration Time E]
= NATTCP Registration Time a
v
. 'SBC FORWARD AND TRANSFER
v Remote REFER Mode o [Handte Locally
v Remote Replaces Mode Standard
v Play RBT To Transferee No
Remote 3xx Mode « [Handte Locally
. SBCHOLD
v Remote Hold Format «[sendony
e Reliable Held Tone Source [0
Play Held Tone « internal

cance! [EEAG

(

1" ##! $%!

() %#S *+
/0 $1 0 #%01!! /
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[Profile_Orange. North]

Early Media
Early 183

Early Answer Timeout [seci

ofile Preference

Coders Group

Play 88 Tone 1o 1P
Progress Indicator 10 1P
Hold

Add IE In Setup

QS1G Tunneling
Copy Destination Number to Redirect Number

Number of Calls Limit

GATEWAY DTMF

RTCP Feedback Feedvack Off v
Volce Quality Enhancement Disable v
Max Opus Bandwidth )

Generate No-op No v

QUALITY OF SERVICE
RTPIP Diffserv 4
Signaling Diffserv .2

JITTER BUFFER
Dynamic ftter Buffer Minimurm Delay [msec] 10
Dynamic itter Buter Optimization Factor 10
Jitter Buffer Max Delay [msec] 250

cancel [[RRAY

Disable

Disable

Disable

Enable

Disable

Disable

A

Click on “Apply”

appear in the list.

The new Objects will

£} TOPOLOGY VIEW
4 COREENTITIES

SRDs (1)
SIP Interfaces (1)
Media Realms (2)
Proxy Sets (3)
1P Groups (4)

4 CODERS & PROFILES

Tel Profiles (0)
Coder Settings
Coder Groups
Allowed Audio Coders Groups (2)
Allowed Video Coders Groups (0)

4sBC

Cassification 2)
4 Routing

Routing Polices (1)

1P-to-1P Routing (7)

Alternave Routing Reasons (0)

IP Profiles (3)

[ e B

INDEX +

3

#1[IPP_BTALK]

GENERAL
Name

Created by Routing Server

MEDIA SECURITY.
SBC Media Security Mode
Gareway Media Security Mode.

Sumemernic vl

« PP_BTALK

No

asis
Praferabie

Dicatie

page[i ot Show [10 v | records per page
NAME
1PP_BTALK
1PPBX
v
SBCSIGNALING
PRACK Mode:

Passertedidentiy Header
Oiversion Header Mode
History-info Header Mode.
Session Expires Mode
Remote Update Support
Remote reINVITE

PROFILE PREFERENCE

Transparent
asts
sts
sts

Transparent

suppor

Supported

1" # $%!
%# $
( /0$10#%011l/

()

*+

+

26



Business
Ul Services

Core Entities

+ SRD Table

No configuration is required in this section. We will use the existing “DefaultSRD”

+ SIP Interface-Tablec

The SIP Interface table allows to define a local, listening port number and type (e.g. UDP or TCP), and
assigning an IP Network interface for SIP signaling traffic.

This SIP signaling will be configured to be compliant with Orange BTalk specifications:

For unencrypted BT SIP Trunk architecture, we need to configure UDP port 5060

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Note: “Network Interface” will defined by the Customer itself.

1. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > SIP
Interfaces

2. Click on “+ New”
Enter a meaningful
name -?

#$%E&' "(?

3. Change the
parameters
indicated above as
follow

1" ##1 $%! 27
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appear in the list.

@@ w a

£} TOPOLOGY VIEW

4 COREENTITIES

Media Realms (2)

Proxy Sets (3)

1P Groups (4)

CODERS & PROFILES

$8C

GATEWAY

SIP DEFINITIONS
MESSAGE MANIPULATION
MEDIA

INTRUSION DETECTION

SIP RECORDING,

SIP Interfaces (2)

e oo I

INDEX 2 NAME
o Slcust
z SLETALK

#2[SI_BTALK] 1 DefaultSRD

GENERAL
Name

Topology Location
Network Interface
Application Type
P Port

TP port

E)

W DetautsRD (20)
1 DefauifSRD (20)

SRD #0 [DefaultSRD] -

GENERAL MEDIA:
Index Media Realm - v | View
APRCAOITIPe 4| SBE TLS Context Name o = - View
UDP Port. 0 TLS Mutual Authentication
nseon
J—
P

Click on “Apply”

The new Objects will weDUT 1000 SCAING £ MEDA

page[i o1 Show [10 ¥ | records per page

NETWORK - i . ENCAPSULATING
apeL T L T P g

NeToRK. PLICATIONTYPE  UDP PORT Tcp pORT TS POR sty

NLBTALK aw o 5060 5061 No encapsulaton|

NIBTALK sac 5080 ] o Noencapsultion|

MEDIA
Media Reaim
Direct Media Disable

SECURITY

LS Context Name

TLS Mutual Authentication

+ Media Realm Table-

The Media Realm Table allows allowed range media defined on gateway depending on traffic.

This Media will be configured to be compliant with Orange BTalk specification:
For unencrypted BT SIP Trunk architecture, we need to configure RTP port 6 000

to 20 000

Note: On Audiocodes SBC, for RTP port range keep in mind that the RTP UDP port spacing must be
“10". This mean that for example 5 sessions SIP, 5*10 ports RTP from 6000 to 6050 will be reserved.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

1" ##! $%!

& ' () w#s
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Note: The table above shows the configuration for 100 calls maximum with Orange. The “Media Session
Legs” should be adapted to your Customer service offer. “Port Range Start” and “IP interface name” will
defined by the Customer itself.

Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > MEDIA
REALMS CENER QUALITY OF EXPERIENCE

2. Click on “+ New” - . O

Enter a meaningful B = : ] e
name -? — o[ eommmin <] vew
%&l u( 2 Port Range Start o 7000

Number Of Media Session Legs NECY

3. Change the
parameters o
indicated above as
follow

Cancel

Click on “Apply”
The new Objects will OCoudiocodes [t
appear in the list. MEDANT 1000 SIGNALING & MEDIA

OO w a
£ TOPOLOGY VIEW Media Realms (2
4 COREENTITIES . .
|& page[i ot Snow [ 10 ¥ | records per page
SRDs (1)
SIP Interfaces (2) INDEX + NAME 1PV INTERFACE NAME PORT RANGE START [‘E‘g\;“x OF MEDIA SESSION PORT RANGE END DEF|
o Boskis ). 2 MR_BTALK: NI_BTALK. 7000 100 7999 No.
Proxy Sets 3) 3 PBX NIBTALK 8000 100 8999 No.
1P Groups (4)
» CODERS & PROFILES
» sac
)
CATEWAY #2[MR_BTALK]
» SP DERINITIONS
¥ MESSAGE MANIPULATION GENERAL 'QUALITY OF EXPERIENCE
Nome o ursTAK Qe profie
PIMEDIA Topology Location Down Bandwidth Profile
S 1Pyé tertce Name o T View
Port Range sart )
} SIPRECORDING Number Of MedaSessionLe..  # 100
poresange £ng 799

" $9%! 29
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+ Proxy SetTablecandAddress:

* 3 * 0 * B .&4/ =M
- * M +)0

This Proxy will be configured to be compliant with Orange BTalk specification:
For unencrypted BT SIP Trunk architecture, we need to configure UDP port 5060
For Sip trunk keep alive done with “Options " message (every 300 seconds)
For Sip trunk redundancy Homing (the first Proxy Address is always select if
available) and Proxy Hot swap Enable ( In case of Invite reject or no answer ,the call
is moved to the next Proxy Address)
2 Proxy Address will be configured for redundancy purpose

% %

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Note: Please avoid using Proxy Set 0 Index. The IP set in the “Proxy Address” is the IP provided by
Orange for the SIP trunk BTALK. “Options” message will be sent by the Audiocodes SBC to verify if
the Orange BTalk network is reachable.

All the screenshots below showing some IP address a re given as example. You should replace
them by the correct IP or FQDN

1" # $%! 30
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1.

Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES >
PROXY SETS
Click on “+ New”
Enter a meaningful
name -? )#%&' "( ?
Change the
parameters
indicated above as
follow

GENERAL

Index
Name « PSBTALK
Gateway IPv4 SIP Interface

SBCIPvA SIP Interface .

LS Context Name

KEEP ALIVE

Proxy Keep-Alive .
Proxy Keep-Alive Time [sec] . 180
Keep-Alive Fallure Responses

Success Detection Retries 1
Success Detection Inerval 10

Fallure Detection Retransmissions

#2[SI_BTALK]

v | View

v | View

Using OPTIONS. v

REDUNDANCY.

Redundancy Mode

Proxy Hot Swap

Proxy Load Balancing Method

« Homing
« Enable

Disable

Min. Active Servers for Load Balancing 1

ADVANCED

Classification Input

DNs Resolve Method

1P Address only

Click on “Apply”.
The new Objects
will appear in the
list.

QCaudiocodes

SeTuPp
SIGNALING & MEDIA

@G

S0 Al v

£} TOPOLOGY VIEW
4 COREENTITIES
SRDs 1
5P inerfaces 2)
Media Realms 2)
Prowy sets ()
P Groups (4)
CODERS & PROFILES
sec
GATEWAY
SIPDEFINITIONS
MESSAGE MANIPULATION
MEDIA

INTRUSION DETECTION.

SIP RECORDING

Proxy Sets (3)

e R

oK~ nave B
o B DefauissRD (0)
2 B DefauitsRO (<)
3 1PPEX_Lab1 B DetauissAD (70)

#2[PS_BTALK] 1 DefaultsRD

GENERAL
Name o s BTALK
Gateway IPva S Intrface
S8C N4 P Interace

TS Context Name.

« sLeTAL

KEEP ALVE

pagelr

ot Snow [10.¥ | recorcs per page

GATEWAY V2 SIP
INTERFACE

SBCIPYE P INTERFACE

PROXY KEEP-ALIVE TIME
€

5 REDUNDANCY MODE

SLBTALK C)
SLETALK i Homing,
SLBTALK )

Redundancy Mode « Homing.

Prouy Hot Swap
Prory Load Balancing Method
Min. Actve Servers for Load .. '

ADVANCED

PROXY HOT SWAP
Disabie
Disatie
Disavie

Edic

&
(

I A $9%!
() %S
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To configure
“Proxy Address "
and “Transport QCaudiocodes SETUR. - 3
Type”, you have to | e )
configure to select D@ =[x
the “Proxy Set” just )
created. S s R
6. C|ICk on the “Pl’Oxy Z:D:"::ﬂmsm GENERAL REDUNDANCY
Address 0 items” pentea T e
link at the bottom of e e =
the page. E—
e
W
7. Ifyouwantto
backup the nominal
BT Proxy address
index 0, you can <hbi
can add a second Index
“Proxy Address” as Proxy Address | 17222246.33:5060
backup with the N— R
Index 1 N— ,
8. Atthe End at least
1 PrOXy Items Proxy Random Weight 0
should create (2
items in case of
Backup)
Cancel
" ##! $%! 32
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GENERAL

Index 1

Proxy Address e | 172.22.246.73:5060

Transport Type e | UDP v

Proxy Priority 0

Proxy Random Weight 0

Cancel WA

QCaudiocodes SEruP . M B
MEDIANT 1000 SIGNALING & MEDIA

énuiy, parameter, value

@O wo i 5

£} TOPOLOGY VIEW 5 ® Proxy Sets [#2] > Proxy Address (2)

8 poge[Jor - snow 0] recor e poge I

S oex rowy AoDRESs TavspoRT e
e el 2) o 122220833500

' e e

1P Groups (4)
CODERS & PROFILES
s8¢

Classiication (2) #
4 Rounng,

Routing Palicies (1)

1P-t0-1P Routing (3) CERERAL
ARernative Routing Reasons (0) = Proxy Address ol oo
1P Group Sex(0) Transport Type $,u0p
Manipulation proxy Prioriy 0
SBC General Settings
Proxy Random Weight 0

Call Adrmission Control Profile (0)
Malicious Signature (12)

Excernal Media Source (0)

1" # $%! 33
& () WHS$S o+ R
( /0$10#%011l/



Business
Ul Services

+ |P Group Table:

The IP Group table allows logical IP entities creation with a set of parameters such as Proxy set ID, IP
profile ID to separate provenance and destination traffic.

A new IP Group specific to Orange BTALK SIP Trunk needs to be create as Server Back-to-back
(B2BUA) with message Manipulation on the outgoing Orange side . The IP Group will be composed
of the objects previously created in the table: Media Realm, Proxy Set and IP Profile.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Note: Please avoid using IP Group Index “0”. The value “-1" inside the «Inbound Message
Manipulation set " parameter indicate that “None” Manipulation is needed for incoming message
from Orange BTALK. The value “2” inside the «Outbound Message Manipulation Set " parameter
indicate a set of Manipulations (inside the Man Set ID “2”) are requi  red for outgoing message
toward Orange BTalk Network. Those Manipulations are described in the next chapters.

1" ## $9%! 34
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Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES
>|P_GROUP

Click on “+ New”
Enter a meaningful
name -?

$) &' "( ?

Click on “Apply”
Click on “Allowed
Audio Coders 0
items”

GENERAL

Index

Name «| PG BTALK

Topology Location Down v
Type Server v
Proxy Set o RPSETAK v View
1P Profile o #pRETALG v | View
Media Realm o ®2MRBTAL v View
Contact User

SIP Group Name

Created By Routing Server

Used By Routing Server Not Used v
Proxy Set Connectivity

QUALITY OF EXPERIENCE

QoE Profile

Bandwidth Profile

MESSAGE MANIPULATION

View

View

Inbound Message Manipulation Set a
Outbound Message Manipuiation Set o[2
Message Manipulation User-Defined String 1
Message Manipulation User-Defined String 2

Proxy Keep-Alive using IP Group settings. o Enadle

SBC REGISTRATION AND AUTHENTICATION

Max. Number of Registered Users El

cancel [[EE00

Click on “Apply”.
The new Objects
will appear in the
list.

QCaudiocodes

MEDIANT 1000

A
&

D Entty, paramerer vlue|

SO Al v

(CJO

£} TOPOLOGY VIEW
4 COREENTITES

SRDs (1)
SIP nterfaces (2)
Media Realms 2)
Proxy Sets 3)

CODERS & PROFILES
sec

GATEWAY
SPDEANTIONS.
MESSAGE MANIPULATION
Veo

INTRUSION DETECTION

SIP RECORDING

1P Groups (4)

o B}

DX s NAME a0 e
o Oetaut G B DetaulsRD (20 Server
1 1P6.8TALK W OetauisRD (30 Server
2 3 B DetausR0 (20 User
3 Prex B OeaursRD (50 Serv

#1[1PG_BTALK] 1 DefaultsRD

GENERAL
Name

Topology Locatien oown
e Server
prowyset o ps 8TAK
®profie o pp.aTAK

pageli o Snow [0 v | records per page

SBCOPERATION ¢ 3 —
o PROXY SET P PROFILE MEDIAREALM
NotConfigured | Proxyset 0 =
82808 P BTAL 1PPBTAL MRBTALK
NotConfigured  ~ 3 iPax
s2804 1PPB_Lab1 wrex e
QUALITY OF EXPERIENCE
Qo profie
Bandwidth Profie
Vview MESSAGE MANIPULATION
View
Inbound Message Maniouia..

spGRoUP
NAME

cusssiFy By
PROXY SET

Enstie

fe)
outBoUND
MEssaGE

MANIPULATION
ser

1
2
1

View

view

&
(

I A $9%!
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3 SIP Message Manipulation

For unencrypted or encrypted BT SIP Trunk architecture, it is required to implement some Message
Manipulation for the outgoing message toward Orange BTalk.

Those Manipulations Rules are detailed in chapter “ : ;

Please jump to this Chapter directly
TLS profile
+ TLS Context

The encrypted architecture requires the usage of an encryption Key and Ciphers presentin a TLS
Context in order. A specific Orange BTALK TLS Context have to created.

This SIP signaling will be configured to be compliant with Orange BTalk specification:

For encrypted BTALK SIP Trunk architecture we need to configure TLS V1.2
Key size 2048
Cipher list is supported as Cipher Client/Server:

0 TLS ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_DHE_RSA WITH_AES_128 GCM_SHA256 (Recommended)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA WITH_AES_128 CBC_SHA256
TLS_DHE_RSA WITH_AES_256_CBC_SHA256
TLS Mutual authentication activate

O O0OO0OO0OOoOO0Oo

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

% $ ?8. 84)+5, ?=<1 ?8. 84)+5, ?=<1 4*1<

Actions Screenshot

1. Open SETUP > IP
NETWORK >
SECURITY > TLS
CONTEXTS

2. Click on “+ New”
Enter a meaningful
name -? * + ?

3. Change the
parameters
indicated above as
follow

" 4 $%! 36
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[Orange]
GENERAL
Index 1
Name | Orange
TLS Version *|TLSv12
DTLS Version Any

Cipher Server

.

DHE-RSA-AES256-GCM-SHA384

Cipher Client ® | DHE-RSA-AES256-GCM-SHA384
Strict Certificate Extension Validation Disable
DH key Size | 2048

0OCspP

QCSP Server Disable
Primary OCSP Server 0.0.00
Secondary OCSP Server 0.0.00
OCSP Port 2560
OCSP Default Response Reject

Cancel [EASYR

Click on “Apply”
The new Objects will
appear in the list.

QCaudiocodes SETUP

MEDIANT 1000

® @ sk oAl v

£ NETWORK VIEW TLS Contexts (2)

4 CORE ENTITIES

| & pags [ o1 - 1 show 7] recors pr page
IP Interfaces (1)
Ethernet Devices (1) INDEX * NAME | TLSVERSION DTLS VERSION
Ethernet Groups (3) 0 default Any - Including SSLv3 Any
Physical Ports (3) 1 Orange TLsvi2 Any
Static Routes (0)
NAT Translation (2)
4 SECURITY
Contexts (2)
Firewall (0) #1[Orange]
Security Settings
i GENERAL ocsp
oA Name » Orange OCSP Server Disable
TLS Version ° TLSVI2 Primary OCSP Server 0.0.00
WEB SERVICES DTLS Version Any Secondary OCSP Server 0000
. -RSA-Al -GCM-SHA:
T Cipher Server DHE-RSA-AES256-GCM-SHA384 0CSP Port 2560

" $9%!
& () %HS *+ o+
( /0$10#%011/
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+ Certificate-Sianina Reaugst {CSRIF)

The TLS Context need a Certificate signed. To obtain this Certificate Authority (CA) you must
generate your CSR base on the information of the SBC and Company with SHA-256 encryption.

As soon you received the CA, you will load it on the Audiocodes SBC on the TLS Context create for
this interconnexion with Orange BTALK.

The mentioned parameters in the table below are the one specific to Customer. It is just an example of
CSR for a Company “EnterpriseTOTO” located in Paris France with an SBC with FQDN name
“SBC123@TOTO.com” resolving Public IP 83.206.61.113

4*1<

audiocodes

On the TLS context
you just create go

on the Bottom page CORt _ - - -
and click on €3 NETWORK VIEW 2 Elagle Ay sbdidng SShis Aoy
“Change 4 CORE ENTITIES.
e » IP Interfaces (1)
Certificate oty Hiranee) “
2. Change the Pyt Fars
parameters St SSE— SE—
indicated above 4 secuRTY Tsverson nsaz rmary ocspsener
S u » onsveson seconday0csp seve 0000
3. Click “Create CSR Sier — — -
Securty Sectngs Cipher Client ocsP DefauitResponse: Rejec
» QUALITY. ‘Strict Certificate Extensio...
) DNS B 2B e
+ WEB SERVICES.

¥ HTTP PROXY. | [< > > > |
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QCaudiocodes sep -, v

MEDIANT 1000

1P NETWORK O Enny, parameter, value

@G s~ >

€} NETWORK VIEW CERTIFICATE SIGNING REQUEST
4 CORE ENTITIES. —————————
Comman Name [CN] [Eecizzero10.0
IP Interfaces (1)
S Organizationsl Unit 0U] (optianal
Ethernet Groups (3) Company name (0] (priana) EnterpriseToTO
Physical Ports (3]
Locality or ity name [ @priona) paris

Static Routes (0)

NAT Transiation

State (ST] (optional)

4 SECURITY Country code (€l (optional) R
LS Contexts (4) 15t Subject Alternative Name [SAN] 3 v | 8320661113
Firewall 0)
2nd Subject Alternative Name [SAN] EMAL v
Security Settings
3rd Subject Alternatve Name [SAN MAL v
QuATY g e i
4th Subject Alternative Name [SAN] EMAL v
NS
Sth Subject Aternatve Name [SAN] AL v
WEB SERVICES
Signature Algorithm SHA256 v
HTTP PROXY Create CSR
RADIUS & LDAP ‘After creating the CSR, copy Certification si

On the page should QCaudiocodes [

appear a text in blue MeDuNT 1000 © enty. poramete oo
hich @@ = a s
{3 NETWORK VIEW State [ST] (oprional)
CSR. r— S — E
pinertaces () 152 Subject Akemate Name 5400 v
Ethernet Devices (1)
2nd Subject ArertveNrme (SAN] AL v
Ethernet Groups (3)
——— 3 Sutjec Avernanve Kame 53N AL v
i Routes (1 =
i SubjectArmaove Name 541 oL v
NAT Transiton @)
Sin SubjectArenacve Name 54N AL
4 secuRny
signaure Agoriom srazse v
)
Firewall (0) Create CSR
secury sernss = S
Quary secn cenrteicare sequesr- )
e sl i b
ons o d egooat
oY PO IOL eSS L L6y Ao s
— B
Sorsomm O
Fomsiosgokin g PRARD:
R, ND CERTIFICATE REQUEST-
RAOIUS 8LDAP
GENERATE NEW PRVATE KEY AND SELFSIGNED CERTICATE
AovaNCED
e ey e 08 v
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When the CSR is generated copy the CSR text and send it to Organization to be signed and get a
Certificate Authority (CA). The Root and intermediate Certificate (crt files) must be transmitted to Orange
Business Services team.

When you have the CA files (p7b and bundle), please load it on the TLS Context just create. Only
Base64 (PEM) encoded X.509 certificates can be loaded to the Audiocodes SBC.

Make sure that the file is a plain-text file containing the "BEGIN CERTIFICATE" header, as shown in

the example of a Base64-Encoded X.509 Certificate below:

----- BEGIN CERTIFICATE-----
MIIDkzCCAnugAwIBAgIEAgAAADANBgkghkiGOWOBAQQFADA/MQawCQYDVQQGEWJGUJETMBEGA1U
EChMKQ2VydGIwb3NOZTEbMBKGALUEAXMSQ2VydGIlwb3N0ZSBTZ2ZXVyMB4XDTk4MDYyNDA4MD
AWMFoXDTE4MDYyNDA4MDAwWMFowPzELMAKkGALIUEBhMCRIIXEgARBAOTCKNIchRpcG9zdGUXG
zAZBgNVBAMTEKNIcnRpcG9zdGUgU2VydmV1cjCCASEWDQY JKoZiveNAQEBBQADggEOADCCAQKC
09gEAPqd4MziR4spWIdGRx8bQrhzkonWnNm'+Yhb7+4Q67ecflja nH7GcN/SXsfx7jIpreWULf7v
7CvprdR7gldcmdHIntmf7JPM5n6cDBv17uSW63er7NkVnMFHWK1 QaGFLMybFkzaeGrvFm4k3IRe
fiXDmuOe+FhJgHYezYHf44LvPRPwhSrzi9+Aq308pWDguJuZDIU P1Fl1jMa+LPwvREXfFcUW+w==

Actions
4. Onthe TLS context QCaudiocodes GO vowron  TRoueesioor S,
you created go on © e prames e
the Bottom page =
and click on
“Change
Certificate” - =
5.
6 o
*
3
Q 4)
000Q
)
0-
0
6.
*
)
)
) 0
7. 7 *
) *
5
+ =
- 30
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QCaudiocodes

MEDIANT 1000 1P NETWORK

- - @6 w a

Press the “Generate Prvate Key” button (o create new private key.
€3 NETWORK VIEW

4 COREENTITIES

+ I irtces )
Ethernet Devices (1)
Ethernet Groups (3)
PhyscalPors (3) TLS EXPIRY SETTINGS

static Routes (1)

NAT Transiaton (0) TLS Expry Check tat (days) £

T TLS Expiry Check Period (days) 7

3 s ey

Firewall 0)
Secunty setung
3 0 il UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER
» QuauTy

Private key pass phrase (aprional)

» DNS

Send Private Key fie fromyour computer 0 the device.

» WEB SERVICES “The fle must be n efther PEM or PFX (PKCS#12)format
Chossrun fcher Aucun fihier choist | Load il
+ HITP PROXY
» RADIUS &10AP
Send Device Certfcatefilefrom your computer to the device.
» ADVANCED The file must be in textual PEM forma.

Chosirun ficher  Aucun fierchoisi | Load Flle

2 #

This section allows to Enable the media security protocol (SRTP). This is needed only in case the
connection with BTALK is using encrypted connection via TLS encryption.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».
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1. Open SETUP >
SIGNALING &
MEDIA > MEDIA
>MEDIA
SECURITY

2. Change the
parameters
indicated above as
follow

3. Click on “Apply

QCaudiocodes setup

weowriono | sowinL U

O® s a %

» Manipulation

SBC General Settings
Call Admission Conrol Profile (0)
Malcious Signature (12)

External Media Source (0)

» GATEWAY
» SIP DEFINITIONS.
) MESSAGE MANIPULATION

e e

Voice Settings
e e
i

¥ Quality of Experience

» INTRUSION DETECTION

Media Security

GENERAL AUTHENTICATION & ENCRYPTION
Media Security o Enable . Authentication on Transmitted RTP Packets
Media Security Behavior Preferable . Encryption on Transmitted RTP Packets
Offered SRTP Cipher Sutes Al . Encryption on Transmitted RTCP Packers

skTP w1p

MASTER KEY IDENTIFIER SRTP Tunneling Authentication for RTCP
Master Key dentifer (M) Size 3
Symmetric MKI Disable . Salnotat

Enable Rekey After 181

Cance

D Enty, paramerer, value

Acuve

Acuve

Acuve

Disable

Disable

Disable

" $9%!
& () %HS *+ o+
( /0$10#%011/
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4 % 1&

No configuration is required in this section. Existing IP Interface, Ethernet Device and Device
Group could be used. It is anyway recommended to have a dedicated IP Interface for Service
provider SIP Trunk like Orange in order to differentiate Traffic Sip Internal and Traffic Sip of the
Service Provider.

This section describes configuration of the Voice Settings: Coders and SIP profiles.

+ Allowed/Audio €oders/Grounsps

Allowed Audio Coders Groups are used to remove codecs from an SDP offer and/or to modify the
order or preference in the codecs list.

5
9<t# # 90< + # . s 90< PRr # ;
0<% # . -3 o ,0
I > 9 ? 0
> 9 ? 0
56744 . 8
56733 9 8
56733 A
9
56742 8
1" ## $%! 43
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Open SETUP >
SIGNALING &
MEDIA >
CODERS &
PROFILES >
Allowed Audio
Coders Groups
Click on “+ New”
Enter a
meaningful name
2 =M ?
Click on “Apply”
Click on “Allowed
Audio Coders 0
items”

GENERAL

Index

Name

= | BTALK

cancel

&
(

1" ##! $%!

() %#$
/0 $1 0 #9%0111 /
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QCaudiocodes seup. -
6. Click on “+ New” m. M SoNG L 0 ety e e
7. Select the coders
as mention in the £} TOPOLOGY VIEW @ Allowed Audio Coders Groups [#0] > Allowed Audio Coders (2)
table of sty . :
parameters psei il : e
above, in the o ‘ '
same order s
Coder Settings #0 “
TS .
5 ‘::;mam _ User defined Coder
Do not select “G711 g
A-law VBD” or “EG- LD
711 A-law” as they Hmipien
are not regular G711a
codecs
QCaudiocodes sevp .

wepanriooo | SIGNALING & MEDIA D ey, paramees, vaue
OO w v
£} TOPOLOGY VIEW Allowed Audio Coders Groups (2)

(e e R palJort - snow 7] recrds er oge D]
w0511

S Interfaces 2) woEx ¢ nae
Media Realms (2) ° STAK

4 CORE ENTITIES

j—— ' seux
P Groups @)

4 covers & prOALES
Prrofiesc)
Taprofies ) m
Codersecings #OBTAL
CoderGroups

‘Alowed Video Coders Groups (0]

asec

Cassication 2)
4 Routing
Routing Polies (1)
1P-t01P Routing 7)
Atemative Routing Reasons (0)
P Group Sex(0)
) Manipulation

" $9%! 45
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+ _Allowed/Audio €odefs G roupspin case:of:multinle/e /e codecs:into.SDPP
AudioMUine« Qbtional)/)

Even if this not the standard behaviors, some customer IPPbx/device could send several “codec” in
the SDP answer (SDP with multiple codecs into Audio M Lines). This behavior is not supported by
Orange BTalk network. As solution on the Audiocodes SBC, it is required to implement a different
“Allowed Coder Group” to filter the answers. This will force all calls to the selected a unique “G711 A-
law” codec.

Note: If you are in this case you don’t need to create the “BTIP” “Allow Coders Group” describe in the
previous chapters.

I > 9 7 0

56733 9 8

Open SETUP >
SIGNALING &
MEDIA > CODERS
& PROFILES >
Allowed Audio
Coders Groups GENERAL
9. Click on “+ New”
10. Enter a meaningful frex ;
name -? , ? Name « | PCMA
11. Click on “Apply”
12. Click on “Allowed
Audio Coders 0
items”

1" # $%! 46
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13. Click on “+ New”
14. Select the coders £} TOPOLOGY VIEW Allowed Audio Coders Groups (2)
as mention in the
table of parameters RACOSEENITIES =
above, in the same . e e
der 4 CODERS & PROFILES
or INDEX & NAME
IP Profiles (2) 0 J—
Tel Profiles (0) 1 PCMA
D | ; G711 A =
0 not select “ -
Coder G
law VBD” or “EG-711 A- . - — #1[PCMA]
regular G711a codecs
Allowed Video Coders
Groups (0) GENERAL
4 5BC Name ® PCMA
Clisican Allowed Audio Coders 1 items >>
4 Routin

£} TOPOLOGY VIEW (® Allowed Audio Coders Groups [#0] > Allowed Audio Coders (1)

) CORE ENTITIES

| @ Pageofl Show | 20 v | recor

4 CODERS & PROFILES

INDEX CODER USER-
IP Profiles (2) 0 T Al |
Tel Profiles (0)
Coder Settings #0
Coder Groups
Allowed Audio Coders
Allowed Video Coders Groups 220
) Coder ® G711 Alaw
) SBC
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The IP Profile settings is a set of parameters with user-defined settings relating to signaling and media.
The IP Profile will be assigned later to specific IP calls.

+ |P Profile-Settinas

This IP Profile will re-use the “Allowed Audio Coders” created in the previous chapter in order to
compliant with Orange BTalk codec list. In case of Standard installation  will use the “BTALK " or in
particular case the “PCMA” Allow Audio Coders.

This IP Profile will be configured to be compliant with Orange BTalk specification:

Transfer allowed via Re-invite
DTMF via RFC 2833/4733

Transport tag require EF (DSCP 46) for Media and Signaling
SRTP encryption

Note:

For DTMF, the Audiocodes SBC will be able to convert SIP INFO message to RFC2833/4733. DTMF
inbound will be not converted by the SBC because it requires DSP resources on SBC.

For Transfer , the Audiocodes SBC will be able to convert REFER into RE-Invite.

For encryption, the Audiocodes SBC will encrypt the RTP tower Orange BTALK based on the TLS
context. By default, the Audiocodes SBC will deliver the RTP encryption to the IPPBX. If you want to
decrypt the RTP toward the customer IPPBX the parameter “SBC Media Security Mode = RTP” on the
IP Profile of the Customer IPPBX must be set.

In some case SIP Provisional Response ACKnowledgement (PRACK RFC 3262))

could be required (For Cisco CUCM) to be interworked with Orange which not support PRACK. SBC
device can be configured to resolve this interoperable issue and enable sessions between such
endpoints. SIP PRACK handling is configured using the IP Profile parameter, SBC Prack Mode :
Mandatory on the IP profile of the Customer IPPBX.

All of those conversions will stayed under customer responsabilities depending of South

private architecture context.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

“Section: Media Security ”

#') B8
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“Section: SBC Media”

" " . 8 3*3

“Section: Quality of Service ”

$ $

“Section: SBC Forward and Transfer ”

Open SETUP >
SIGNALING &

Index 1 PRACK Mode

Transparent

indicated above as
follow

==

MEDIA > CODERS s
g S e
& PROFILES > IP e
P rOfI I es MEDIA SECURITY. Session Expires Mode Transparent
2 Cllck on “y NeW” SBC Media Security Mode SRTP v Remote Update Support Supporied
: . Gateway Meaia Security Mode Preferable v Supported
Enter a meaningful " —
name -? wasae o
P M : SBC Media Security Method SDES
3. Change the S—— =
parameters — = 5
SEC Remove Crypto Lifetime i SDP ves v 5u0P Body Handing fransparert

|l ][a]]a]]]]=

1" ## $9%!
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[IPP_BTALK]
SBC MEDIA/
Mediation Mode

Extension Coders Group
Allowed Audio Coders
Allowed Coders Mode
Allowed Video Coders
Allowed Media Types

Direct Media Tag

RFC 2833 Mode

RFC 2833 DTMF Payload Type
Alternative DTMF Method

Send Multiple DTMF Methods

SDP Ptime Answer

Adapt RFC2833 BW to Voice coder BW

RTP Mediation

. #0 [BTALK]

Restriction

 Extend

o101
Asls
Disable

Disabled

Remote Answer

v View

v

Je_Orange. North]

Remote Multiple 18x
Remote Early Media Response Type
Remote Multple Early Diaiogs

Remore Multple Answers Mode

Remote Early Media RTP Detection Mode
Remote RFC 3960 Support

Remote Can Piay Ringback

Generate RTP

SBCMEDIA
Mediation Mode
Extension Coders Group
Alowed Audio Coders

Allowad Codars Mods.

ige_North]

[Profile_Orany

RTCP Feadback
Voice Quality Enhancement
Max Opus Bandwidth

Generate No-op

Supported

Transparent

According to Operation Mode

Disable

By Signaling

Not Supported

ves

None

RTP Mediaton

=087

Restricrian a0 Praferance

v | View

Concel

SBCHOLD

Remote Hold Format | Send Only

Reliable Held Tone Source o |No

Play Held Tone « |Internal

SBC FAX

Fax Coders Group -

Fax Mode Asls
Fax Offer Mode All coders
Fax Answer Mode single coder

Remote Renegotiate on Fax Detection  Transparent

Fax Rerouting Mode Disable

User Regisration Time. o

NAT UDP Registration Time a

NATTCP Registration Time 1

'SBC FORWARD AND TRANSFER
Remote REFER Mode o [Handte Locally
Remote Replaces Mode standard
Play RET To Transteree No
Remote 3xx Mode o [Handle Locally

SBCHOLD
Remote Hold Format «[sendony
Reliable Held Tone Source N0
Play Held Tone « |interal

cance! [

QUALITY OF SERVICE

RTPIP DiffServ

Signaiing Diffserv

JITTER BUFFER

Dynamic itter Buter Optimization Factor

Jitter Buffer Max Delay [msec]

Dynamic ftter Buffer Minimum Delay [msec]

Cancel

Early Media Disable
Early 183 Disable
Early Answer Timeout [sec] o
Profie Preference 1
Coders Group .

Play B Tone to P Disable
Progress Indicator to 1P

Hold Enavle
Add1E 1n Sewp

QSIG Tunneling Disable
Copy Destnarion Number to Redirect Number | Disable

Number of Calls Limit 1

GATEWAY DTMF

APPI

1" ##! $%!
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Click on “Apply”
. — —
The new Objects will OCauciocodes [l i
in the list o a0 | scwnGEEA 5 o)
pp D . -

£} TOPOLOGY VIEW IP Profiles (3)

e

8 pageli Jort - - snow [1 v ] recorasper pace

o

Media Realms (2) e S x

Proxy Sets (3) 2 e '

IP Groups (4) 3 L )
pr—

1P Profiles 3)

Coder Settings #1[IPP_BTALK]

o SRS

Allowed Video Coders Groups (0) = SECSiciS

as8C Created -
Classification (2) Diversion Header Mode Asls,

BT e : —
‘Gateway Media Security Mode Preferable i
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Core Entities

+ SRD Table

No configuration is required in this section. We will use the existing “DefaultSRD”

+ SIP Interface-Tablec

The SIP Interface table allows to define a local, listening port number and type (e.g. UDP or TCP), and
assigning an IP Network interface for SIP signaling traffic. We are going to use the TLS context
“Orange” with the Certificate shared with Orange BTALK.

This SIP signaling will be configured to be compliant with Orange BTalk specification:

For encrypted BTALK SIP Trunk architecture we need to configure TLS port 5061

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

s 43 % $ '

Note: “Network Interface” will defined by the Customer itself.

8. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > SIP
Interfaces

9. Click on “+ New”
Enter a meaningful
name -?

#$%&' "(?

10. Change the
parameters
indicated above as
follow

1" ##1 $%! 52
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#0 [DefaultSRD]

GENERAL MEDIA
index Media Reaim , ~ | view
Name o[ sieTa Direct Media Disable 4
Topology Location oown v
Network nterface o somisram | view SECURITY
Application Type o |s8C ¥ TLS Context Name. o 2 [Orange] | v
UpP Port ° LS Mutual Authenication .2
Tep port ofo

Message poiicy o smrakmacspsie - | view
TisPort o[ 5061

User Security Mode Not Configured v

‘Additional UDP Ports

Enable Un-Authenticated Registrations Not configured v
‘Additional UDP Ports Mode Always Open v

Max. Number of Registered Users K

cancel (AN

11. Click on “Apply”
The new Objects will
appear in the list.

QCaudiocodes serup

MEDIANT 1000 SIGNALING & MEDIA O Entiy, parameter, value
@@ so A =
£} TOPOLOGY VIEW SIP Interfaces (2)

4 COREENTITIES

ooEs s pagelT ot show (17 records e oge o
105 1
P netces @ nosx s e w0 MO mcmonrer uoreo | Topom  mseorr | OTHATNG ey

PROTOCOL
Media Realms (2)

2 SLBTALK 1 DefaulisR (#0) 1P.113. s8c o o 5061 Noencapsulation -
PromySets (98 3 1PPBX B DefauitsRD (£0) 1P_113 s8C 5060 3 o No encapsuation
1P Groups (5) +»
CODERS & PROFILES
as8c
Classification (1) #2[SI_BTALK] 1 DefaultSRD
4 Routing
Routing Policies (1)
1P-t0-P Routing (8) GENERAL MEDIA
Alternative Routing Reasons (0) Name o SLBTAC Media Reaim view
1P Group Set (0
i Topology Location Direct Media Oisable
Manipulation
o Network Interface View
SBC General Settings
Call Admission Conrol Profie (0) S SECURITY
S e port .0

12. In case of SIP
trunking Over

Internet like BTol ” ‘ B )
offer usage, we [ovire s

advise you to
enable the

Malicious oI E
Signature | -

Database” included NE

in the Message | e g

Policies “BTALK
Max Sip Size” =
called into the SIP o

Interface

L

L L«
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Message Palicies (2)

a Page[[ of 1 Show [10 =] records per page £
INDE * TAME MAX MESSAGE LENGTH KA HEADER LENGTH HiAX BODY LENGTH SEND REJECTION
0 Malicious Signature DB Prateation i i i Palicy Drap
1 BTALK Max 5P Size ans6 B 10 Policy Reject

#0[Malicious Signature DB Protection]

GENERAL POLICIES
Marne * Malicious Signature DB Protection Send Rejection « Policy Drop
Method List
LIMITS Method List Type « Policy Blacklist
Body L
Max Message Length . ody List
Max Header Length ] Body List Type * Pulicy Blacklist
Max Body Length o Malicious Signature Dat * Enable
Max Hum Headers .
WMax Hum Bodies .
I- H “ ! =
h
Policies “BTALK - e E

Max Sip Size” is
called into the Slp GENERAL WEDIA
Interface Ex: BTol g eata reaim [ mon <] viee

w e - [eear — oie |
| - = E
Network Interface o aorpubicomz ~ | view SECURITY,
Application Type sec -
pplcsion | 05 Content Hame o aroumgeetron - view
P Port .o
| F— < [ 5
| cp port .o
Hessage Polcy #1BTALK M S Size] v view
| TS port sos1
| User Securty Mode Mot Configured =
Additional UDP Ports
Enable Un-Authenticzted Registrations Not configured =
) Additional UDP Ports Mode Awsys Open
s Hurmer of Registered Users 1
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+ Media Realm: Table=
The Media Realm Table allows allowed range media defined on gateway depending on traffic.
This Media will be configured to be compliant with Orange BTalk specification:
For encrypted BTALK French & International SIP Trunk  architecture we need to

configure RTP port 6 000 to 20 000

Note: On Audiocodes SBC, for RTP port range keep in mind that the RTP UDP port spacing is “10”.
This mean that for example 5 sessions SIP, 5*10 ports RTP from 6000 to 6050 will be reserved.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Note: The table above shows the configuration for 1000 calls maximum with Orange. The “Media
Session Legs” should be adapted to your Customer service offer. “Port Range Start” and “IP interface
name” will defined by the Customer itself.
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Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > MEDIA
REALMS

2. Click on “+ New”
Enter a meaningful
name -?

%&'"( ?

3. Change the
parameters
indicated above as
follow

GENERAL
index

Name o| MR BTALK
Topology Location Down

1PV Interface Name o zomieTA
Port Range Start o/ 7000

Number Of Media Session Legs <[00

Port Range End

Defauic Megia Reaim No

Click on “Apply”
The new Objects will
appear in the list.

QCaudiocodes

MEDANT 1000
O@® s a v

£} TOPOLOGY VIEW
4 COREENTITIES

SRDs (1)
SIP Interfaces (2)

Proxy Sets 3)
1P Groups (4)

CODERS & PROFILES
sec

GaTEWAY

SIP DEFINITIONS
MESSAGE MANIPULATION
VEDIA

INTRUSION DETECTION

SIP RECORDING

Media Realms (2)

EmEn e

MRLBTALK

pax

#2[MR_BTALK]

GENERAL
Name

Topology Location

1PV Interface Name.

Port Range Start

Number Of Media Session Le...

Port Range End

" $9%!
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* 3 x 0 * B .&4/ =M
- * M+ )0 I = -> ?
=M * 0

This Proxy will be configured to be compliant with Orange BTalk specification:
For encrypted BTALK SIP Trunk architecture we need to configure TCP port 5061
For Sip trunk keep alive done with “Options ” message (every 300 seconds)
For Sip trunk redundancy Homing (the first Proxy Address is always select if
available) and Proxy Hot swap Enable ( In case of Invite reject or no answer ,the call
is moved to the next Proxy Address)
2 Proxy Address will be configured for redundancy purpose

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

% $ % %

Note: Please avoid using Proxy Set 0 Index. The Public FQDN (Type A or SRV) or IP set in the “Proxy
Address” is the “Public FQDN” or “Public IP " provided by Orange for the SIP trunk BTALK. “Options”
message will be sent by the Audiocodes SBC to verify if the Orange BTalk network is reachable.We
recommend to use primarily ours Public FQDN which required DNS Servers must be configured in
“Public” network interface

All the screenshots below showing some IP address a re given as example. You should replace
them by the correct IP or FQDN
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2. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES >
PROXY SETS
Click on “+ New”
Enter a meaningful
name -? )#%&' "( ?
Change the
parameters
indicated above as
follow

GENERAL

Index

Name .
Gateway IPv4 SIP Interface

SBCIPvA SIP Interface .

LS Context Name

KEEP ALIVE

Proxy Keep-Alive .
Proxy Keep-Alive Time [sec] 180
Keep-Allve Failure Responses

Success Detection Retries 1

Success Detection Inerval 10

Fallure Detection Retransmissions

#2[SI_BTALK]

PS_BTALK

v | View

v | View

Using OPTIONS. v

REDUNDANCY
Redundancy Mode
Proxy Hot Swap

Proxy Load Balancing Method

« Homing
« Enable

Disable

Min. Active Servers for Load Balancing 1

ADVANCED

Classification Input

DNs Resolve Method

1P Address only

Click on “Apply”.

The new Objects QCaudiocodes e i
will appear in the weowr 1000 sownGEMEDA e
list. @@ n .
(} TOPOLOGY VIEW Proxy Sets (4)
& pagelJof1 - - snow 1 v] recosper page o
SPintertaces 2 oo o 0 CATEWAVIPSE | sacivase NTERGACE | FH0X P AVETME | cenunouncrone | pROXYHOT SWAP
Medta Ranbs G 0 Proxysec0 I DefaultsRD (+0) 1PPEX. & Disable
Prowy Sets (6 1 SBC VPN W DefaultsRD (#0) SI_BTALK 60 Disable
1P Groups (5) 2 PS_BTALK. 1 DefaultsRD (#0). SI_BTALK. 180 Disable
‘:fm #2[PS_BTALK] = DefaultsRD =3
ARernative Routing Reasons (0) SENERAL REDONDANCY
Call Admission Control Profile (0) TLS Context Name * Orange View Min. Active Servers for L.
6. To configure
Proxy Address
w
and “Transport :
" p QCaudiocodes sep
Type”, you have to — T i
configure to select @] m -
" S}
the “Proxy Set” just B
£} TOPOLOGY VIEW #2[PS_BTALK] 1 DefaultsRD
created. AT
SIP Interfaces (2) CENERAL REDUNDANCY;
H Media Realms (2) Name  PS_BTALK Redundancy Mode « Homing
7. Click on the “Proxy s pR— =
Address 0 items — e sl e
link at the bottom of et rowcen
the page
SIP DERNIONS. Keep-Alive Fallure Responses.
e
" ##! $%! 58
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Actions

Screenshot

8.

If you want to
backup the nominal
BT Proxy address
index 0, you can
can add a second
“Proxy Address” as
backup with the
Index 1

At the End at least
1 Proxy Iltems
should created (2
items in case of
Backup

GENERAL

Index

Proxy Address e 194.206.165.118:5061

Transport Type o TS v
Proxy Priority 0

Proxy Random Weight 0

GENERAL

Index

Proxy Address e 194.206.165.118:5061

Transport Type o |[TLS N7
Proxy Priority 0

Proxy Random Weight 0

*

IP Group Table=

The IP Group table allows logical IP entities creation with a set of parameters such as Proxy set ID, IP
profile ID to separate provenance and destination traffic.

A new IP Group specific to Orange BTALK SIP Trunk need to be create as Server Back-to-back
(B2BUA) with message Manipulation on the outgoing Orange side . The IP Group will be composed
of the objects previously created in the table: Media Realm, Proxy Set and IP Profile.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».
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Note: Please avoid using IP Group Index “0". The value “-1” inside the “Inbound Message
Manipulation set parameter indicate that “None” Manipulation is needed for incoming message
from Orange BTALK. The value “2” inside the” Outbound Message Manipulation Set " parameter
indicate a set of Manipulations (inside the Man Set ID “2”) are requi  red for outgoing message
toward Orange BTalk Network. Those Manipulations are described in the next chapters.
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1. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES
>|P_GROUP

2. Click on “+ New”
Enter a meaningful
name -?
$) %&'"( ?

3. Click on “Apply”

4. Click on “Allowed
Audio Coders 0
items”

GENERAL

Index

Name o 1PG_BTALK

Topology Lacation Down v
Type Server v
Proxy Set o R2PSBTAK v View
1P Profile o #1pPETAK v View
Media Realm o E2MRETAL v | View
Contact User

SIP Group Name

Created By Routing Server

Used By Routing Server Not Used v
Proxy Set Connectivity

QUALITY OF EXPERIENCE

QoE Profile

Bandwidth Profie

MESSAGE MANIPULATION

Inbound Message Manipulation Set a
Outbound Message Manipulation Set o2
Message Manipulation User-Defined String 1
Message Manipulation User-Defined String 2

Proxy Keep-Alive using IP Group settings. o |Enable

SBC REGISTRATION AND AUTHENTICATION

Max. Number of Registered Users a

cancel [N

5. Click on “Apply”.
The new Objects
will appear in the
list.

QCaudiocodes

MEDANT 1000
@@ s a v

£} TOPOLOGY VIEW
4 coReeNTITES

SRS (1)
SIP Interfaces (2)
Media Realms (2)
Proxy Sets ()

CODERS & PROFILES
sec

GATEWAY

S DEFINIONS
MESSAGE MANIPULATION
veDA

INTRUSION DETECTION

SIPRECORDING

1P Groups (4)

el <

[LES [ 580 TveE
o Oetau PG B OeauitSRD (20 Server
1 1PGBTALK W DetauiSRD (30, Server
2 e B DetauisRD (20 User
3 prex B DetauseD (a0 Server

#1[IPG_BTALK] 1 DefaultsRD

GENERAL
Name - posTA
Topoogy Location oown
Type server
proxyset

@ profie

pageliJort Show [15 v | records per page

sac opERATION -
b PROXY SET 1PPRORLE MEDIAREALM
Not Conigured | Pronyserd
PBTALK pBTALE NRBTAK
[ ex
9B Lan1 e pex
QUALITY OF EXPERIENCE
et profie
Bandwidth Profe
b MESSAGE MANIPULATION
view
Inbound Message Manioula...

5P GROUP
NAME

cuassivay
PROXY SET

Enavle

D Entity. pacameter, value |

INEOUND
MESSAGE
MANIPULATION
ser

Edt

View

View
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SIP Message Manipulation

For unencrypted or encrypted BT SIP Trunk architecture, it is required to implement some Message
Manipulation for the outgoing message toward Orange BTalk.

Those Manipulations Rules are detailed in chapter “ : ;

Please jump to this Chapter directly
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2.8 OBS Business Talk & BTIP Carrier North encrypted SIP configuration for
AudioCodes SBC (TLS)

4 TLS profile
+ TLS Context

The encrypted architecture requires the usage of an encryption Key and Ciphers presentin a TLS
Context in order. A specific Orange BTALK TLS Context have to created.

This SIP signaling will be configured to be compliant with Orange BTalk specification:

For encrypted BTALK SIP Trunk architecture we need to configure TLS V1.2
Key size 2048
Cipher list is supported as Cipher Client/Server:

0 TLS ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_DHE_RSA WITH_AES_128 GCM_SHA256 (Recommended)
TLS_DHE_RSA WITH_AES_256_GCM_SHA384
TLS_DHE_RSA WITH_AES_128 CBC_SHA256
TLS_DHE_RSA WITH_AES_256_CBC_SHA256
TLS Mutual authentication activat e

O OO0 O0O0OO0OOo

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

% $ ?8. 84)+5, ?=<1 ?8. 84)+5, ?=<1 4*1<

Actions Screenshot

4. Open SETUP > IP
NETWORK >
SECURITY > TLS
CONTEXTS

5. Click on “+ New”
Enter a meaningful
name -? * + ?

6. Change the
parameters
indicated above as
follow
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& () %HS *+ o+ -,
( /0$10#%01!/



Business
ClCUl  Services

GENERAL

Index

Name .
TLS Version .
DTLS Version

Cipher Server .

Cipher Client

Strict Certificate Extension Validation

DH key Size

|
Orange

TLSV1.2

Any
DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
Disable

2048

0OCspP

QCSP Server

Primary OCSP Server
Secondary OCSP Server
OCSP Port

OCSP Default Response

Cancel WEAYYNG

Disable
0.0.00
0.0.00
2560

Reject

Click on “Apply”
The new Objects will
appear in the list.

QCaudiocodes seTup

MEDIANT 1000

®® so A -

£t NETWORK VIEW

4 CORE ENTITIES

IP Interfaces (1)
Ethernet Devices (1)
Ethernet Groups (3)
Physical Ports (3)
Static Routes (0)
NAT Translation (2)

4 SECURITY

Firewall (0)

Security Settings

QUALITY
DNS.
'WEB SERVICES

I HTTP PROXY

TLS Contexts (2)
|& o o o i [ s e
INDEX * NAME TLS VERSION DTLS VERSION
0 default Any - Including SSLv3 Any
1 Orange TLSv.2 Any
#1[Orange]
GENERAL ocsp
Name » Orange OCSP Server Disable
LS Version o TiSVI2 Primary OCSP Server 0000
DTLS Version Any Secondary OCSP Server 0000
Cipher Server © DHE-RSA-AES256-GCM-SHA384 0CSP Port 2560

CertificatecSionina

{CSR

The TLS Context need a Certificate signed. To obtain this Certificate Authority (CA) you must
generate your CSR base on the information of the SBC and Company with SHA-256 encryption.

As soon you received the CA, you will load it on the Audiocodes SBC on the TLS Context create for
this interconnexion with Orange BTALK.

The mentioned parameters in the table below are the one specific to Customer. It is just an example of
CSR for a Company “EnterpriseTOTO” located in Paris France with an SBC with FQDN name
“SBC123@TOTO.com” resolving Public IP 83.206.61.113

1" ##! $%!
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13. On the TLS context
you just create go
on the Bottom page
and click on
“Change
Certificate”
Change the
parameters
indicated above
Click “Create CSR”

14.

15.

On the page should
appear a text in blue
which represent your
CSR.

QCaudiocodes

@@ w =

SETUP

£} NETWORK VIEW
4 COREENTITIES

1P Interfaces (1)
Ethernet Devices (1)
Ethernet Groups (3)
Physical Ports (3)
Static Routes (0)
NAT Translation (2)

4 SECURITY
Firewall 0)
Securty Settings
QUALITY
DNS
WEBSERVICES

HITTP PROKY.

QCaudiocodes

MEDIANT 1000

@@ o a 3

SETUP

£ NETWORK VIEW
4 COREENTITIES

1P Interfaces (1)
Ethernet Devices (1)
Ethernet Groups (3)
Physical Ports (3)
Static Routes (0)

4 SECURITY

Firewall (0)

Secury Settings
QuaLTY

DNS

WEB SERVICES
HTTP PROXY

RADIUS & LDAP

QCaudiocodes

MEDIANT 1000

SETUP

OO =0 m v

£} NETWORK VIEW
4 CoREENTITES

P Interfaces (1)
Ethernet Devices (1)
Ethernet Groups (3)
PhysicalPorts (3)
Static Routes (1

NAT Translation (0)

4 SECURITY

Firewall (0)

quauTy
oNS

WEB SERVICES
HTTP PROXY
RADIUS &LDAP.

ADVANCED

2 Erampte Any.- Incuding SsLv3
#1[Orange]

GENERAL

Name. « orange

TS Version «nsn2

ons version sy

Cherserver + DHERSAAES2S6.GOM SHAZSA

Cipher Cllent + DHERSA AES256.GCM SHA3SA

Strict Certficate Extensio.. Disavie

O key Size « 2088

Certficate information >> Change Certificate >> Trusted Root Certificates >>

CERTIFICATE SIGNING REQUEST

Common Name (CN]
Organizational Unit [OU] (optienal)
Company name (0] (optional)
Localltyor city name LU (optional)
State [ST) (optional)

Country code (€] (oprional)

15t Subject Alternative Name [SAN]
2nd Subject Alternative Name [SAN]
3rd Subject Alternative Name [SAN]
4th Subject Alternative Name [SAN]
Sth Subject Alternative Name [SAN]

Signature Algorithm

Create CSR

™ ossauLT
Em

ocsP

ocsp sener oranie

prmay s sever 0000

Secondary Ocspserver 0000

ocsepor 50

ocse Detu Response e

P

O Envry, parameter, value

[Fecizzeromoco

EnterpriseTOTO

Paris

"

3 v | s20661113

AL v

AL v

AL v

AL v

SHA256 .

After creating the CSR, copy the text below (including the BEGIN/END lines) and send It o your Certfication Authoriy for Signing.

tate (5T (opronal)

Country code (€] (optonal)

st Subject Aternative Name [SAN]

2nd Subject Aternative Name [SAN]
310 Subject Aernative Narme [SAN]
4th Subject Altemative Name [SAN]

Sth Subject Alternatve Name [SAN]

Signature Algorithim

O Entiy, parameter, value:

VAL v

sHa256 v
et csg
Rier cresting he CoR, Toyour Sene
sen
2 J2XTXGKKT 12parpy020NF K WSEF aovylHI INFXIx/ WK
Ugoin oG HIAR
0 TR cae meaeT
(GENERATE NEW PRIVATE KEY AND SELF-SIGNED CERTIFICATE
Privae Key Size 20

" $9%!
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When the CSR is generated copy the CSR text and send it to Organization to be signed and get a
Certificate Authority (CA). The Root and intermediate Certificate (crt files) must be transmitted to Orange

Business Services team.

When you have the CA files (p7b and bundle), please load it on the TLS Context just create. Only
Base64 (PEM) encoded X.509 certificates can be loaded to the Audiocodes SBC.

Make sure that the file is a plain-text file containing the "BEGIN CERTIFICATE" header, as shown in

the example of a Base64-Encoded X.509 Certificate below:

----- BEGIN CERTIFICATE

MIIDkzCCAnugAwIBAgIEAGAAADANBgkghkiGOWOBAQQFADA/MQsVCQYDVQQGEWJGUJETMBEGALU
EChMKQ2VydGlwbh3N0ZTEbMBKGALUEAXMSQ2VydGlwb3NOZSBTZZXVyMB4XDTk4MDYyNDA4MD
AWMFOXDTE4MDYyNDA4MDAWMFowPzELMAKGALUEBhMCRIIXEgANRBAOTCKNICnRpcG9zdGUXG
zAZBgNVBAMTEKNIcNRpcG9zdGUgU2VydmV1cjCCASEWDQY JKoAiveNAQEBBQADggEOADCCAQKC

ggEAPQd4MziR4spWIdGRx8bQrhzkonWnNm'+Yhb7+4Q67ecf1ja

NH7GcN/SXsfx7jIpreWULf7v

7CvprdR7gldcmdHIntmf7JPM5n6cDBv17uSW63er7NkVnMFHWK1 QaGFLMybFkzaeGrvFm4k3IRe
fiXDmuOe+FhJgHYezYHf44LvPRPwhSrzi9+Aq308pWDguJuZDIU P1Fl1jMa+LPwvREXfFcUW+w==

————— END
Actions
16. On the TLS context QCaudiocodes  [isaw &
you created go on © e prames e
the Bottom page
and click on
“Change
Certificate” - =
17.
6 o
*
3 =
Q 4)
000Q
)
0-
. 0
18.
*
)
)
) 0
19. 7 *
) *
5
+ =
- 30
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QCaudiocodes

MEDIANT 1000 1P NETWORK

- - @6 w a

Press the “Generate Prvate Key” button (o create new private key.
€3 NETWORK VIEW

4 COREENTITIES

+ I irtces )
Ethernet Devices (1)
Ethernet Groups (3)
PhyscalPors (3) TLS EXPIRY SETTINGS

static Routes (1)

NAT Transiaton (0) TLS Expry Check tat (days) £

T TLS Expiry Check Period (days) 7

3 s ey

Firewall 0)
Secunty setung
3 0 il UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER
» QuauTy

Private key pass phrase (aprional)

» DNS

Send Private Key fie fromyour computer 0 the device.

» WEB SERVICES “The fle must be n efther PEM or PFX (PKCS#12)format
Chossrun fcher Aucun fihier choist | Load il
+ HITP PROXY
» RADIUS &10AP
Send Device Certfcatefilefrom your computer to the device.
» ADVANCED The file must be in textual PEM forma.

Chosirun ficher  Aucun fierchoisi | Load Flle

4 2 #

This section allows to Enable the media security protocol (SRTP). This is needed only in case the
connection with BTALK is using encrypted connection via TLS encryption.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».
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4. Open SETUP >
SIGNALING &
MEDIA > MEDIA
>MEDIA
SECURITY

5. Change the
parameters
indicated above as
follow

6. Click on “Apply

QCaudiocodes setup

weowriono | sowinL U

O® s a %

» Manipulation

SBC General Settings
Call Admission Conrol Profile (0)
Malcious Signature (12)

External Media Source (0)

» GATEWAY
» SIP DEFINITIONS.
) MESSAGE MANIPULATION

e e

Voice Settings
e e
i

¥ Quality of Experience

» INTRUSION DETECTION

Media Security

GENERAL AUTHENTICATION & ENCRYPTION
Media Security o Enable . Authentication on Transmitted RTP Packets
Media Security Behavior Preferable . Encryption on Transmitted RTP Packets
Offered SRTP Cipher Sutes Al . Encryption on Transmitted RTCP Packers

skTP w1p

MASTER KEY IDENTIFIER SRTP Tunneling Authentication for RTCP
Master Key dentifer (M) Size 3
Symmetric MKI Disable . Salnotat

Enable Rekey After 181

Cance

D Enty, paramerer, value

Acuve

Acuve

Acuve

Disable

Disable

Disable

" $9%!
& () %HS *+ o+
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4 % 1&

No configuration is required in this section. Existing IP Interface, Ethernet Device and Device
Group could be used. It is anyway recommended to have a dedicated IP Interface for Service
provider SIP Trunk like Orange in order to differentiate Traffic Sip Internal and Traffic Sip of the
Service Provider.

This section describes configuration of the Voice Settings: Coders and SIP profiles.

+ Allowed/Audio €oders/Grounsps

Allowed Audio Coders Groups are used to remove codecs from an SDP offer and/or to modify the
order or preference in the codecs list.

) 5
90< + # 90< R+ # @ 0
I > 9 2 0
> 9 2 0
56733 9 8
56733 A

9
Note: G.711 p-law 20 ms can be request specifically on demand
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11.
12.

Open SETUP >
SIGNALING &
MEDIA >
CODERS &
PROFILES >
Allowed Audio
Coders Groups
Click on “+ New”

. Entera

meaningful name
2 =M ?
Click on “Apply”
Click on “Allowed
Audio Coders 0
items”

GENERAL

Index

Name

= | BTALK

cancel

&
(
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13. Click on “+ New”
14. Select the coders

as mention in the
table of
parameters
above, in the
same order

5

Do not select “G711
A-law VBD" or “EG-
711 A-law” as they
are not regular G711a
codecs

QCaudiocodes setup

ez | scwuncs e

O wol

£} TOPOLOGY VIEW
4 CoREENTITIES
SRDs (1
S Interfoces 2)
Media Realms 2)
ProxySets 3)
1P Groups (4)
4 CODERS & PROFILES
1P Profles 3)
Tel Profies ()
Coder settings
Coder Groups

Alowed Audio Coders Groups ()

‘Alowed Video Coders Groups (0
as8c
Classication 2)
4 Routing
Routing Polces (1)
1P-t0-1P Routing 7)
Alternative Routing Reasons (0)
1P Group Sec(0)
» Manipulation

QCaudiocodes sewp

wepanriooo |
@@ w0 A

£} TOPOLOGY VIEW
4 coreENTImES

sRos(1)

SP Intefaces 2)

Media Reaims 2)

Proey Sets )

19 Groups (4)
4 CODERS & PROFILES

1P Profies 3)
TelProfies ©)
Coder Settings
Coder Groups

‘Alowed Video Coders Groups (0]
asec
Cassication 2)
4 Routing
Routing Polies (1)
1P-t01P Routing 7)
Atemative Routing Reasons (0)
P Group Sex(0)
) Manipulation

(® Allowed Audio Coders Groups [#0] > Allowed Audio Coders (3)

e s

woex~ coor
) G
v G711 Adaw
s
#0
GENERAL
Coder £
Userdefined Coder

Allowed Audio Coders Groups (2)

e s

Woex~

o

snow [13°v | racords per page

Show [15.7 | records pr page
Nave
£
pom

USERDERINED CODER

i

2

D enuy, parameter, value

&
(
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+ _Allowed/Audio €odefs G roupspin case:of:multinle/e /e codecs:into.SDPP
AudioMUine« Qbtional)/)

Even if this not the standard behaviors, some customer IPPbx/device could send several “codec” in
the SDP answer (SDP with multiple codecs into Audio M Lines). This behavior is not supported by
Orange BTalk network. As solution on the Audiocodes SBC, it is required to implement a different
“Allowed Coder Group” to filter the answers. This will force all calls to the selected a unique “G711 A-
law” codec.

Note: If you are in this case you don’t need to create the “BTIP” “Allow Coders Group” describe in the
previous chapters.

I > 9 7 0

56733 9 8

. Open SETUP >
SIGNALING &
MEDIA > CODERS

& PROFILES >
Allowed Audio
Coders Groups GENERAL

16. Click on “+ New”

17. Enter a meaningful frex ;

name -? , ? Name « | PCMA

18. Click on “Apply”

19. Click on “Allowed

Audio Coders 0
items”

1" # $%! 74
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20. Click on “+ New”
21. Select the coders £} TOPOLOGY VIEW Allowed Audio Coders Groups (2)
as mention in the
table of parameters RACOSEENITIES =
above, in the same . e e
der 4 CODERS & PROFILES
or INDEX & NAME
IP Profiles (2) 0 J—
Tel Profiles (0) 1 PCMA
D | ; G711 A =
0 not select “ -
Coder G
law VBD” or “EG-711 A- . - — #1[PCMA]
regular G711a codecs
Allowed Video Coders
Groups (0) GENERAL
4 5BC Name ® PCMA
Clisican Allowed Audio Coders 1 items >>
4 Routin

£} TOPOLOGY VIEW (® Allowed Audio Coders Groups [#0] > Allowed Audio Coders (1)

) CORE ENTITIES

| @ Pageofl Show | 20 v | recor

4 CODERS & PROFILES

INDEX CODER USER-
IP Profiles (2) 0 T Al |
Tel Profiles (0)
Coder Settings #0
Coder Groups
Allowed Audio Coders
Allowed Video Coders Groups 220
) Coder ® G711 Alaw
) SBC
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The IP Profile settings is a set of parameters with user-defined settings relating to signaling and media.
The IP Profile will be assigned later to specific IP calls.

+ |P Profile-Settinas

This IP Profile will re-use the “Allowed Audio Coders” created in the previous chapter in order to
compliant with Orange BTalk codec list. In case of Standard installation  will use the “BTALK " or in
particular case the “PCMA” Allow Audio Coders.

This IP Profile will be configured to be compliant with Orange BTalk specification:

Transfer allowed via Re-invite
DTMF via RFC 2833/4733

Transport tag require EF (DSCP 46) for Media and Signaling
SRTP encryption

Note:

For DTMF, the Audiocodes SBC will be able to convert SIP INFO message to RFC2833/4733. DTMF
inbound will be not converted by the SBC because it requires DSP resources on SBC.

For Transfer , the Audiocodes SBC will be able to convert REFER into RE-Invite.

For encryption, the Audiocodes SBC will encrypt the RTP tower Orange BTALK based on the TLS
context. By default, the Audiocodes SBC will deliver the RTP encryption to the IPPBX. If you want to
decrypt the RTP toward the customer IPPBX the parameter “SBC Media Security Mode = RTP” on the
IP Profile of the Customer IPPBX must be set.

In some case SIP Provisional Response ACKnowledgement (PRACK RFC 3262))

could be required (For Cisco CUCM) to be interworked with Orange which not support PRACK. SBC
device can be configured to resolve this interoperable issue and enable sessions between such
endpoints. SIP PRACK handling is configured using the IP Profile parameter, SBC Prack Mode :
Mandatory on the IP profile of the Customer IPPBX.

All of those conversions will stayed under customer responsabilities depending of South

private architecture context.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

“Section: Media Security ”

#') B8

“Section: SBC Media”
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“Section: Quality of Service "

$ 3

“Section: SBC Forward and Transfer ”

4. Open SETUP >
SIGNALING &
MEDIA > CODERS
& PROFILES > IP
Profiles

5. Click on “+ New”
Enter a meaningful

name -? wisse 5
P =M 2 e

6. Change the N— . .

parameters l — . | -

. . S8C Remove Crypto Lifetime in SOP Yes v 15U Body Handiing Veansparent

indicated above as ! —'um

follow
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Click on “Apply”
The new Objects will
appear in the list.
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43 Core Entities

1 SRD Table

No configuration is required in this section. We will use the existing “DefaultSRD”

™ SIP Interface Table

The SIP Interface table allows to define a local, listening port number and type (e.g. UDP or TCP), and
assigning an IP Network interface for SIP signaling traffic. We are going to use the TLS context
“Orange” with the Certificate shared with Orange BTALK.

This SIP signaling will be configured to be compliant with Orange BTalk specification:

For encrypted BTALK SIP Trunk architecture we need to configure TLS port 5061

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

s 43 % $ '

Note: “Network Interface” will defined by the Customer itself.

20. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > SIP
Interfaces

21. Click on “+ New”
Enter a meaningful
name -?

#$%&' "(?

22. Change the
parameters
indicated above as
follow
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23. Click on “Apply”
The new Objects will
appear in the list.

24. In case of SIP
trunking Over
Internet like BTol
offer usage, we
advise you to
enable the
“Malicious
Signature
Database” included
in the Message
Policies “BTALK
Max Sip Size”
called into the SIP
Interface

" $9%!
& () %HS *+ o+
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10. Then Message
Policies “BTALK
Max Sip Size” is
called into the Sip
Interface Ex: BTol

&
(
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™ Media Realm Table

The Media Realm Table allows allowed range media defined on gateway depending on traffic.

This Media will be configured to be compliant with Orange BTalk specification:
For encrypted BTALK over Internet International SIP Tru  nk architecture we need
to configure RTP port 6 000 to 20 000
For encrypted BTALK IP over Internet French SIP Trunk  architecture we need to
configure RTP port 6 000 to 38 000

Note: On Audiocodes SBC, for RTP port range keep in mind that the RTP UDP port spacing is “10".
This mean that for example 5 sessions SIP, 5*10 ports RTP from 6000 to 6050 will be reserved.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Note: The table above shows the configuration for 1000 calls maximum with Orange. The “Media
Session Legs” should be adapted to your Customer service offer. “Port Range Start” and “IP interface
name” will defined by the Customer itself.
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4. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > MEDIA
REALMS

5. Click on “+ New”
Enter a meaningful
name -?

%&'"( ?

6. Change the
parameters
indicated above as
follow

Click on “Apply”
The new Objects will
appear in the list.

1" # $%! 84
& () WHS$S o+ -
( /0$10#%011l/



™1 Proxy Set Table and Address

* 3 x 0 * B .&4/ =M
- * M+ )0 I = -> ?
=M * 0

This Proxy will be configured to be compliant with Orange BTalk specification:
For encrypted BTALK SIP Trunk architecture we need to configure TCP port 5061
For Sip trunk keep alive done with “Options ” message (every 300 seconds)
For Sip trunk redundancy Homing (the first Proxy Address is always select if
available) and Proxy Hot swap Enable ( In case of Invite reject or no answer ,the call
is moved to the next Proxy Address)
2 Proxy Address will be configured for redundancy purpose

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

% $ % %

Note: Please avoid using Proxy Set 0 Index. The Public FQDN (Type A or SRV) or IP set in the “Proxy
Address” is the “Public FQDN” or “Public IP " provided by Orange for the SIP trunk BTALK. “Options”
message will be sent by the Audiocodes SBC to verify if the Orange BTalk network is reachable.We
recommend to use primarily ours Public FQDN which required DNS Servers must be configured in
“Public” network interface

All the screenshots below showing some IP address a re given as example. You should replace
them by the correct IP or FQDN
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11. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES >
PROXY SETS

12. Click on “+ New”
Enter a meaningful
name -? )#%&' "( ?

13. Change the
parameters
indicated above as
follow

14. Click on “Apply”.
The new Objects
will appear in the
list.

15. To configure
“Proxy Address "
and “Transport
Type”, you have to
configure to select
the “Proxy Set” just
created.

16. Click on the “Proxy
Address 0 items”
link at the bottom of
the page
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Actions Screenshot

17. If you want to
backup the nominal
BT Proxy address
index 0, you can
can add a second
“Proxy Address” as
backup with the
Index 1

18. Atthe End at least
1 Proxy Iltems
should created (2
items in case of
Backup

™ 1P _Group Table

The IP Group table allows logical IP entities creation with a set of parameters such as Proxy set ID, IP
profile ID to separate provenance and destination traffic.

A new IP Group specific to Orange BTALK SIP Trunk need to be create as Server Back-to-back
(B2BUA) with message Manipulation on the outgoing Orange side . The IP Group will be composed
of the objects previously created in the table: Media Realm, Proxy Set and IP Profile.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».
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50" " " " 3 4 8 >

Note: Please avoid using IP Group Index “0". The value “-1” inside the “Inbound Message
Manipulation set parameter indicate that “None” Manipulation is needed for incoming message
from Orange BTALK. The value “2” inside the” Outbound Message Manipulation Set " parameter
indicate a set of Manipulations (inside the Man Set ID “2”) are requi  red for outgoing message
toward Orange BTalk Network. Those Manipulations are described in the next chapters.
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6. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES
>|P_GROUP

7. Click on “+ New”
Enter a meaningful
name -?
$) %&'"( ?

8. Click on “Apply”

9. Click on “Allowed
Audio Coders 0
items”

10. Click on “Apply”.
The new Objects
will appear in the
list.
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4. SIP Message Manipulation

For unencrypted or encrypted BT SIP Trunk architecture, it is required to implement some Message
Manipulation for the outgoing message toward Orange BTalk.

Those Manipulations Rules are detailed in chapter “

Please jump to this Chapter directly
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% 5, $ / SBC Application)

This section provides the configuration regarding the device’s SBC application, which is used for IP to
IP message rules & manipulations as described below. This chapter is common to Orange BTalk eSBC
encrypted or unencrypted BT SIP Trunk architecture.

%6 6% 7 !

This section provide configuration about IP-to-IP routing rules for SBC application. We are configuring
a simple routing from Orange BTalk SIP trunk (IP Group) toward Customer IPPBX SIP trunk (IP Group)
and vice versa. This configuration could be changed according the complexity of the VolP routing in the
Customer environment (multi IPPBX, lines specific,..).

We are going also to implement OPTIONS answer message (via 200 OK), in order to answer the Keep
Alive messages send by Orange BTALK. This last implementation could be optional if already present
on the SBC for a different SIP trunk.

For all IP-to-IP traffic, configuration has to be performed at least for:

+ SIP Options message

+ Outgoing message = South Side (Ex: IPBX) towards BTalk North side
+ Incoming message = BTalk North side towards South Side (Ex: IPBX)

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

0 OPTIONS Any OPTIONS Internal = reply(response="200")
>
1 BTIP Any IP Group IPG_BTALK
2 Elll e IPG_BTALK Any IP Group
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* 2 $

This chapter is about the Number manipulation for precisely the “Called Number” in the URI. Orange
Phone numbers must be sent to Orange in E164 format. The following manipulations will transform
Called numbers received from Customer IPPBX in National format (0ZABPQMCDU or 00XXXXXXXX) to
E164 (+CCZABPQMCDU) before sending the Call tower Orange BTALK.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

S Source L Remov  Prefi
Inde  Manipulatio IP Dest IP n Manipulate
Usernam e from X2
X n Name Grou Group e Pattern Username d ltem Left Add
p Pattern
5k
** C 83+1 & ** 4 4 D
5!"
*C 83+1 & * 3
#.
[ 53 - * * A 0
J 0 -J$$
A 1) 3 ;
@ 3* 0
% 2%
/ 3 /3 @ 0
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) >”7| @ 43*
3+ B ) 0

5

, ) 4> 7 * ->70 A: AOS ;0

, ) 4> #? # ->7? >#7?0 * =M

oS =M;0, -t H# 3 H 3 gI". 0( >J?3
* * *
, R - >###70 A: 0S AD

he mentioned parameters in the table below are the one specific to Orange Profile. All the other parameters must be left as «default value». If the Man set
Id indicated in the table below are already used by existing Manipulation, feel free to change those number, but don't forget to report the correct Id Number
in the “IP Group” ( please refer to chapter 9 3 ). Due to the complexity of the manipulation and to avoid mistake, you can load the partial INI in
“Annexes” chapter which contain only the Manipulation Rules.
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Below a brief description of each manipulation:

0. Stores the “User-Agent” or “Server” header from the customer side into a variable which will be used in another manipulation.

1. Concatenates SBC “User-Agent” and IPBX “User-Agent” stored in previous manipulation.

2. Topology hiding modifies “From host” part with SBC IP address.

3. Topology hiding: modifies “To host” part with remote proxy IP address.

4. Topology hiding: modifies “Request-URI” host part with remote proxy IP address.

5. Topology hiding: modifies “P-Asserted-Identity host” part with SBC IP address.

6. Topology hiding: modifies “Diversion host” part with SBC IP address.

7. Removes “Contact” header from “BYE” requests.

8. Removes “Contact” header from “200 OK” answers to a “BYE” request.

9. Removes “Supported” header.

10. Modifies “Allow” header to BTALK supported value.

11. Removes “Allow” header in “ACK” messages.

12. Adds a “Privacy” header with value “id” if the “From” header is “anonymous” and the “Privacy” header is missing.

13. Normalize messages. This feature does an automatic cleaning of SIP messages proposed by Audiocodes SBC base on the SIP standard
format. It will remove unknown and proprietary header (X-). Malformed headers will also be fixed or removed.

14. Converts “Diversion” international phone numbers from “00” format to E164.

15. Converts “Diversion” national phone numbers from “0” format to E164. Note that “+CC” must be replaced by the current Country Code
(ex: +33 for France).

16. Removes “Diversion” header from 181 answers.

17. Converts “From” international phone numbers from “00” format to E164.

18. Converts “From” national phone numbers from “0” format to E164. Note that “+CC” must be replaced by the current Country Code (ex:
+33 for France).
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19. Converts “P-Asserted-Identity” international phone numbers from “00” format to E164.

20. Converts “P-Asserted-ldentity” national phone numbers from “0” format to E164. Note that “+CC” must be replaced by the current Country
Code (ex: +33 for France).

21. Adds “P-Early-Media” with value “sendrecv” to 18x answers that contains SDP.

22. Removes “multipart body” coming from BTALK.
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Annexes
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™ From IPPBX toward Orange BTALK
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™ From Orange BTALK toward Customer IPPBX

I+

This section describes how to configure the NTP server's IP address. It is recommended to implement
an NTP server (Microsoft NTP server or another global server) to ensure that the SBC receives the
current date and time. This is necessary for validating certificates of remote parties. It is important, that
NTP Server will locate on the OAMP IP Interface (LAN_IF in our case) or will be accessible through it.

To configure the NTP server address:
1. Open the Time & Date page (Setup menu > Administration tab > Time & Date).

2. In the 'Primary NTP Server Address' field, enter the IP address of the NTP server. If you have an
OVOC installed in your network you can indicate the OVOC as NTP Server.
3. Click Apply .

" 4 $%! 99
& () %HS *+ o+ -,
( /0$10#%01!/



1" # $%! 100
& () WHS$S o+ -
( /0$10#%011l/



Glossary

AS : Application Server Business Talk / Business Talk IP
A-SBC : Access Session Border Controller (Orange Business Services infrastructure)
BTalk: Business Talk

BTIP: Business Talk IP

BVPN : Business Virtual Private Network (Orange Business Services)
CC: Country Code

CSBC/eSBC: Customer/Enterprise Session Border Controller
CSR: Certificate Signing Request

DTMF: Dual Tone Multi Frequency

FQDN: Fully Qualified Domain Name

IP: Internet Protocol

LAN: Local Area Network

LLDP: Link Layer Discovery Protocol

MMS: Message Manipulation SIP

NET: Network Equipment Technologies

PBX: Private Branch eXchange

PSTN: Public Switched Telephone Network

RS: Remote Site

SBC: Session Border Controller

SIP: Session Initiation Protocol

TCP: Transmission Control Protocol

TLS: Transport Layer Security

TP WAN : Third Party WAN (on customer side)

UDP: User Datagram Protocol

WAN: Wide Area Network
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