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(Goal of this document

The aim of this document is to provide configuration guidelines to ensure the interoperability between
AudioCodes eSBC with Business Talk (BTalk) or Business Talk IP (BTIP) service from Orange Business

Services, hereafter so-called “service”.
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Prerequisites

3.1 Certificates

In case of encrypted SIP trunk architecture, mutual TLS configuration is mandatory in order to exchange
public certificates with Orange BTalk infrastructure in both ways.

Customer public trusted certificates chain is used by both the eSBC to authenticate the connection with
our infrastructure and Orange public trusted certificates chain is used by the eSBC to authenticate the
connection

The customer must generate on the Ribbon Edge eSBC a Certificate Singing Request (CSR) and request
to a public Certificate Authority (CA) a public certificate.

Then only that the Root and intermediate Certificate Authorities (PEM format) must be communicated to
Orange BTalk team.

3.2 Public DNS configuration:

Following requirements regarding Public DNS configuration must be follow:

e In eSBC configuration, public DNS is used for outgoing calls to PSTN (e.g. From iPBX/eSBC to
BTol/BTIPol)

e Internet-naming resolution (FQDN): either enter the IP addresses of 2 private DNS, that relay DNS
queries to Internet, or enter the IPs of 2 accessible public DNS such as those of Orange
(80.10.246.2, 80.10.246.129)

3.3 NTP

The configuration of NTP servers on the eSBC is not fully detailed (still some typical example is described
in annex) in this document but it is mandatory to implement an NTP server (public reliable NTP server) on
Ribbon eSBC to ensure that the eSBC receives the current date and time.

This is necessary for validating Certificates of remote parties during TLS “Handcheck”.

34 Firewall flows for BTIP over Internet and BT over Internet

Firewalls in the way of traffic between Ribbon eSBC and Orange infrastructure have to be updated in
order to open required ports for BT over Internet or BTIP over Internet vary concerning the UDP Media

ports range.

For BTIP over Internet, please note the Orange infrastructure Media public IP termination is different from
Orange infrastructure SIP Signaling public FQDN/Public IP termination.

Refer to the ‘BTalk over Internet & BTIP pre-requisites’ and “BTalk/BTIP STAS” documents provided by
your sales/project manager team for more details about firewall rules needed to be open.
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3.5 Orange BTalk/BTIP specifications

The information in this chapter are the SIP trunk specifications required in order to interconnect Orange
BTalk/BTIP network. The Enterprise SBC must be compliant with those specifications.
This information were used to define the configuration described in this document.

v' Supported RFC’s

= RFC 3261 : Session initiation protocol

= RFC 3264 : An offer/answer Model with the Session Description Protocol

» RFC 3262 : Reliability of provisional responses in Session Initiation protocol (please refer
to provisional response and PRACK section)
RFC 3311 : The Session Initiation Protocol UPDATE Method
RFC 3323 : A privacy Mechanism for the session Initiation Protocol
RFC 3325 : Session Initiation Protocol for Asserted Identity within Trusted Networks
RFC 3204 : MIME media types for ISUP and QSIG Objects
RFC 3550 : RTP : A transport Protocol for Real Time Applications
RFC 3711: SRTP: Secure Real-time Transport Protocol
RFC 3960 : Early Media and Ringing Tone generation in the Session Initiation Protocol
RFC 4566 : SDP: Session Description Protocol
RFC 4568: SDP: Security Descriptions for Media Streams
RFC 2833/4733 : RTP payload for DTMF digits, Telephony Tones and telephony signals
RFC 5806 : Diversion Indication in SIP
RFC 5009 : Private Header Extension to the Session Initiation Protocol for Authorization
of early

v' Sip Methods supported:

INVITE

ACK

CANCEL

UPDATE (negotiated)

BYE

OPTIONS

Note : Sip methods not listed are not supported in this context

v' SIP Message size specifications are:
= SIP message limited to 4096 Bytes
= SDP Body limited to 1024 Bytes

v' SIP signalling specifications are:
= Forunencrypted architecture we need to configure UDP port 5060
= Forencrypted architecture (TLS) we need to configure TCP port 5061

v' Media specifications are by default listed below and should be adapted to your
Customer service offer:
* Forunencrypted architecture we need to configure RTP port 6 000 to 20 000
= Forencrypted architecture (TLS) we need to configuration SRTP port 6 000 to 20 000
for Business Talk over Internet or SRTP port 6 000 to 38 000 for Business talk IP
over Internet.

v Identification
= For Audit purpose eSBC “User Agent” connected to BTalk/BTIP infrastructure require
following format: “IPBX/UC Vendor < Product> <Version>.<build> \ Patton eSBC<SBC
model> <Version>.<build>”
=  Same requirement applies on Server Agent in provisional response.
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v' Encryption specifications are:
= TLS V1.3 (Recommended)
The corresponding Cipher suites below are supported as Cipher Client/Server:
o TLS AES 256 _GCM_SHA384 (Recommended)
o TLS_AES 128 GCM_SHA256
o TLS CHACHA20 POLY1305 SHA256
= TLSV.1.2 (Compatible)
The corresponding Cipher suites below are supported as Cipher Client/Server:
o TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384
o TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
o TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384
o TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256

v' Codec/Packet Rate specifications are (prefer order list) :
= G722 20 ms.(Only if specifically used)
= G.711 A-law 20 ms (or on demand specific G.711 p--law 20 ms)
= (G.729 20 ms (annexb = no)
= For BTIP over Internet and BTalk over Internet (TLS) only G.711 A-law 20 ms (or on
demand specific G.711 p--law 20 ms) is supported

v" Voice Activity Detection (VAD) is not supported

v' T.38 for FAX specifications are:

T.38 Fax over UDP

T.38 payload size 20 ms or 40 ms

NSF value 0

Fax rate management method Transferred TCF

UDP redundancy method T38UDPredundancy

T.38 version parameter 0

T.30data V.21

Data signaling rates: V.17 or V.29 or V.27ter

Error Correction Method (ECM) Enabled

Fax rate max 14400 bps

SG3-G3 fallback method Either ANSam removal or CM removal
Switching from voice mode to fax mode T.38 re-INVITE sent by called party

v DTMF transport specifications are:
RFC 2833/4733

v' Signalisation/ Media network Qos Tag specifications are:
v DSCP 46 (EF)

v' SIP Probing
= BTalk/BTIP SIP Trunk relies on OPTIONS method to “probe” the eSBC, in dialog and
out of dialog.
= The following answers are expected:
o Out of dialog: 200 OK (or any error responses) if UE is up, nothing if down
o Indialog: 200 OK if Call is active and 481 if Call is not active
=  The UE could use OPTIONS with max-forward=0 to probe BTalk/BTIP SIP Trunk, in this
case, Business Talk will send back a 200 OK.

Orange SA, with a share capital of 10,640,226,396 euros, 8 of 75
111 Quai du Président Roosevelt, 92130 Issy-les-Moulineaux, France,
Trade Register No. 380.129.866 Nanterre



- Business Talk & BTIP
Bus' ness AudioCodes Customer eSBC

v' Call initiation
= eSBC shall provide an SDP within his initial INVITE, delay offer (INVITE without SDP) is
not supported.

v Media Session Modification/ Transfer — Call Forward:
= Modification of media (IP, codec, attributes ...) in reception/transmission based on
UPDATE (With SDP) in Early Dialog and Re-INVITE in confirmed Dialog (with or without
SDP)
= Attributes “a=" must be equal to send only, recvonly, inactive, sendrecv.
= In case of Call Forward, the diversion header must be provided by the UE.
= Same Methods/Attributes/headers may be sent from BTalk/BTIP to UE.

v" Ring back Tone and Early Media
= Presence of an SDP in provisional response does not indicate presence of a distant
early media (only p-early-media indicate presence of distant early media).
= On reception of a 180 (without SDP) from BTalk/ BTIP, eSBC must play local Ring Back
Tone.
= eSBC can indicate an early media, within presence of P-Early-Media header into his
provisional response.

v Anonymous calls
= |f anonymization is requested, the UE should:
o Set privacy header to “user” with From containing Calling identity
o Or: set privacy header to id with From containing anonymous (“anonymous”
sip:anonymous@anonymous.invalid, P-A-lI must contain the Calling party
identification.
= Same Settings could be used when BTalk/BTIP request anonymous calls.

v" Number format specifications are:
= Called Number sent to Orange network must be at E164 format
= Calling Number sent to Orange network must be in National format (0ZABPQMCDU or
00xxxxxxxx) or E164 format.

v' Rerouting scenario:
= On reception of a Sip Error message, User Equipement must reroute in case of 408 et
50x (500/501/502/503/504/505/513)
= Transmission of a SIP error message to BTalk/BTIP, UE must send 5xx if a rerouting is
expected from BTalk/BTIP service.
= It's recommended to do not send 408 to BTalk/BTIP. If it's the case, UE will be
considered out of service until next Sip probing.

v' Call defection:
o 3xx Sip messages are not supported by BTalk/BTIP services. Those messages will be

converted into SIP error messages.
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Certified Architecture

4.1 Introduction to architecture components and features

This document describes “only” the main supported architectures either strictly used by our
customers or used as reference to add specific usages often required in enterprise context (specific
redundancy, specific ecosystems, multi-PBX environment, multi-codec and/or transcoding,
recording...)

Those configuration guidelines considered:
=  Only considering Carrier North side of Audiocodes eSBC facing Btalk and BTIP offers.
=  Consider the eSBC as this SIP North eSBC termination as a demarcation point for OBS,
South eSBC side is out of Orange control and responsibility
=  Stop considering the ecosystem behind the Audiocodes eSBCs on South Side (IPPBX
vendor/version, mono vs multi vendors, complexity of the ecosystem,...)

Those configuration guidelines don’t consider existing VISIT certified Premium vendor:
= Microsoft and Alcatel specific configuration guidelines for Audiocodes eSBC which cover
both North and South side are available on OBS websites.

Concerning the fax support, BTalk and BTIP support the following usage:
= fax servers connected to the IPBX* -and sharing same dial plan-, or as seperate ecosystems
and separate dial plan.
= analog fax machines, usually connected behind and passing through Audiocodes eSBC
= Fax flows must handle via T.38 transport only.
Note: Fax communications via Business Talk will still be allowed but will no longer be officially
supported by the Orange support teams from April 2023 for new customer implementations.

* Please note: This Audiocodes eSBC SIP North Carrier Side template configuration main objective is
offering compliancy in front of BTIP / Btalk offers. Accordingly multi- vendor IPBX which added
complexity must be addressed on Audiocodes eSBC SIP/T38 South side and are considered outside
of OBS responsibilities.
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4.2 Architecture with Audiocodes “customer” eSBC with OBS SIP unencrypted

configuration

4.21 Unencrypted SIP Trunk

Head Quater N\

GCustomer IP  Customer

|IE PBX

=

Remote Site

In this architecture:

Application +—— 5ip signaling flow
Server o
+ — — — — & Media flow

Business

= both ‘SIP trunking’ and RTP media flows between endpoints and the BTalk/BTIP are anchored

by the “customer eSBC”:

= for Head Quarter & remote sites, media flows are routed through the Customer eSBC and the

main BVPN connection.
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4.2.2  Encrypted SIP Trunk Over Internet

v SIP TLS + Secured RTP: all SIP messages and media packets are encrypted on the public
internet between Orange and the customer Internet SIP & Media endpoints. This is the level of
encryption recommended by default by Orange to ensure security & privacy

..... >  SIPsignaling flow

SIP TLS — Secure RTP —>  RIPhon

Encrypted section over Internet

Business
Talk

v' SIP TLS + (unencrypted) RTP: all SIP messages are encrypted on the public internet between
Orange and the customer internet SIP endpoints. RTP flows are shared without encryption
between the customer media endpoints and Orange backbone. This solution is less
recommended by Orange, but allowed as customers can have encryption/decryption limitations

_____ > SIP signaling flow

SIP TLS - RTP — e

Encrypted section over Internet

Application

SIP over Internet

SIPTLS

T

Customer Business

SBC
Public e

Internet
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4.2.3 Parameters to be provided by customers to access the service

Unencrypted SIP Trunk through BVPN

Depending on Customer architecture scenario selected, several IP addresses (V4) have to be
provided by the Customer. The table below sum-up the IP Address (marked in red) required
according to the scenario.

Applicable to all Session Border Controller with BTIP or BTalk over BVPN

Customer eSBC -
architecture with eSBC

BRI EVER s . @IPused by service

1 Single Customer No redundancy eSBC @IP
eSBC
2 Customer eSBC - Local redundancy:
Nominal / Backup mode | both eSBC are hosted on the same site
OR eSBC1 @IP eSBC2 @IP
- Geographical redundancy
both eSBC are hosted on 2 different sites
2 Customer eSBC - Local redundancy:
in Load Sharing both eSBC are hosted on the same site
OR eSBC1 @IP
- Geographical redundancy eSBC2 @IP
both eSBC are hosted on 2 different sites

Encrypted SIP Trunk through Internet

Applicable to Customer SBC with BTalk over internet only (International)

Customer SBC -
architecture with eSBC

@IP used by service

1 Single Customer
eSBC

No redundancy

eSBC1 @IP
or Public FQDN

2 Customer eSBC
Nominal / Backup mode

- Local redundancy:

both eSBC are hosted on the same site
OR

- Geographical redundancy

both eSBC are hosted on 2 different sites

eSBC1 @IP or
Public FQDN

eSBC2 @IP or
Public FQDN

2 Customer eSBC
in Load Sharing

- Local redundancy:

both eSBC are hosted on the same site
OR

- Geographical redundancy

both eSBC are hosted on 2 different sites

eSBC1 @IP or Public FQDN
eSBC2 @IP or Public FQDN

Orange SA, with a share capital of 10,640,226,396 euros,
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Applicable to Customer SBC with BTalk IP over internet only (French)

Customer SBC —
architecture with eSBC

1 Single Customer eSBC

No redundancy

@IP used by service ‘

eSBC1 FOQDN Type A

2 Customer eSBC
Nominal / Backup mode
(DNS Resiliency model)

- Local redundancy:

both eSBC are hosted on the same site
OR

- Geographical redundancy

both eSBC are hosted on 2 different sites

eSBC public FQDN DNS Type SRV

2 Customer eSBC
Nominal / Backup mode
(SIP Resiliency model)

- Local redundancy:

both eSBC are hosted on the same site
OR

- Geographical redundancy

both eSBC are hosted on 2 different sites

eSBC1 FQDN Type | eSBC2 FQDN Type

A* A*

2 Customer eSBC
in Load Sharing (SIP
Resiliency model)

- Local redundancy:

both eSBC are hosted on the same site
OR

- Geographical redundancy

both eSBC are hosted on 2 different sites

eSBC1 FQDN Type A*
eSBC2 FQDN Type A*

2 Customer eSBC
in HA mode (Cluster)
(IP Resliency model)

- Local redundancy:

both eSBC are hosted on the same site
OR

- Geographical redundancy

both eSBC are hosted on 2 different sites

warning: Link level 2 between SBC with max delay

50ms required for geo-redundancy

eSBC VIP FQDN type A*

* Only eSBC public FQDN’s SIP Termination will be supported, eSBC public IP’s Termination will not.
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4.3 BTalk & BTIP Audiocodes eSBC certified versions

Mediant
Server Edition

Mediant
Virtual Edition

Mediant
Cloud Edition
(MS Azure, AWS)

Reference product Hardware or Virtual Model Software version Certified "Loads" Certification
Mediant 500 /500L
Mediant 800
Hybrid enterprise eSBC
Mediant 1000
Load(s)
Mediant 3100 V720 7.00A.252.254° v
Mediant 2600
Mediant 4000
. Load(s
V.7.40A Load(s)
Pure enterprise eSBC Mediant 9000 7.40A.500.775* v

* Minimum Load for implementation.

Note: Last most up-to-date Load is recommended per Audiocodes vendor : Lastest Release (LR) or Long

Term Support (LTS) versions/ Loads.
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4.4 Audiocodes Global configuration

4.41 Objects

This chapter describes the AudioCodes eSBC necessary configuration steps for a correct
interoperability with the Orange Business SIP Trunking offers.

AudioCodes configuration parts listed below will be detailed step by step:
= Coders and Profiles

= VolP Network
= Core Entities

= Security
= Media
= SBC

= Message Manipulation

Note: All configuration parts listed above are present in the menu “SETUP” of the
Audiocodes eSBC WebGui interface under the following tab:
“IP NETWORK?”, “SIGNALING & MEDIA”, "ADMINISTRATION”

mO U d ioco des SETUP MONITOR TROUBLESHOOT

AudioCodes Web User interface

Warning:

Before applying the configuration described in this document, you need to do a Backup of
your Audiocodes eSBC configuration (save the INI file on your laptop). When you have
finished the configuration do a “Save” of your eSBC configuration and do again of Backup of
your new configuration.

4.4.2 Information and Syntax

Inside the configuration pages described in the following Chapters, the tables include an
“Index” column. Those “Index” is given as example. The real indexation will depend on the
current Configuration present on the eSBC . This is had “no impact” on the configuration
except in the “Message Manipulation” step where you must respect the order of rules in
manipulations tables.

The naming of the different object created (Network interface, Rules names...) must be
respected in order to guaranty the coherence of the configuration and easy to check by
Orange in case of issue.
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orange

Few parameters highlighted in fGreen’ color (IP Address, capacity...) in this document
are given as example and must be replaced by the real value specific of this
interconnection.

Several tables in the following Chapters, will contain lines in “Grey” color. Those lines are
indicated as example and reminder of the existing configuration of the “south” side
(IPPBX side) inside the eSBC. If the eSBC used is a new one without existing configuration,
you must replace those “Grey” lines according to the specifications of your IPBX/UC Device
you want to interconnect to BT/BTIP network.

Proxy Address Transport
Type

SIP TLS Context :
Index Name Interface Name Proxy Keep-Alive

1 or or — Using OPTIONS or UDP
PS_BTIP SI_BTIP ** @IP_eSBC_BTIP:5060 **

2 PS_IPBX SI_IPBX - Using OPTIONS ** @IP_IPBX:5060 ** uDP
Example
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AudioCodes Customer eSBC

4.5 Orange Business BTalk & BTIP Carrier unencrypted SIP configuration for
AudioCodes eSBC (UDP)

4.5.1 Configure IP Network

Specific configuration is required in this section. Existing public IP Interface, Ethernet Device
and Device Group could be reused.

It is anyway recommended to have a dedicated public IP Interface for SIP Trunking Service
provider like Orange in order to differentiate Traffic between Sip Internal Traffic and public Sip
traffic of the Service Provider.

4.5.2 Message Manipulation Policy

Message Policy

Orange BTALK specifications require to limit the size of the SIP message to 4096 Bytes and SDP
Body to 1024 Bytes. To do so, it is necessary to create a dedicated “Message Policy” name “BTALK
Max SIP Size”. This Message Policy will be associated to the “SIP Interface” dedicated to Orange
BTALK interconnexion.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

2 BTALK(or BTIP) 4096 1024 Policy Reject
Max SIP Size
Orange SA, with a share capital of 10,640,226,396 euros, 18 of 75
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Actions Screenshot

1. Open SETUP >
SIGNALING &
MEDIA >
MESSAGE
MANIPULATION
>MESSAGE s
POLICIES e

2. Click on “+ New”

3. Entera
meaningful
name ex” BTALK
Max SIP Size”

4. Click on “Apply” ance

The number Policy QCoudiocodes
will appear in the
list

#2[BTALK Max SIP Size] E3

GENERAL PoUCIES

4.5.3 Coders and Profiles
This section describes configuration of the Voice Settings: Coders and SIP profiles.

Allowed Audio Coders Groups

Allowed Audio Coders Groups are used to remove codecs from an SDP offer and/or to modify the
order or preference in the codecs list.

Orange accepts the following codecs in this order or preference:

VolP Codec Profile specific to Orange BTIP /.BTalk:
o (G.722 (If only used through BTIP only, not supported for BTalk)
e G.711 A-law 20 ms
e (G.729 20 ms (annexb = no).

Orange SA, with a share capital of 10,640,226,396 euros, 19 of 75
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orange

Note: G.711 p-law 20 ms can be requested to OBS, specifically on demand. If this is the case, it
should just be added to the codec list in this VolIP profile. G.722 isn’t currently supported through
Business Talk over Internet context.

We are going to create a new “Coders Groups” specific to Orange BTIP (please adapt it for BTalk).

Index Name

BT or
0 BTIP

This “Coders Groups” will manage the Codec specific to Orange BTIP.

Index Coder
0 G.722 (Empty)
1 G.711 A-Law (Empty)
2 G.729 (Empty)

1. Open SETUP >

SIGNALING &

MEDIA >

CODERS & GENERAL

PROFILES > e N
Allowed Audio

Name = | BTALK

Coders Groups
Click on “+ New”
Enter a
meaningful name
ex” BTALK” or
“BTIP”
4. Click on “Apply”
5. Click on “Allowed
Audio Coders 0
items”

whn

Cancel QIR
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Actions Screenshot
s -
6. Click on “+ New” “‘" - i R
7. Select the coders
as mention in the ‘
table of - :
parameters
above, in the
same order
o
Please note:
Do not select “G711 A-
law VBD” or “EG-711
A-law” as they are not
regular G711a codecs
QCaudiocodes B T . s
. .
e s oagefJer1 Sram (167 reconds v page
»* —

Allowed Audio Coders Groups in case of multiple codecs into SDP Audio MLine (Optional)

Even if this not the standard behaviors, some customer IPBX/device could send several “codec” in the
SDP answer (SDP with multiple codecs into Audio M Lines). This behavior is not supported by Orange
BT/BTIP network. As solution on the Audiocodes eSBC, it is required to implement a different “Allowed
Coder Group” to filter the answers. This will force all calls to the selected a unique “G711 A-law”
codec.

Note: If you are in this case you don’t need to create the “BT/BTIP” “Allow Coders Group” described in
the previous chapters.

We are going to create a new “Coders Groups” specific to Orange BTalk.

1 PCMA
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orange

This “Coders Groups” will managed only 1 Codec supported in Orange BT/BTIP.

User-defined
Coder

Index Coder

0 G.711 A-Law (Empty)

1. Open SETUP >
SIGNALING &
MEDIA > CODERS
& PROFILES >
Allowed Audio
Coders Groups J—

2. Click on “+ New”

3. Enter a meaningful Indlex !
name ex” PCMA” Name a| PCMA

4. Click on “Apply”

5. Click on “Allowed
Audio Coders 0
items”

6. Click on “+ New”
7. Select the coders as £ TOPOLOGY VIEW Allowed Audio Coders Groups (2)
mentioned in the S
above, i ihe same @ oot - - o
order 4 CODERS & PROFILES -
INDEX MAME
IP Profiles (2) 5 BT
Tel Profiles (0) 1 PCMA
Please note: Coder Settings
Do not select “G711 A- Coder Groups
law VBD” or “EG-711 A- #1[PCMA]
law” as they are not
regular G711a codecs Mlowed Video Coders
Groups (0) GENERAL
4 SBC Name * PCMA

Classification (1)
4 Routin;

Allowed Audio Coders 1 items ==
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Actions Screenshot
£} TOPOLOGY VIEW @ Allowed Audio Coders Groups [#0] > Allowed Audio Coders (1)
CORE ENTITIES
m o Page |1 of 1 Show | 20 ¥ | recor
4 CODERS & PROFILES
INDEX CODER USER-O
IP Profiles (2) 0 " G711 Alaw '
Tel Profiles (0)
Coder Settings
#0
Coder Groups
Allowed Audio Coders
- GENERAL
Allowed Video Coders Groups
(0) Coder * G711 A-law

SBC

User-defined C...

IP Profile Settings

The IP Profile settings is a set of parameters with user-defined settings relating to signaling and
media. The IP Profile will be assigned later to specific IP calls.

This IP Profile will re-use the “Allowed Audio Coders” object created in the previous chapter in order to
compliant with Orange BT or BTIP codec list. In case of Standard installation will use the “BTALK”
as example or in particular case the “PCMA” Allow Audio Coders.

This IP Profile will be configured to be compliant with Orange BTIP/BTalk specification:

v' Transfer allowed via Re-invite
v" DTMF via RFC 2833/4733

v" Transport tag require EF (DSCP 46) for Media and Signaling

Note:

For DTMF, the Audiocodes eSBC will be able to convert SIP INFO message to RFC2833/4733.

DTMF inbound will be not converted by the eSBC because it requires DSP resources on SBC.

For Transfer, the Audiocodes eSBC will be able to convert REFER into RE-Invite.
In some case SIP Provisional Response ACKnowledgement (PRACK RFC 3262))
could be required (For Cisco CUCM) to be interworked with Orange which not support PRACK. SBC
device can be configured to resolve this interoperable issue and enable sessions between such
endpoints. SIP PRACK handling is configured using the IP Profile parameter, eSBC Prack Mode :

Mandatory on the IP profile of the Customer IPPBX

All of those conversions will stay under customer responsibilities depending of South private

architecture context

The mentioned parameters in the table below are the one specific to Orange Profile. All the other

parameters must be left as «default value».
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“Section: eSBC Media”

Index Name Allowed Allowed RFC2833 RFC2833 Use Silence RTP
Audio Coders Mode DTMF Suppression Redundancy

Coders Mode Payload Mode
Type

Restriction Extend 101 Remove Disable

“Section: Quality of Service”

Signaling DiffServ

46

“Section: eSBC Forward and Transfer”

Handle Handle
Locally Locally

1. Open SETUP > SBC MEDIA Remate 3ix Mode « Handle Locally A
SIGNALING & Mediation Mode RTP Mediation
MEDIA > CODERS Extension Coders Group R . STEWEID
& PROFILES > IP R e < iew "
Profiles [ e Reiabie el Tone Source  Yes
2. Click on “+ New” Ao Goders - S | :
Enter a meaningful Alowes Medla Types -
name, ex” prectiedaTeg
" or REC 2833 Mode « [Extend Fax Coders Group -
RFC 2833 DTMFPayload Type  + 101 Fax Mode Asls
Alternative DTMF Method asls Fax Offer Mode All coders
3. Change the Sand Multiple DTWF Methods Disable Fax Answer Mode Single coder
paramete rs Receive Multiple DTMF Methods Disable Remote i Fax Detection T
indicated above as ‘Adapt RFC2833 BW to Voice coder BW Disabled Fax Rerouting Mode Disable v
follow e
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Actions

Screenshot

Adapt RFC2833 BW to Voice coder BW Disabled ﬂ Fax Rerouting Mode Disable ~
SDP Prime Answer Remote Answer &
Preferred PTime 0 MEDIA
Use Silence Suppression « Remove ﬂ Broken Connection Mode  Disconnect ﬂ
! RTP Redundancy Mode * |Disable ﬂ Media IP Version Preference | Only IPv4 ﬂ
| RTCP Mode Transparent ﬂ RTP Redundancy Depth Disable ﬂ
i
Jitter Compensation Disable ﬂ
ICE Mode Disable ﬂ LOCAL TONES
SDF Handle RTCP Don't Care ﬂ
Local Ringback Tone Index 1
RTCP Mux Hot Supported ﬂ
| Local Held Tone Index -1
1 RTCP Feedback Feedback Off ﬂ
| Re-number MID Disable ﬂ
| Voice Quality Enhancement Disable ﬂ
| Max Opus Bandwidth 0 v

1 Cancel IR

Max Call Duration [min] 0
SBC EARLY MEDIA A
Remote Early Media Supparted ﬂ
SBC REGISTRATION
Remote Multiple 18x Supparted v
User Registration Time o
Remote Early Media Response Type Transparent v
NAT UDP Registration Time | -1
Remote Muftiple Early Dialogs Accarding to Operation Mods ﬂ
Remote Muftiple Answers Mode Disable v R o
Remote Early Media RTP Detection Mode By Signaling v
SBC FORWARD AND TRANSFER
Remote RFC 3960 Support Not Supported ﬂ
Remote Can Play Ringback Yes | Remote REFER Mode « |Handle Lacally ™|
Generate RTP None j Remote Replaces Mode standard j
Play RET To Transferee No ]
SBC MEDIA Remote 3xx Mode '« |Handle Locally ﬂ
Mediation Mode RTP Mediation
SBC HOLD W
Extension Coders Group - -

Cancel EGER

SOP Handle RTCP Don't Care v
Local Ringback Tane index -4
RTCP Mux Not Supported ~
Local Held Tone Index -
RTCP Feedback Feedback Off v
Re-number MID Disable v
Voice Quality Enhancement Disable v
Max Opus Bandwidth ]
Generate No-Op Packets Disable v
Enhanced PLC Disable ~
SBC Muktipie Coders Not Ssupported v

QUALITY OF SERVICE

RTP IP DiffSery a6
Signaling DiffServ o 46
Data DiffServ 0

Cancel [EIZZNE
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Click on “Apply”
The new Objects will
appear in the list.

P s

£} TOPOLOGY VIEW
4 CORE ENTITIES
SRO5 (1)
SIF ntertaces (1)
Medis Reims (2}
Proy Sets 3)
W Groups (4)

4 CODERS & PROFILES.

T Prafies (0)
Coder Settings
Coder Groups
Allowed Audic Coters Groups (2)
Allwed Video Coders Graups (0)

LS

Classificaton )
4 Routing
Routing Polices (1)
1P-40.1P Routing (7)

Alrermatie Rauing Reasors (0)

1P Profiles (2)

T g
:

3

#1[1PP_BTALK]

GENERAL
Name

Crested by Routing Server

MEDIA SECURITY
SBC Media Securty Mods
Gareway Meisa Security Moge

page s
nan

1P BTALK
o

19

PROFILE PREFERENCE
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4.5.4 Core Entities

SRD Table

No configuration is required in this section. We will use the existing “DefaultSRD”

SIP Interface Table

The SIP Interface table allows to define a local, listening port number and type (e.g. UDP or TCP), and
assigning an IP Network interface for SIP signaling traffic.

This SIP signaling will be configured to be compliant with Orange BTalk specifications:

v' For unencrypted BT SIP Trunk architecture, we need to configure UDP port 5060

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Classification Message Policy
Failure

Network Interface
Context Response

Type

BTALK/BTIP Max SIP
5060 0 0 - 0 Size

1 SI_IPBX NI_IPBX 5060 0 0 - 0

Note: “Network Interface” will define by the Customer itself.
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£} TOPOLOGY VIEW
‘GENERAL MEDIA
4 CORE ENTITIES
1. Open SETUP > o ame + s Wedia Resim =
SIGNALING & Topuoty Lot - et Meds Diabie
Media Realms (2) Network Interface. * Public P View
MEDIA > CORE Prowysets 2 spplcaionType sac -
1P Groups (2) UDP Part 0
> 1S Contex Name  Cnnge2 =
ENTITIES SIP CODERS & PROFILES. TCPPom Cu TUS Mutual Authenticati. * Enable
Interfaces nseo w0 Wesage oy T — vew
2. Click on “+ New” - s g e p——
: CcK O e SIP DEFINITIONS SCUF:Secandery Hetwe... i Enable Un-Authenticate... Not configured
Enter a meaningful At o pits o bt
'MESSAGE MANIPULATION ‘Additional UDP Ports M. Always Open
name Ex: Encapsulating Protosol No encapsulation
Loy Enable TCP Keepaiive Oisable.
INTRUSION DETECTION Used by Roug Sene ol N
——— v
SIP RECORDING CAC Profile View
3. Change the
CLASSIFICATION
parameters Classification Fadlure Res.. 500
indicated above as L T
Call Setup Rules Set ID. 1
follow
SRD #0 [DefaultSRO)
GENERAL MEDIA
ks ok < e
Mame » | SLBTALK Direct Media Disable -
[ o[ sopamman ] vew secunny
= . I . =
uperort e TLS Mutual Authentication i
R— 0
Mae33age Pol #2 [BTALK Max SIP Size) v | View
nspon .
PR
Adone 0P Pors e Avwars ooen . o
cancer [
- “ »
Click on “Apply
The new Objects will
appear in the list. @@ o 5
€} TOPOLOGY VIEW SIP Interfaces (2)
s omEn - ape [ ort - - S (1) s o e
s0s)
[, e - o [P ——— - -
Madia Reslms (2) 0  cust B DefaulSRD =0y | HILBTALK aw 0 5080 5081
Prooty Sets &) 2 SBTALK W DetauiSRD0  NLBTALK sac 5080 [} o
# oo )
copersapmoeLs
P
AT #2(S|_BTALK] M DefautSRD
p——
MESSAGE MANELLATION conema e
= » .5 eda s
weou
T e tis
WTRUSION DETECTION Newor s ro o
—— i =
F— = -
Torn =

TLS Myl Autheneation
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Media Realm Table

The Media Realm Table allows allowed range media defined on gateway depending on traffic.

This Media will be configured to be compliant with Orange BTalk specification:
v' For unencrypted BT/BTIP SIP Trunk architecture, we need to configure RTP port 6
000 to 20 000

Note: On Audiocodes eSBC, for RTP port range keep in mind that the RTP UDP port spacing is “10”.
This mean that for example 5 sessions SIP, 5*10 ports RTP from 6000 to 60050 will be reserved.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Media Realm IP Interface Media

Index Port Range Start
Name Name

Session Legs

Note: The table above shows the configuration for 100 calls maximum with Orange. The “Media
Session Legs” should be adapted to your Customer service offer. “Port Range Start” and “IP interface
name” will defined by the Customer itself.

1. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > MEDIA
REALMS

2. Click on “+ New”
Enter a meaningful
name ex”

3. Change the

Name
Topology Location

IPv4 Interface Name

UDP Port Range Start

Number Of Media Session Legs
UBP Port Range End

TCP Port Range Start

TCP Port Range End

Defauk Media Realm

Used By Routing Server

. MRBTALK

Down

&1 (Public_IP]

. 7000

. 100

QUALITY OF EXPERIENCE

Qo Profile . v view

Bandwidth Profile - - view

- View

parameters
indicated above as e
follow
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GENERAL

noex

Mame o MR_ETALK

Topolagy Location Down .

1Pt interface Naeme o [ BTA) v view

Port Range Start  To00

Munber Of Medis Session Legs o[ 100

Port Range End

Default Media Realm o .
Canca

QUALITY OF EXPERIENCE

QoE Prafiie

Banowiam Prome.

Click on “Apply”
The new Objects will
appear in the list.

@6 = u v

) TOPOLOGY VIEW
o
.
e
CODERS & PROFILES.
SBC
—
-
e

SIP RECORDING

Media Realms (7

el

o+ e
2 WALETALE
1 pax
#2[MR_BTALK]
GENERAL

Name:
Toposogy Locaton

Py rnetace Name

Port Range siart
Number Of Media Session L...
Por: Range End

* NLETALK

- 7000
.1

Pags|i

P4 INTERFACE HAME

TR
HLETALK

Snow 15 ¥ | recards per page.

PGRT RANGE START

[t

7000 100

8000 100
QUALITY OF EXPERIENCE
QuE Protie

Banowidn Profle

NUMBER OF MEDIA SESSION

PORT RANG

7555
55
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Proxy Set Table and Address

The Proxy Set Table allows proxy set definition. There you will configure the IP/ FQDN of Orange BTALK
extremity and Keep-alive.

This Proxy will be configured to be compliant with Orange BTalk specification:

v' For unencrypted BT/BTIP SIP Trunk architecture, we need to configure UDP port
5060

v For Sip trunk keep alive done with “Options” message (every 300 seconds)

v" For Sip trunk redundancy Homing (the first Proxy Address is always select if
available) and Proxy Hot swap Enable ( In case of Invite reject or no answer ,the call
is moved to the next Proxy Address)

v' 2 Proxy Address will be configured for redundancy purpose

TLS Proxy Redundancy Proxy Index
Context Keep- Mode Hot Proxy Proxy Address
Name Alive Swap Address

Transport
Type

SIP
Interface

lsoso
1 uDpP
5060

0
5060
UDP
1 l5060

Using

OPTIONS Homing Enable

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Note: Please avoid using Proxy Set O Index. The IP set in the “Proxy Address” is the IP provided by
Orange for the SIP trunk BT/BTIP. “Options” message will be sent by the Audiocodes eSBC to verify if
the Orange BT/BTIP network is reachable.

All the screenshots below showing some IP address are given as example. You should replace
them by the correct IP or FQDN
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1. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > PROXY
SETS

2. Click on “+ New”
Enter a meaningful

GENERAL

Index

Name « PS_BTALK

SBC IPva SIP Interface #1(51_BTALK]

TLS Context Name

KEEP ALIVE

REDUNDANCY

Redundancy Mode o Homing v

Proxy Hot Swap « Enable v
v View Proxy Load Balancing Method Disable v
- | View Min. Active Servers for Load Balancing 1

ADVANCED

Classification Input 1P Address only ~
”) Proxy Keep-Alive * Using OPTIONS v
name ex
Proxy Keep-Alive Time [sec] « 180 ONS. Resolve Method b
Keep-Alive Failure Responses Accept DHCP Proxy List Disable v
3. Change the Success Detcton Reries .
parameters Socces Denecion e ©
indicated above as Falure Detection Retransmissions. | -1
follow
cangy
GENERAL REDUNDANCY
edndancy e « [rmrg .
P TJver  royusdsscgue [oaoe .
SBC IPvd SIP Interface #2[S1_BTALK] - View Min. Active Servers for Load Balandng 1
15 Cormn rve < ew
ADVANCED
KEEP ALIVE Classification Input 1P Address only v
ovsesoke ad .
——
4. Click on “Apply”.
The new Objects will
H H SIGNALING & MEDWA O wp
appear in the list.
@ =
£} TOPOLOGY VIEW Proxy Sets (3)

COOERS & PRORLES.

sac

GATEWAY

P DERNITIONS

MESSAGE MANIPULATION

MEDIA

INTRUSION DETECTION

P RECORDING

#2{PS_BTALK] m DefaultSRD

GENEAL
Hams
Gatomay It 58 ntatace
S0 w5 nartace

TS Corext Name

KEEP ALVE

5. To configure “Proxy
Address” and
“Transport Type”,
you have to
configure to select
the “Proxy Set” just
created.
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orange

6. Click on the “Proxy

Address 0 items” ocodes [ -
link at the bottom of B D
the page. @ = m .

£} TOPOLOGY VIEW #20PS_BTALK] =

pE— e

SRDs [

SIP |terfaces (2) L

oy o srmins -

e e - -

'CODERS & PROFILES TLS Cortext Marme - —

f KEEP ALVE ADVANCED

005 Resaive Method

<P CEFINITIONS.
MESSAGE MANPULATICN
MEDIA

INTRUSION DETECTION

7. Configure though sorecorans
index O for the
nominal Proxy
address

|

8. You have to J—
configure though
Index 1 for the
backup Proxy Proxy Address o 17222245 335060
address to backup Transport Type o uoe .
the nominal ones Proxy Priority 0

Wlth Proxy Random Weight 0

Index 0

1. Atthe End at least 2
Proxy Items should
be configured:

Cancel

- Index 0 for Nominal
within

- Index 1 for

)
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Actions Screenshot
GENERAL
Index 1
Proxy Address e | 172.22.246.73:5060
Transport Type « UDP ~
Proxy Priority 0
Proxy Random Weight 0
Cancel EENG
QCaudiocodes serue - g
MEDUNT 1000 SIGHALING & MEDIA £ Emity, parameter vakie
@ P > Proxy Address |
amEm - Snow recards per page 1
nnnnnnnnnn @ * TRANSPORT TYPE
Media Realms (2} ¢ it-J
' e
P Groups (4)
CODERS & PROFILES.
Ll e [
GENERAL
Frony ks
Transport Type
Proy promy
Prany Randem Wit

IP Group Table

The IP Group table allows logical IP entities creation with a set of parameters such as Proxy set ID, IP
profile ID to separate provenance and destination traffic.

A new IP Group specific to Orange BT/BTIP SIP Trunk needs to be create as Server Back-to-back
(B2BUA) with message Manipulation on the outgoing Orange side. The IP Group will be composed
of the objects previously created in the table: Media Realm, Proxy Set and IP Profile.
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orange

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Inbound Outbound Proxy Keep-

Media Message Message Alive using

IP Profile

Ind \ P Set . . . :
e S s Realm Manipulation Manipulation IP Group
Set Set settings

2 IPG_IPBX PS_IPBX MR_IPBX IPP_IPBX 1 3 Enable

Note: Please avoid using IP Group Index “0”. The value “-1” inside the «Inbound Message
Manipulation set” parameter indicate that “None” Manipulation is needed for incoming message
from Orange BT/BTIP. The value “2” inside the «Outbound Message Manipulation Set” parameter
indicate a set of Manipulations (inside the Man Set ID “2”) are required for outgoing message
toward Orange BTalk Network. Those Manipulations are described in the next chapters.
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Actions

1. Open SETUP >

[IPG_BTALK]

Screenshot

SIGNALING &
MEDIA > CORE
ENTITIES |
>IP_GROUP

2. Click on “+ New”
Enter a meaningful
name ex”

Click on “Apply”
Click on “Allowed
Audio Coders 0
items”

P

GENERAL QUALITY OF EXPERIENCE

nd QE Profile v View
Name o IPG_BTALK Bandwidth Profite v View
Topology Location Oowny ¥ User Volce Qualty Report Disable v
Type Server v

Proxy Set #1[PS_BTALK] View MESSAGE MANIPULATION

K frofe e o b Inbound Message Manipulation Set

Media Resim #1[MR_BTALK] Vo Outbound Message Manipulation Set  « 2

internal Media Realm View Message Manipulation User-Defined String 1
Contact User Message Maniputation User-Defined String 2
SIP Group Name Proxy Keep-Alve using IP Group settings  » | Enable v
Created By Rout
Used By Routing Server Not Used v SBC REGISTRATION AND AUTHENTICATION

Proxy Set Connectivity

Max. Number of Registered Users 1

Registration Mode

User Initiates Registration -

Il User Stickiness Disable ~

Classify By Proxy Set Enable ~ User UDP Port Assignment Disable -

SBC Operation Mode Mot Configured ~ Authentication Maode User Authenticates ~

SBC Client Forking Mode Sequential v Authentication Method List

CAC Profile View SBC Server Authentication Type Aezording to Global Parameter v

SIP Source Host Nome QAuth HTTP Service N v View
Username

ADVANCED Password

Local Host Name GW GROUP STATUS

UUI Farmat Disable ~ GW Group Registered IP Address

Abviays Use Src Address Mo ~ GW Group Registered Status

SBC ADVANCED

Source URI Input

Destination URI Input

SIP Connect

SBC PSAP Mode

Route Using Request URI Port

Media TLS Context

Keep Original Call-ID

Dial Plan

Call Setup Rules Set 1D

Tags

SBC Alternative Routing Reasons Set
Teams Local Media Optimization Handling

Teams Local Media Optimization Initial Behavior

Cancel

v
No ~
Disable v k
Disable ~
#0 (defaul] v View
Ne v
w View
-1
w View
None v
DirectMedia v

[« LI APPLY
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Actions Screenshot
[IPG_BTALK]

Destination URI Input v
SIP Connect No v
SBC PSAP Mode Disable v
Route Using Request URI Port Disable v
Media TLS Context #0 [default] v View
Keep Original Call-ID No v
Dial Plan - v View
Call Setup Rules Set ID B
Tags
SBC Alternative Routing Reasons Set - v View
Teams Local Media Optimization Handling None v
Teams Local Media Optimization Initial Behavior  DirectMedia v
Teams Direct Routing Mode Disable v

Teams Local Media Optimization Site

Cancel

5. Click on “Apply”.
The new Objects will s -
appear in the list. 1 s pracs e

3 TOPOLOGY VIEW 1P Groups

Ps.aTALK we Tl MABTALK

caTEwaY
e — #10PG_BTALK] 1 DefaukSho =
MESSAGE MANPULATION
— — QUALITY OF EPERIENCE
INTRUSICON DETECTION ‘Topology Le<anon fram Pt

n
SIP RECORDING -

ronyses MESSAGE MANIPULATION

otie e ———

4.5.5 SIP Message Manipulation

For unencrypted or encrypted BT SIP Trunk architecture, it is required to implement some Message
Manipulation for the outgoing message toward Orange BTalk. Those Manipulations Rules are detailed
on the chapter “SIP rules & manipulations (eSBC Application)”. Please jump to this Chapter directly
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4.6 Orange Business- BTalk over Internet & BTIP over Internet encrypted SIP
configuration for AudioCodes eSBC (TLS)

As a prerequisite Audiocodes recommends reading the Audiocodes Security vulnerabiliy handling to
understand how to secure the eSBC into your network infrastructure and especially facing Internet.

4.6.1 Configure IP Network
Same recommendations as in § 4.5.1

Specifically in the TLS profile used for BTol / BTIPol (SIP/TLS) the WAN interface is usually exposed
to the public internet from a DMZ, so it is strongly recommended to use an Access Control List on
eSBC in order to restrict access only to Orange public IP’s

4.6.2  TLS profile
TLS Context

The encrypted architecture requires the usage of an encryption Key and Ciphers presentin a TLS
Context in order. A specific Orange BTALK TLS Context have to created.

This SIP signaling will be configured to be compliant with Orange BTalk specification:

v" For encrypted BTALK SIP Trunk architecture we need to configure TLS V1.3 or
most possibly supported TLS V1.2
v Key size 2048
v" Cipher list per below is recommended as Cipher Client/Server through TLS V1.3:
o TLS_AES_256_GCM_SHA384 (Recommended)
o TLS_AES_128 GCM_SHA256
o TLS_CHACHA20_POLY1305_SHA256
v Cipher list per below is compatible as Cipher Client/Server through TLS V1.2:
o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (Compatible)
o TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
o TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
o TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256

v TLS Mutual_auth_entic_ation z;ctivz;ted.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Through TLS V1.3 for V.7.40A :
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Orang  TES_AES_256_GCM_SHA384:TLS_CHA  TLS_AES_256_GCM_SHA384:TLS_CHAC
1 - & CHA20_POLY1305_SHA256:TLS_AES_  HA20_POLY1305_SHA256:TLS_AES_128 2048
128_GCM_SHA256 _GCM_SHA256

Through TLS V1.2 for V7.20A

Index Name Cipher Server Cipher Client

Orang  TLS_ECDHE_RSA_WITH_AES_256_GC  TLS_ECDHE_RSA_WITH_AES_256_GCM

e2 M_SHA384 _SHA384 2048
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1. Open SETUP > IP

NETWORK >
SECURITY > TLS
CONTEXTS ceveral
2. Click on “+ New . .
Enter a meaningful e [ oarge> 0 merace . o view
name ex” Orange” | v ) revesrsene
3. Change the per— P nmsonans : .
parameters
Indlcated abOVe as Cipher Server TLS 1.3
fo I | OW an d refe rrl n g Cipher Client TLS 1.3 TLS_AES_256_GCM_SHA384:TLS_CHACHA20 POLY1305_SHA256:
at parameters tables e Exchange Groups pE———
above de pe ndin g of Strict Certiicate Extension Validation  Disable
eSBC/ TLS version pitbey e
s Renegoason . .
supported.
Click on “Apply TLS Contexts (2)
The new Objects will
appear in the list. EED(EE] o Poget o1 Show 18« recorcsperpage 0|
INDEX NAME TLS VERSION DTLS VERSION CIPHER SERVER
0 default TLSw12and TLSv1 3 DTLSv1.0 and DTLSvI 2 DEFAULT 2
> = s B e G e m—— N
#2[0range?] [ co
GENERAL ocsp
Name * Orange2 OCSP Server Disable
TLS Version ® TLSv13 ‘OCSP Interface - View
o IEROCHET=na e
Cipher Server ® ECDHE-RSA-AES256-GCM-SHA384 ‘Secondary OCSP Server 0.0.0.0
Cipher Client ® ECDHE-RSA-AES256-GCM-SHA384 ‘OCSP Port 2560
Cipher Server TLS 1.3 TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TL . OCSP Default Response Reject
Cipher Client TLS 1.3 TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TL..
Key Exchange Groups X25519:P-256:P-384:X448
Strict Certificate Extensio_ Disable
DH key Size 2048
TLS Renegotiation Enable
Use default CA Bundle Disable

Certificate Signing Request (CSR)

The TLS Context need a Certificate signed. To obtain this Certificate Authority (CA) you must
generate your CSR base on the information of the eSBC and Company with SHA-256 encryption.

As soon you received the CA, you will load it on the Audiocodes eSBC on the TLS Context create for
this interconnexion with Orange BTALK.

The mentioned parameters in the table below are the one specific to Customer. It is just an example of
CSR for a Company “EnterpriseTOTO” located in Paris France with an eSBC with FQDN name
“SBC123@TOTO.com” resolving Public IP 83.206.61.113

Locality or city Country
name code

Common Name Organizational Unit Company name
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1st Subject 2nd Subject Alternative 3rd Subject Signature Private Key size

Alternative Name Name Alternative Name Algorithm

SHA-256 2048
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2 Orange2 TLSW13 DTLSv1.0 and DTLSVI.2 ECDHE-RSA-AES256-GCM-SHA384 v

1. Onthe TLS context #2[Orange?] e I
you just create go
on the Bottom page T =

H Name ® Orange2 OCSP Server Disable
and CIICk On TLS Version ® TLSv13 OCSP Interface View

“Change Certificate” S e A=A primary OCSP S
2 . C hange th e Cipher Server ® ECDHE-RSA-AES256-GCM-SHA384 Secondary OCSP Server 0.00.0

Cipher Client o ECDHE-RSA-AES256-GCM:SHAS84 ocs pore 2560
param eters Cipher Server TLS 1.3 TLS_AES_256 GCM_SHA384TLS_CHACHA20_POLY1305_SHAZS6TL. OCSP Defauit Response Reject
indicated above Cipher Client TLS 1.3 TLS_AES_256 GCM_SHA3B4:TLS_CHACHA20_POLY1305_SHAZS6TL.

3. Cl|ck “Create CSR" Key Exchange Groups X25519:P-256:P-384:%448

Strict Certificate Extensio_ Disable
DH key Size 2048
TLS Renegotiation Ensble
Use default CA Bundle Disable
I Certficate Information >> Change Centicate »> Trusted Root Certificates > I
serup

@@ W ¥
£} NETWORK VIEW CERTIFICATE SIGNING REQUEST
4 coreemes
[A—— scizseTono .
[rYS—
Exhernet Devices (1) nal)
Eerne Goups 3 P—
secuamy - =
5 o 1) SEPU———— P |maees
Frewsa @
— PUPTRS——— fFr
o
awa
ons
s
wea serces
R P——
R A cmsting e SR, copy th e bl g 1 BEGIN/END ) s 1 your Certicaton Aty for s

4. On the page should
appear a text in blue
which represent :
your C SR £} NETWORK VIEW State [37) foptional)

4 CORE ENTITIES Counry code €] apriana

@@ % A

3

P Interfaces (1)

EmaL

EMAL

EnaiL

EMAL

AT Translation (0)

EmaL
4 SECURITY.

L o

ND ines) ard ser 02 your Cerbfvcaion Authorey for SETg,

quauTy
ons
e SEICES

HITR PROXY

RADILS & L0AP

GENERATE NEW PRIVATE KEY AND SELF SIGHED CERTIFICATE
ADWANCED

Provate Key Sie 2045
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When the CSR is generated copy the CSR text and send it to Organization to be signed and get a
Certificate Authority (CA). The Root and intermediate Certificate (crt files) must be transmitted to
Orange Business Services team.

When you have the CA files (p7b and bundle), please load it on the TLS Context just create. Only
Base64 (PEM) encoded X.509 certificates can be loaded to the Audiocodes eSBC.

Make sure that the file is a plain-text file containing the "BEGIN CERTIFICATE" header, as shown in
the example of a Base64-Encoded X.509 Certificate below:

————— BEGIN CERTIFICATE-----
MIIDkzCCANnugAwIBAgIEAGAAADANBgkghkiG9wOBAQQFADA/MQOswCQYDVQQGEWJIGUJETMBEGA1U
EChMKQ2VydGlwb3N0OZTEbMBkGA1UEAXMSQ2VydGlwb3N0ZSBTZXJ22XVyMB4XDTk4MDY yNDA4AMD
AWMFOXDTE4MDY yNDA4MDAWMFowPzELMAKkGA1UEBhMCR]1 I xEzZARBgGNVBAOTCkN1cnRpcG9zdGUxG
zAZBgNVBAMTEkN1cnRpcG9zdGUgU2VydmV1cjCCASEWDQYJKoZIhveNAQEBBOADgGGEOADCCAQKC
ggEAPgd4MziR4AspW1dGRx8bQrhZkonWnNm ™ +Yhb7+4Q67ecfljanH7GcN/SXsfx7jIJpreWULETv
TCvpr4R7gIJcmdHIntmf7IPM5n6cDBv1 7uSW63er 7NkVNMFHWK1QaGFLMybFkzaeGrvFm4k31Re
f1XDmuOe+FhJgHYezYHf44L,vPRPwhSrzi9+Ag308pWDguJuzDIUP1F1jMa+LPwvREX fFCUW+w==

----- END
Actions
2 Orange2 TLSw13 DTLSv1.0 and DTLSvI 2 ECDHE-RSA-AES256-GCM-5HA384 v
5. Onthe TLS context #2[Orange?] =
you created go on
the Bottom page GENERAL ocs
and CIle On Name V . ?‘sﬂgez OCSP Server Disable
« . » TLS Version ® TLSv13 OCSP Interface View
Change Certificate D1LS Version DS and D512 primary OCS? Serer
Cipher Server * ECDHE-RSA-AES: 5| Secondary OCSP Server 0000
6. ScrO” down to the Cipher Client ® ECDHE-RSA-AES: ‘OCSP Port 2560
U p Ioad Certiﬁcates Gipher Server TLS 1.3 HAS84:TLS_ CHACHAZ0_POLY1305_SHAZSGTL. OCSP Default Response Reject
. Cipher Client TLS 1.3 TLS_AES HA384:TLS_CHACHA20_POLY1305_SHA256:TL.
files from your S I ——
computer group, :‘:::’"“"““"‘“‘* e
click the Browse TS Renegonason
b t-t Use default CA Bundle Disable
utton

corresponding to
the 'Send Device
Certificate..." field,
navigate to the
cert.txt file, and
then click Load
File.

7. After the certificate
successfully loads

to the device, save o
the configuration

Fremall

I Certificate Information »» Change Cenficate »» Trusted Root Certificates »» I

QCaudiocodes

with a device reset.
8. Verify that the

private key is

correct:

-Open the TLS

Contexts table.

bus 5 dos, i shoukd be ower 3 physical.secure neswork ink

-Select the required
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orange

TLS Context index
row.

-Click the Certificate
Information link located
below the table.

After this step, the Public Root and intermediate Certificate authorities (PEM format) which signed your
eSBC FQDN/ Public IP must be imported into the “Trusted Root Repository” then communicated to
Orange BTALK/BTIP project team.

4.6.3 Media Security

This section allows to Enable the media security protocol (SRTP). This is needed only in case the
connection with BTALK is using Media encryption in addition of encrypted SIP connection via TLS
encryption.

This Media encryption must be configured to be compliant with Orange BTalk crypto suite
specification:

v AES_CM_128 hmac_SHA1_80

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Media Comments
Security Offered SRTP Cipher Suite
behavior

Media

security

All
(AES_CM_128 HMAC_SHA1 32,  AES_CM_128 HMAC_SHA1_80
Enable Preferable AES_CM_128_HMAC_SHA1_80, will be negotiated though SIP
AES_256_CM_HMAC_SHA1 32, SDP offer
AES_256_CM_HMAC_SHA1_80)
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Actions Screenshot

1. Open SETUP > s wroe o S ;
SIGNALING & )
MEDIA > MEDIA OO |- =
>MEDIA SECURITY

2. Change the ‘
parameters —
indicated above as o
follow

3. Click on “Apply

4.6.4  Public IP Network

No configuration is required in this section. Existing IP Interface, Ethernet Device and Device
Group can be reused.
It is anyway strongly recommended to have a dedicated IP Interface for Service provider SIP

Trunk like Orange in order to differentiate Traffic Sip Internal and Traffic Sip of the Service
Provider. In the TLS profile used for BTol / BTIPol (SIP/TLS) the WAN or public IP interface is
usually exposed to the public internet through a DMZ, so it is strongly recommended to use an
Access Control List in order to restrict access

4,6.5 Coders and Profiles

This section describes configuration of the Voice Settings: Coders and SIP profiles.

Allowed Audio Coders Groups

Allowed Audio Coders Groups are used to remove codecs from an SDP offer and/or to modify the
order or preference in the codecs list.

Orange accepts the following codecs in this order or preference:
- G.7117 A-law 20 ms for French BTIPol / BTol Offers (or G.711 pu-law 20 ms for International BT Offer).

We are going to create a new “Coders Groups” specific to Orange BTalk.

0 BTALK
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orange

This “Coders Groups” will manage the Codec specific to Orange BTalk.

Index Coder

G.711 A-Law (Empty)
0 (or G.711 p-
law)
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orange

1. Open SETUP >

SIGNALING &
MEDIA >

CODERS & e

PROFILES > 0
Allowed Audio Name « BTALK

Coders Groups
Click on “+ New”
Enter a
meaningful name
ex” BTALK”
4. Click on “Apply”
5. Click on “Allowed
Audio Coders 0
items”

wn

Cancel NG
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QCaudiocodes SETUP
6. Click on “+ New” @@ =] v
7. Select the coders
as mention in the £} TOPOLOGY VIEW Allowed Audio Coders Groups (7}
table of — ooEs - L —
parameters s
above, in the Media Realms (2) [" ::::':
Proxy Sets (2)
same order 1P Groups 2
4 CODERS & PROFILES
1P Prafiles (2)
P
Please note:
Do not select “G711 A- Allowed Video Coders Grou (0 ceneRaL
law VBD” or “EG-711 OGL
A-law” as they are not SIEFLILS
regular G711a codecs MESSAGE MANPULATION
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Allowed Audio Coders Groups in case of multiple codecs into SDP Audio MLine (Optional)

Even if this not the standard behaviors, some customer IPPBX/device could send several “codec” in
the SDP answer (SDP with multiple codecs into Audio M Lines). This behavior is not supported by
Orange BTalk network. As solution on the Audiocodes eSBC, it is required to implement a different
“Allowed Coder Group” to filter the answers. This will force all calls to the selected a unique “G711 A-
law” codec.

Note: If you are in this case you don’t need to create the “BTIP” “Allow Coders Group” describe in the
previous chapters.

We are going to create a new “Coders Groups” specific to Orange BTalk.

1 PCMA

This “Coders Groups” will managed only 1 Codec supported in Orange BTalk over Internet.

G.711 A-Law

(Empty)

Actions

Screenshot

11.
12.

Open SETUP >
SIGNALING &
MEDIA > CODERS
& PROFILES >
Allowed Audio
Coders Groups
Click on “+ New”
Enter a meaningful
name ex” PCMA”
Click on “Apply”
Click on “Allowed
Audio Coders 0
items”

GENERAL

ndex

Name = PCMA
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13. Click on “+ New”
14. Select the coders as £} TOPOLOGY VIEW Allowed Audio Coders Groups (2)
mention in the table Come e
oo, n the same = e o o
order 4 CODERS & PROFILES -
INDEX MAME
IP Profiles (2) 5 e
Tel Profiles (0) 1 PCMA
Please note: Coder Settings
Do not select “G711 A- Coder Groups
law VBD” or “EG-711 A- r———— #1[PCMA]
law” as they are not
regular G711a codecs Mlowred Video Codere
Groups (0) GENERAL
4 SBC Name * PCMA

Classification (1)
4 Routin,

4} TOPOLOGY VIEW

Allowed Audio Coders 1 items ==

@ Allowed Audio Coders Groups [#0] > Allowed Audio Coders (1)

CORE ENTITIES

| o Pagel:l of 1 Show recor:

4 CODERS & PROFILES

INDEX CODER USER-!
IP Profiles (2) 0 " G711 Alaw '
Tel Profiles (0)
Coder Settings

#0
Coder Groups
Allowed Audio Coders
Groups (1)
Allowed Video Coders Groups B2
(L] Coder ® G711 Alaw
User-defined C...

SBC
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IP Profile Settings

The IP Profile settings is a set of parameters with user-defined settings relating to signaling and
media. The IP Profile will be assigned later to specific IP calls.

This IP Profile will re-use the “Allowed Audio Coders” created in the previous chapter in order to
compliant with Orange BTalk codec list. In case of Standard installation will use the “BTALK” or in
particular case the “PCMA” Allow Audio Coders.

This IP Profile will be configured to be compliant with Orange BTalk specification:

Transfer allowed via Re-invite

DTMF via RFC 2833/4733

Transport tag require EF (DSCP 46) for Media and Signaling
SRTP encryption

AENENEN

Note:

For DTMF, the Audiocodes eSBC will be able to convert SIP INFO message to RFC2833/4733.
DTMF inbound will be not converted by the eSBC because it requires DSP resources on eSBC.

For Transfer, the Audiocodes eSBC will be able to convert REFER into RE-Invite.

For encryption, the Audiocodes eSBC will encrypt the RTP tower Orange BT/BTIP based on the TLS
context. By default, the Audiocodes SBC will deliver the RTP encryption to the IPPBX. If you want to
decrypt the RTP toward the customer IPPBX the parameter “SBC Media Security Mode = RTP” on the
IP Profile of the Customer IPPBX must be set.

In some case SIP Provisional Response ACKnowledgement (PRACK RFC 3262))

could be required (For Cisco CUCM) to be interworked with Orange which not support PRACK. eSBC
device can be configured to resolve this interoperable issue and enable sessions between such
endpoints. SIP PRACK handling is configured using the IP Profile parameter, eSBC Prack Mode :
Mandatory on the IP profile of the Customer IPPBX.

All of those conversions will stayed under customer responsabilities depending of South
private architecture context.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

“Section: Media Security”

SRTP YES
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orange

“Section: eSBC Media”

Allowed Audio  Allowed RFC2833 RFC2833 Use Silence RTP
Coders Coders Mode DTMF Suppression Redundancy

Mode Payload Mode
Type

1 IPP_BTALK BTALK Restriction Extend 101 Remove Disable

“Section: Quality of Service”

Signaling DiffServ

46

“Section: eSBC Forward and Transfer”

Remote

REFER
Mode

Handle Handle
Locally Locally

1. Open SETUP > ~
SIGNALING & GENERAL SBC SIGNALING

MEDIA > CODERS e e Tt
Name « IPP_BTALK P-Asserted-ddentity Header Mode: Asls b4
& P'ROFILES > IP Created by Routing Server N Drversion Header Mode » Remave
Profiles T — R =
2. Click on “+ New” oo s e — 5
Enter a meaningful MEDIA SECURITY SIP UPDATE Support supported
name ex” SBC Media Security Mode Remate e INVITE Supparted
IPP_BTALK” i
MK Size 0 MSRP re- INVITE/UPDATE Supported
3' Change the S Enforce MK Size R MSRP Offer Setup Role ActPass
paramete rs SBC Media Security Method SDES v MSRP Empry Message Format Defaul ™
indicated above as R — = e Rereseviaton od ccordin o Operaton M v

follow o

Generate SATP Keys Mode Only I Requiret ~ Keep Incoming Via Headers According to Operation Mode ~ |
| SBC Remave Crypto Lifetmein S0P« Ves ] | Keep Incoming Routing Headers Accarding to Operation Mode ~
SBC Remave Unknoan Crypto o EI Keep User-Agent Headsr Accarding to Operation Mode E|
Crypta Suites Group y [ Handle X-Detect No E'
1SUP Body Handl T t v
Encryption on RTCP Packets hsls El ody Handing kb il J
ISP Variant sz ~|
TR B Wax Call Duration {min] o
Remote Early Media Supported El
SBC REGISTRATION
Remote Multiple 18x Supported El
User Registration T o
Remote Early Media Response Type Transparent ~ e e e
N Cperation o ~ NAT UDP Registration Time 1
Remote Multiple Answers Mode Disable 9 NAT TCP Regstration Time &
Remote Early Media RTP Detection Mode By Signaling E|
SBC FORWARD AND TRANSFER v
Remote RFC 3960 Support Not Supported v

Concel m
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Actions

Screenshot

KEMOLE Eary Meaia K11 LIECeCion MOGe Ly >

SBC FORWARD AND TRANSFER ~
Remote RFC 3960 Support Noe S v
‘ Remote Can Play Ringback Ye ﬂ Remate REFER Mode « Handle Locally ~
o | e Replaces Mode Standard v
Play RBT To Transferee No )
SBC MEDIA Remote 3oc Mode « Handile Lacally v
Mediation Mode RTP Mediation v
SBC HOLD
Extension Coders Group -
Mo Ao Coders =] view Remote Hold Format Transparent v
Reliable Held Tone Source Yes v
‘Allowed Coders Mode v [t
Flay Held Tone Na ~
Allowed Video Coders v View |
Allowed Media Types
SBC FAX
Owrect Media Tag
RFC 2833 Mode + | Extend | Fax Coders Group . .

cancel [

RFC 2833 Mode. ﬂ Fax Codh - A
RFC 2833 DTMF Paload Type o Fax Mode sl v|
‘ Alternative DTMF Method fsls ﬂ Fax Offer Made Allcoders ﬂ
Send Muliple OTMF Methods Disable v Fax Answer Mode Single coder v
ﬂ Remote Renegotiate on Fax Detection  Tran ﬂ
v Fax Rerouting Made Disable v
SOP Pume Answer Remots Answer ~
veterred PTime 0 MEDIA
=) Broken Connection Wode Disconnect |
v Only IPé =]
RTCP Mode Transparent j [ "l
tter Compensation Desatle ~
SOP Handle RTCP ~ )

Lical Ringbiack Tone Index

Cancel APPLY

SDP Handle RTCP X

ﬂ Local Ringback Tane index A
e o Suppored ™M Locat Hel Tonandex
R Feedback FeedbackOF ¥
Remmber D Dsatie vl
mancement Dsavie v
Max Opus Bancvath E
Generate No-0p Packes Deatie vl
Enhanced LC Dsatie v
for— v
QuALITY OF sevicE
AP P Disery m
Signaling DiffSery . 46
Data DiffSery 0 v

cancel [N
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Click on “Apply”
The new Objects will
appear in the list.

BE so w

£3 TOPOLOGY VIEW IP Profiles (3}
4 coR eTIES
[“hen] ro W paga[ ot | - - soow (59 recoas per page
saos(1)
5P interfaces (1) DX & NAME PROFILE PREFERENCE.
Media Reaims (2) 1 1PP_BTALK i
Bromy Sets (3) 2 pPEX .
# Groups 4 s
4 CODERS & PRORLES
Telprofes 0
CoderSatings #1[1PP_BTALK]
Coder Groups

Allowed Audia Coders Groups (2)

Allowed Video Coders Graups (1) .
name o w7 BTALK
i Created by Routing Server e
Classifieation (2)
4 Rowing MEDIA SECURITY
Routing Paliaes (1)
IP-to-IP Routing (7) [FC Modla Reomty Mod:
Gareway Media Securiy Mase Preferavle

Alrermatie Rauing Reasors (0)
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4.6.6 Core Entities

SRD Table

No configuration is required in this section. We will use the existing “DefaultSRD”

SIP Interface Table

The SIP Interface table allows to define a local, listening port number and type (e.g. UDP or TCP), and
assigning an IP Network interface for SIP signaling traffic. We are going to use the TLS context
“Orange” with the Certificate shared with Orange BTALK.

This SIP signaling will be configured to be compliant with Orange BTalk specification:

v' For encrypted BTALK SIP Trunk architecture we need to configure TLS port 5061

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Classification Message Policy
UDP TCP  TLS TLS Failure

Index Network Interface
Port Port Port Context Response

Type
2 SI_BTALK NI_Existing 0 0 5061 Orange 0 BTALK Max SIP Size
1 SI_IPBX NI_IPBX 5060 | 0 0 : 0

Note: “Network Interface” will defined by the Customer itself.

9. Open SETUP >

SIGNALING & oo a2
MEDIA > CORE A
ENTITIES > SIP ‘ SRD #0 [DefaultSRD] A

Interfaces

GENERAL MEDIA ‘

10. Click on “+ New”
Enter a meaningful

Index 1 | Media Realm = #1[MRETALK v [ View |

" Name * SLBTALK Direct Media Drsable ﬂ
name ex” SI_BTALK” NE——— ™
11. Change the Network nterace N e | secuny
parameters ‘ sppbcin e e 1S Core Hame poy— -] view
indicated above as vorser: [ NS Attt enae ¥
follow j e = Wessaga Py o[ nEmmnsesa - e
TS Port. 5061 [E— e — EI
SCIp port o Enable Un-Authenticated Registrations |Not configured E'
SEIP Secondany Hetwork nterface - |- M, Number of Registered Users 1 [~
Cancel
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Business

Actions Screenshot

12. Click on “Apply”
The new Objects will
appear in the list.

QCaudiocodes

SETUP.

SIGNALING & MEDIA

{2 TOPOLOGY VIEW SIP Interfaces (7)

4 CORE ENTITIES
Shaw 10[V] records per page

woex o 0 NETWOR  AppucanoN TWE  UD? PORT 1o oRT s orr re—
1 frocht SO O
L8TALK DelaSRO () Pub 1 W
#1[SI_BTALK] & DefaultSRD ?
Groups 2)
Allowed Video Coders Groups (0)
- GENERAL MEDIA
Narne Media Reaim o WETAY o
SIP DEFNITIONS Topology tocauon Owectbeda
Network inerface « fusi view
MESSAGE MANIPULATION 3
e SECURITY
4 MEDIA UDe Fart TLS Context Name * Oran View
Modha Security TCF Yot TLS Mutual Authentication * Erath
SBC Crypto Suite Groups (0) Tsport. Message Policy * BTALK Max I Size View
RIP/RTCP Settngs SCIP Port User Secunty Mode
Voice Settings SCTP Secondary Networ . — Enabie Un-Authentcate.
Fax/Modem/CiD Settngs Addionst UDP Ports i Marfareriigne
Media Settings Additional UDP Ports M. :

13. In case of SIP
trunking Over
Internet like BTol
offer usage, we
advise you to enable
the “Malicious
Signature Database”
included in the
Message Policies
“BTALK Max Sip
Size” called into the
SIP Interface

GENERAL POUICIES
@ Sene Agestior
e + BTALK Mex 5 Size
uMiTs
s
Ja Maticious Signature Database
M Body L 1o
Ma '
| Ma tum Badies ofa
Message Policies (2)
[ Page M of 1 Shaw [0 =] records per page
INDEX = MAME MAX MESSAGE LENGTH MAX HEADER LENGTH
0 Malicious Signature DE Pratection 1 1
1 BTALKC Max SPP Size 4096 1

#0[Malicious Signature DB Protection]

GENERAL

Name

LIMITS

Max Message Length
Max Header Length
Wax Body Length

Max Nurn Headers

Max Nurn Bodies

* Malicious Signature DB Protection

POLICIES
Send Rejection
Method List
Method List Type
Body List

Budy List Type

Malicious Signature Dat...

Palicy Rejeat

Palicy Whalist

Palicy Whatelist

Enable

HAX BODY LENGTH
1
04

|

L Lo

C
SEND REJECTION

Palicy Drop
Palicy Reject

* Policy Drop

* Policy Blacklist

* Palicy Blacklist

* Enable
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Actions Screenshot

2. Then Message
Policies “BTALK
Max Sip Size” is
called into the Sip
Interface Ex: BTol

Media Realm Table

The Media Realm Table allows allowed range media defined on gateway depending on traffic.

This Media will be configured to be compliant with Orange BTalk specification:
v" For encrypted BTALK over Internet SIP Trunk architecture we need to configure
RTP port 6 000 to 20 000
v" For encrypted BTIP over Internet SIP Trunk architecture we need to configure RTP
port 6 000 to 38 000

Note: On Audiocodes eSBC, for RTP port range keep in mind that the RTP UDP port spacing is “10”.
This mean that for example 5 sessions SIP, 5*10 ports RTP from 6000 to 60050 will be reserved.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

2 MR_BTALK NI_Existing 7000 100

Note: The table above shows the configuration for 1000 calls maximum with Orange. The “Media
Session Legs” should be adapted to your BTIP/BT service offer. “Port Range Start” and “IP interface
name” will defined by the Customer itself.
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1. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES > MEDIA
REALMS

2. Click on “+ New”
Enter a meaningful
name ex”
MR_BTALK”

3. Change the
parameters
indicated above as

0 (N BTALX]

follow

The new Objects will

Click on “Apply” OCaudiocodes
appear in the list. @O [

£ TOPOLOGY VIEW

4 CORE ENTITIES

SETUP

SIGNALING & MEDIA

Media Realms (2)

New Edit ] records per page 2
5P merfaces ) MMEEOEVED  op pont G NG DEPAULTMEDI REALM
Prowy Sots (2) 1 MR_BTALK 7399 No
CODERS & PROFILES
J— #1[MR_BTALK]
MESSAGE MANIPULATION
GENERAL QUALITY OF EXPERIENCE

MEDIA Name * MR_BTALK View
i o=
P meracehame + Aol

SIP RECORDING LB PO Raye S e
NmberOfMednses.  + 100
TP Port Range trt 0
TCP Port R Erd )
et i sk
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Proxy Set Table and Address

The Proxy Set Table allows proxy set definition. There you will configure the IP/ FQDN of Orange BTALK
extremity and Keep-alive. We are going to use the TLS context “Orange” with the Certificate shared with
Orange BTALK for the encryption.

This Proxy will be configured to be compliant with Orange BTalk specification:

v' For encrypted BT/BTIP over Internet SIP Trunk architecture we need to configure
TCP port 5061

v" For Sip trunk keep alive done with “Options” message (every 300 seconds)

v" For Sip trunk redundancy Homing (the first Proxy Address is always select if
available) and Proxy Hot swap Enable ( In case of Invite reject or no answer ,the call
is moved to the next Proxy Address)

v' 2 Proxy Address must be configured for redundancy purpose or a single 1 in
case of BTIP over Internet DNS SRV record usage.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

0 <BT_Nominal_Public_IP>
PS_BTALK | SI_BTALK or <BTIP_Nominal_Public T
or or Using ) FQDN >:5061
1 Orange OPTIONS Homing Enable
PS_BTIP SI_BTIPK <BT_Backup_Public_IP> or
<BTIP_Backup_Public
& FQDN 515061 s

Note: Please avoid using Proxy Set 0 Index. The Public FQDN (Type A or SRV) or Public IP set in the
“Proxy Address” is the “Public FQDN” for BTIPol or “Public IP” for BTol provided by Orange for the
SIP trunk BTALK. “Options” message will be sent by the Audiocodes eSBC to verify if the Orange
BTalk network is reachable. We recommend to use primarily ours Public FQDN which required DNS
Servers must be configured in “Public” network interface.

All the screenshots below showing some IP address are given as example. You should replace
them by correct Orange IP’s or FQDN’s (Type A or SRV)
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3. Open SETUP >

SIGNALING & o
MEDIA > CORE o . = -
ENTITIES > PROXY B Tm rev— s
SETS SBC IPv4 SIP interface #2 [SI_BTALK] - View Min. Active Servers for Load Balancing 1
4. Click on “+ New” ot o =
Enter a meaningful AowcED
name ex” PS_BTALK” KEEP ALVE Gostcsoninp .
5. Change the Proykee Abe « g ovmons v NS Rese o v
parameters porpkerp ATt o[ 19
indicated above as R
follow prmbmm—— '
6. Click on “Apply”.
The new Objects will OCaudiocodes &

appear in the list.

@@ = «

£} TOPOLOGY VIEW
4 CORE ENTITIES

SRS

SIP Idertaces (2)

Medkia Reaims 2)

1P Grougs 5

CODERS & PROFILES

P

Classification (1)

SIGNALING & MEDUA

Proxy Sets (4]

3 PP Lo

#2[PS_BTALK] 1 DefautsqD

GENERAL REDUNDANCY
name « s Braix aedurcancy bode
[ — B v [—

S8 Pt 5P Iaeace v PR p—
TS Conent ame « orange e e Actve Sarrs o L

7. To configure “Proxy
Address” and
“Transport Type”,
you have to
configure and select
the “Proxy Set” just
created.

8. Click on the “Proxy
Address 0 items”
link at the bottom of
the page

EeRTE
PE = a
() POLOGY VIEW £2(PS_BTALK] ™ D
pr— s
SIP Interfaces (2) L
i .
e e :
e .

CODERS & PROFILES

sac

CATEWAY

S8 DEANTIONS

MESSAGE MANPULATION

MEDIA

INTRUSION DETECTION

5P RECORDING
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GENERAL

9. Configure though i

Proxy Priority 0

index O for Index 0 f
Proxy Address @ | sbcl.BTOLXXX.XXX:5061
Transport Type o TLS

Proxy Random Weight 0

10. You have to
configure though
Index 1 for the
backup Proxy
address to backup
the nominal ones
with

Cancel AZLNG

11. Atthe End at least 2
GENERAL
Proxy Items should !
be configured: Index 1 [

Proxy Address o | sbc2.BTOLXXX.XXX.comt:5061

- Index 0 for Nominal

W|th|n Transport Type e TLS
Proxy Priority 0
Proxy Random Weight 0
- Index 1 for
In case of usage of BTIP
over Internet SRV Coneel
Record Index 0 must be
configured
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IP Group Table

The IP Group table allows logical IP entities creation with a set of parameters such as Proxy set ID, IP
profile ID to separate provenance and destination traffic.

A new IP Group specific to Orange BTIP or BT SIP Trunk need to be create as Server Back-to-back
(B2BUA) with message Manipulation on the outgoing Orange side. The IP Group will be composed
of the objects previously created in the table: Media Realm, Proxy Set and IP Profile.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

Inbound Outbound Proxy Keep-
Media . Message Message Alive using
Index Name Proxy Set IP Profile . : : :
¥ Realm Manipulation Manipulation IP Group
Set Set settings
IPG_BT or
1 IPG_BTIP PS_BTALK MR_BTALK IPP_BTALK -1 2 Enable
1 3

Note: Please avoid using IP Group Index “0”. The value “-1” inside the “Inbound Message
Manipulation set parameter indicate that “None” Manipulation is needed for incoming message
from Orange BTALK. The value “2” inside the” Outbound Message Manipulation Set” parameter
indicate a set of Manipulations (inside the Man Set ID “2”) are required for outgoing message
toward Orange BTalk Network. Those Manipulations are described in the next chapters.
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1. Open SETUP >
SIGNALING &
MEDIA > CORE
ENTITIES
>|P_GROUP

2. Click on “+ New”
Enter a meaningful
name ex”
IPG_BTALK”

3. Click on “Apply”

4. Click on “Allowed

GENERAL

e

Ham o PG BTALK

Topetogy Locacin .

Tyoe server B

Proxysat 25 874K view

1P Profie 21 pop_BTAL View
2 IMR_BTALK | view

QUALITY OF EXPERIENCE

Qo Prafle

MESSAGE MANIPULATION

Inbaund Message Manipulation Set

Outhound Message Manipuistion et

Audio Coders 0
|temS Not Used v S8C REGISTRATION AND AUTHENTICATION
5. Click on “Apply”.
The new Objects will
appear in the list. s uio
@@ so m
£} TOPOLOGY VIEW 1P Groups (41
e m Page of Snow ¥ | records per page
- _— BTN g pmomi  weowsen | SDSIO
Py .
: i [ S [
e
SIF DEFINITIONS #1)PG_BTALK]
s
MEDIA GENERAL ‘QUALITY OF EXPERIENCE
‘SIP RECORDING. k...
L inad = MESSAGE MANIPULATION
1P Profle - o Messane Maniona.
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4.6.7 SIP Message Manipulation

For unencrypted or encrypted BT SIP Trunk architecture, it is required to implement some Message
Manipulation for the outgoing message toward Orange BTalk.

Those Manipulations Rules are detailed in chapter “S/IP rules & manipulations (€SBC Application)”.

Please jump to this Chapter directly
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4.7 SIP rules & manipulations (eSBC Application)

This section provides the configuration regarding the device’s eSBC application, which is used for IP-
to-IP message rules & manipulations as described below. This chapter is common to Orange BTalk
eSBC encrypted or unencrypted BT SIP Trunk architecture.

4.7 1 IP-to-IP Routing Table

This section provide configuration about IP-to-IP routing rules for eSBC application. We are
configuring a simple routing from Orange BTalk SIP trunk (IP Group) toward Customer IPPBX SIP
trunk (IP Group) and vice versa. This configuration could be changed according the complexity of the
VolP routing in the Customer environment (multi IPPBX, lines specific,..).

We are going also to implement OPTIONS answer message (via 200 OK), in order to answer the
Keep Alive messages send by Orange BTALK. This last implementation could be optional if already
present on the eSBC for a different SIP trunk.

For all IP-to-IP traffic, configuration has to be performed at least for:

- SIP Options message

- Outgoing message = South Side (Ex: IPBX) towards BTalk North side
- Incoming message = BTalk North side towards South Side (Ex: IPBX)

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».

0 OPTIONS Any OPTIONS Internal -- reply(response="200’)
>

1 BTIP Any IP Group IPG_BTALK

2 SllZe IPG_BTALK Any IP Group

4.7.2  Outbound Manipulations

This chapter is about the Number manipulation for precisely the “Called Number” in the URI. Orange
Phone numbers must be sent to Orange in E164 format. The following manipulations will transform
Called numbers received from Customer IPPBX in National format (0ZABPQMCDU or 00XXXXXXXX) to
E164 (+CCZABPQMCDU) before sending the Call tower Orange BTALK.

The mentioned parameters in the table below are the one specific to Orange Profile. All the other
parameters must be left as «default value».
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Manipulation Src IP Dest IP el DESHENIl Manipulated Remove  Prefix
Index Name Grou Grou Username Username ltem from 2
P P Pattern Pattern Left Add
0 00 > E164 Any  IPG_BTALK * 00 DeStL'J"Ra:t'm 2 +
Destination
1 0>E164 Any  IPG_BTALK * 0 URI 1 +CC

Note: +CC prefix is the Country Code of the country where the eSBC or IPBX is installed. It is up to the
Customer to indicate the correct +CC. ex +33 for France
If the IPBX is using a local dial plan (Private numbering Plan), then the manipulation has to adapted in

consequence by the Customer.

4.7.3 Inbound Manipulations

No inbound manipulation Number is required for default installation.
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4.7.4  SIP Messages Manipulations

Several SIP manipulations (aka “MMS”) are required to manipulate the SIP headers and the SDP body, in order to control the content of the messages, and
ensure the interoperability with the BTIP/BT services.

Important note:
¢ Manipulation Man Set ID “1” include only 1 manipulation Index “0”. This is applied to messages incoming from the customer IPBX (IPBX=>eSBC).
¢ Manipulation Man Set ID “2” include 21 manipulations Index “1” to “21”. They are applied on messages outgoing towards Orange BT/BTIP SIP trunk
(eSBC=> BT/BTIP). Manipulation Index 14 to 20 modify the phone number inside different Headers to be compliant with E164 Format. Replace “+CC”
by the corresponding Country Code of your country
¢ Manipulation Man Set ID “3” include only 1 manipulation Index “22”. This is applied to messages outgoing to the customer IPBX (eSBC=> IPBX).

The mentioned parameters in the table below are the one specific to Orange Profile. All the other parameters must be left as «default value». If the Man set
Id indicated in the table below are already used by existing Manipulation, feel free to change those number, but don’t forget to report the correct Id Number
in the “IP Group” ( please refer to chapter IP Group Table). Due to the complexity of the manipulation and to avoid mistake, you can load the partial INI in
“Annexes” chapter which contain only the Manipulation Rules.

Store User- 1 an header.user-agent exists and header.user- S A — Modif $1
Agent BTIP ¥ agent regex (.*) ’ a8 ¥
Modif - h . - i . .

odify User 2 any eader gser agent eX|s'tsland header.user-agent Modify var.session.agent + '+' + header.user-agent
Agent BTIP var.session.agent len> '1

i .
Hide IP From 2 any r]eader.froml.url.host contains header.from.url.host Modify header.via.host
Anonymous

Hide IP To 2 any header.to.url.host Modify param.message.address.dst.ip
Hide P 2 any.request header.request-uri.url.host Modif aram.message.address.dst.i
Request-URI y-req req B ¥ P ' ge: astip
Hide IP PAI 2 any header.p-asserted-identity exists header.p-asserted-identity.url.host Modify header.via.host
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Hide IP
Diversion
Remove BYE
Contact
Remove
2000K BYE
Contact
Remove
Supported

Modify Allow

Remove
Allow in ACK
Fix
Anonymous
Normalize_
Message
Diversion to
E164
Diversion to
E164
Remove
diversion in
181

From to
E164

From to
El64

PAIl to E164

PAl to E164

Add p-early-
media on
18x with SDP
Remove
Multipart

any
bye.request

bye.response.2
00

any
any

ack

invite

any
invite.request
invite.request

invite.response
.181

any
any
any
any

invite.response
.18x

invite.request

header.diversion exists

header.Supported exists
header.Allow exists

header.allow exists

header.from.url.user == 'anonymous' AND
header.privacy lexists

header.diversion.url.user regex (*00)(\d+)

header.diversion.url.user regex (*0)(\d+)

header.diversion exists

header.from.url.user regex (*00)(\d+)

header.from.url.user regex (20)(\d+)

header.p-asserted-identity.url.user regex
(~00)(\d+)
header.p-asserted-identity.url.user regex

(*0)(\d+)

body.sdp exists and header.p-early-media
lexists

body.application/vnd.orange.indata exists

header.diversion.url.host

header.contact

header.contact

header.Supported
header.Allow

header.allow
header.privacy

Message
header.diversion.url.user

header.diversion.url.user

header.diversion

header.from.url.user
header.from.url.user
header.p-asserted-identity.url.user

header.p-asserted-identity.url.user

header.P-Early-Media

body.application/vnd.orange.indata

Modify

Remove

Remove

Remove
Modify

Remove
Add
Normalize
Modify

Modify

Remove

Modify
Modify
Modify

Modify

Add

Remove

header.via.host

'INVITE,ACK,BYE,CANCEL,OPTIONS,UPDATE'

'

W82

'+CC' + 82

'+ 482
'+CC' +$2
'+ + 52
'+CC' + 82

'sendrecv
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Below a brief description of each manipulation:

© ©® N o g M w D= O

e e i =
w N B O

14.
15.

16.
17.
18.

Stores the “User-Agent” or “Server” header from the customer side into a variable which will be used in another manipulation.
Concatenates eSBC “User-Agent” and IPBX “User-Agent” stored in previous manipulation.

Topology hiding modifies “From host” part with eSBC IP address.

Topology hiding: modifies “To host” part with remote proxy IP address.

Topology hiding: modifies “Request-URI” host part with remote proxy IP address.

Topology hiding: modifies “P-Asserted-ldentity host” part with eSBC IP address.

Topology hiding: modifies “Diversion host” part with eSBC IP address.

Removes “Contact” header from “BYE” requests.

Removes “Contact” header from “200 OK” answers to a “BYE” request.

Removes “Supported” header.

. Modifies “Allow” header to BTALK supported value.
. Removes “Allow” header in “ACK” messages.
. Adds a “Privacy” header with value “id” if the “From” header is “anonymous” and the “Privacy” header is missing.

. Normalize messages. This feature does an automatic cleaning of SIP messages proposed by Audiocodes eSBC base on the SIP

standard format. It will remove unknown and proprietary header (X-). Malformed headers will also be fixed or removed.
Converts “Diversion” international phone numbers from “00” format to E164.

Converts “Diversion” national phone numbers from “0” format to E164. Note that “+CC” must be replaced by the current Country Code
(ex: +33 for France).

Removes “Diversion” header from 181 answers.
Converts “From” international phone numbers from “00” format to E164.

Converts “From” national phone numbers from “0” format to E164. Note that “+CC” must be replaced by the current Country Code (ex:
+33 for France).
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19. Converts “P-Asserted-ldentity” international phone numbers from “00” format to E164.

20. Converts “P-Asserted-ldentity” national phone numbers from “0” format to E164. Note that “+CC” must be replaced by the current
Country Code (ex: +33 for France).

21. Adds “P-Early-Media” with value “sendrecv” to 18x answers that contains SDP.

22. Removes “multipart body” coming from BTALK.
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ANnnexes

51 Import Manipulations Rules via Incrementation INI file

The INI incremental File attachment will allow you to load the Manipulation Rules need for this
configuration. Before loading the INI file on the Audiocodes eSBC, it is necessary to check if
the “Index” and “Man Set ID” number present in the INI incremental file are not already present
on the eSBC. If you have the same number, you must change the number on the INI partial file.

o]

manips_incremental.i
ni

The Incremental INI file must be loaded via the WebGui on the section
ADMINISTRATION/MAINTENANCE/AUXILIARY FILES/ INI file (Incremental)

Note: please do a backup of the Audiocodes eSBC configuration before doing this step.

QOCaudiocodes el vonor s sove | R ponse [

MEDIANT 1000 O incremental

G TIME & DATE Auxiliary Files

WEB & CLI

INI file (incremental)
SNMP
Choisir un fichier | Aucun fichler chols Load File

LICENSE

A MAINTENANCE CAS file

Chaisir un fichier | Aucun fichier chaisi Load File

# Call Progress Tones file

Chaisir un fichier | Aucun fichier chaisi Load File

Prerecorded Tones file

Choisir un fichier | Aucun fichier choisi Load File

Dial Plan file

Chnisir un fichier | Aucun fichisr rhois
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5.2 Example of SIP INVITE message

From IPPBX toward Orange BT/BTIP

L L o b B 3

INVITE sip:+33399103825@172.22.246.33 SIF/2.0

Via: SIP/2.0/UDP 172.17.229.118:5060;branch=z8hG4bkKac848491555
Max-Forwards: 70

From: "NBI_DB33296082933" =s1p:+332960825933@172.17.229.118>;tag=1c1454061318
To: =s1p:+33399103825@172.22.246.33>

Call-ID: 1446761085582019101759@172.17.229.118

CSeq: 1 INVITE

Contact: =sip:0033256082933@172.17.225.118:5068=

Allow: INVITE,ACK,BYE,CANCEL,OPTIONS,UPDATE

User-Agent: FPBX-14.0.10.3(13.22.0)+Mediant 1060/v.7.20A.252.269
Content-Type: application/sdp

Content-Length: 255

V=0
o=root 1460554499 2025434629 IN IP4 172.17.229.118
s=Asterisk PBX 13.22.0

c=IN IP4 172.17.229.118

=00

m=audic 7870 RIP/AVF 8 101
a=ptime:20

a=maxptime:150

a=sendrecy

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 B-15
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From Orange BT/BTIP toward Customer IPPBX

INVITE sip:+332959281655@172.17.229.118:5060;user=phone SIF/2.0

Via: SIP/2.8/UDP 172.22.246.33:5060;branch=z5hG4bKg4e6ebl0S0t6a7e3t140.1

From: "+33786002931" <sip:+33786002931@172.22.246.33;user=phone>;tag=SDkrgc301-52malg
To: =sip:+33299281695@172.17.229.118; user=phone=

Call-ID: SDkrgc301-6d41631ae390323a0ca28275a72b7aad- v300g00060

CSeq: 864377 INVITE

Max-Forwards: 64

Allow: INVITE,ACK,CANCEL,BYE,INFO,UPDATE, OPTIONS, REFER

Contact: <sip:172.22.246,.33:5060; transport=udp>

F-Charging-Vector: icid-value=aedBSced-04f7-1038-00-00-00-10-6b-03-d1-08
F-Early-Media: supported

Frivacy: none

Diversion: =<sip:+33299281695@172.22.246.33>:11m1t=10; reason=unconditional;counter=1
Content-Length: 281

Content-Disposition: session; handling=required

Content-Type: application/sdp

o

- 1636835357 40660 IN IP4 172.22.246.33

- o

N IP4 172.22.246.33

%5 I =
i n i

=t
o
<=}

m=audio 6548 RTP/AVF 8 18 9 181
a=rtpmap:8 PCMA/8000

a=rtpmap:18 G7259/8000

fmtp:18 annexb=no

rtpmap:9 G722/8000

rtpmap:181 telephone-event/8000
=fmtp:101 B8-15

a=sendrecv

a=ptime:20

Tameo N _NO~IE  3C .34 1711

ool oo
nn n

5.3 NTP server configuration

This section describes how to configure the NTP server's IP address. It is recommended to implement
an NTP server (Microsoft NTP server or another global server) to ensure that the eSBC receives the
current date and time. This is necessary for validating certificates of remote parties. It is important, that
NTP Server will locate on the OAMP IP Interface (LAN_IF in our case) or will be accessible through it.

» To configure the NTP server address:
1. Open the Time & Date page (Setup menu > Administration tab > Time & Date).

2. In the 'Primary NTP Server Address' field, enter the IP address of the NTP server. If you have an
OVOC installed in your network you can indicate the OVOC as NTP Server.
3. Click Apply.
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QCaudiocodes

EAY TIME & DATE

WEB & CUI
SNMP
LICENSE

MAINTENANCE

Daylight Saving Time

Time & Date
LOCAL TIME TIME ZONE
Year Month Day  Hours Minutes Seconds UTC Time
Local Time

UTC Offset

HIPSERER DST Mode
Enable NTP Enable . Start Time

Primary NTP Server Address (IP or FQDN) « (7217229160 End Time

Secondary NTP Server Address (IP or FQDN)
NTP Update Interval Hours:
NTP Authentication Key Identifier 0

NTP Authentication Secret Key

Offset [mir

22 | Minutes: | 0 Day of Month Start

Day of Month End

Cance

16 OcL, 2019 18:44:24
Hours: | 0 Minutes: 0

Disable v
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Glossary

BTalk: Business Talk

BTIP: Business Talk IP

BTol : Business Talk over Internet
BTIPol : Business Talk IP over internet
CC: Country Code

CSBC/eSBC: Customer/Enterprise Session Border Controller
CSR: Certificate Signing Request
DTMF: Dual Tone Multi Frequency
FQDN: Fully Qualified Domain Name
IP: Internet Protocol

LAN: Local Area Network

LLDP: Link Layer Discovery Protocol
MMS: Message Manipulation SIP

NET: Network Equipment Technologies
PBX: Private Branch eXchange

PSTN: Public Switched Telephone Network
RS: Remote Site

SBC: Session Border Controller

SIP: Session Initiation Protocol

TCP: Transmission Control Protocol
TLS: Transport Layer Security

UDP: User Datagram Protocol

WAN: Wide Area Network
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