Running with Bulls
Cyber-crime threat landscape through
the eyes of an ethical hacker
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Chief Ethical Hacker, SecureData
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Accelerating Largest independent managed

security services provider in the UK

our
international 200 people
develO pment 24/7 UK CyberSOC
with 50 engineers
40 consultants/analysts
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For more information please contact us

T: +44 (0)1622 723400

E: info@secdata.com

www.secdata.com

You can outrun some of the
bulls some of the time, but you
can’t outrun all of the bulls all of
the time.
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INNOVATION
OF
MONETISATION
BY CRIMINALS
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“I think it is just a temporary trend until someone finds a better
idea to make money easier” eWeek 2012

Ukash
PaySafeCard
MoneyPak
CashuU
Gift Card

« iTunes Vouchers
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NEW RANSOMWARE SCAM ACCEPTS BITCOIN PAYMENT
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Est. Global Ransomware Payments (in millions of dollars)

<5000

850

24

2015 2016 2017
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HASHES/S TOTAL THREADS

11.7 356 2+ -

A Crypto Miner
for your Website

Monetize Your Business With Your Yourdomain.com Would Like To Use
Your Computing Power

You can support yourdomain.com by allowing
them to use your processor for calculations. The
calculations are securaly executed in your
Browser's sandbox. You don't need to install
anything.

@ Spam Protection & L

Rate limit actions on your site Monetize

Cancel

powered by coinhive — more info

For more information please contact us
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Hacked Websites
Mine Cryptocurrencies
nvyo | sucuri.net

Hacked Websites Mine Cryptocurrencies

SEPTEMBER 22, 2017

penis sINEGUBKO [+l B3
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HASHES/S TOTAL THREADS

11.7 356 2+ /-

A Crypto Miner
for your Website

Monetize Your Business With Your Users' CPU Power

@ Spam Protection 69 Link Forwarding

Rate limit actions on your site Monetize shortlinks to your content

For more information please contact us
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Security

Coin Hive hacked via old password to
move manic miners' Monero into
miscreants' pockets

Credential leaked from Kickstarter hack used to
hijack Cloudflare DNS

By lain Thomson in San Francisco 24 Oct 2017 at 19:52 7(Qd SHARE Y
NN DR W >
\/v S

Monero miner maker Coin Hive was hacked so that websites using its
code inadvertently redirected their generated cryptocurrency to
miscreants — after the outfit forgot to change an old password.
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REMOTE JAILBREAK
FOR i0S 8

SUBJECT TO.TERMS AND CONBITEONS i
SEE YERGDIUM'S FULL ANNOUNCEMENT ANIBOUNTY lm.u .. .
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URGENT

PETYA RANSOMWAT

threats, attacks &
compromises

investment leak into the
civilian space

e CybDErcrime are enabled by
e cryptocurrencies

hungry for new revenues
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CALL FOR
GOVERNMENTS
TO PROTECT A

CIVILIAN

INTERNET
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airports, we see
people who are
unable to
purchase their
rye bread or
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their cars
because NSA
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NCSCE"D HOME  ABOUTUS  NEWSROOM  INCIDENTS  RESOURCES  TICSA

ABOUT THE NATIONAL CYBER SECURITY CENTRE !
The New Zealand National Cyber Security Centre (NCSC) provides enhanced services to government g__" k
agencies and critical infrastructure providers to assist them to defend against cyber-borne threats v Al

- 1‘17 = EE!

to protect New Zealand’s most significant
organizations, To protect their networks from the
types of threats which are typically beyond the
capability of commercially available tools, and
from threats which could potentially impact on the
effective functioning of government administration or
key economic sectors.
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LEGISLATION,
REGULATION &
BEST PRACTICE

GUIDELINES
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For more information please contact us
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{ “The level of risk associated with the GDPR
¥ i has catapulted data protection into the
[ - } boardroom”.
u (
] ) / Jane Finlayson-Brown - Allen & Overy
24
'/ | . - -
P ; Fines for non-compliance and data
$ breaches will soar under GDPR, reaching

Had the TalkTalk breach occurred
- under GDPR, the company could
have faced fines of up to £90 million

< ;D up to 4% of a company’s global turnover

Sh/'ft Organisations will be required to inform

7 regulators within 72 hours. When it’s in
the interest of consumers, regulators

@ will also release news of the breach
publicly

~~
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Balkanization

Bal-kan-ize [bawl-kuh-nahyz]
verb (used with object), Bal-kan-ized, Bal-kan-iz-ing.

1. to divide (a country, territory, etc.) into |
small, quarrelsome, ineffectual states.
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TaoSecurity

Richard Bejtlich's blog on digital security, strategic thought, and military history.

Five ‘R‘easons I Want China Running Its Own Software

China Wants To Replace Microsoft, Apple,

And Android Software By October

or other countries to replace
then reply via Twitter that I love
pns why I want China and other
likely targets of American foreign intelligence collection to run their own software.

merican software with genous or sem

1. Many (most?) non-US software companies write lousy code. The US is by no means perfect,
but our developers and processes generally appear to be superior to foreign indigenous efforts. Cisco
vs Huawei is a good example. Cisco has plenty of problems, but it has processes in place to manage
them, plus secure code development practices. Lousy indigenous code means it is easier for American
intelligence agencies to penetrate foreign targets. (An example of a foreign country that excels in
writing code is Israel, but thankfully it is not the same sort of priority target like China, Russia, or
North Korea.)

2. Many (most?) non-US enterprises are 5-10 years behind US security practices. Even if a
foreign target runs decent native code, the IT processes maintaining that code are lagging compared

to American counterparts. Again, the US has not solved this problem by any stretch of the imagination.

However, relatively speaking, American inventory management, patch management, and security
operations have the edge over foreign intelligence targets. Because non-US enterprises running
indigenous code will not necessarily be able to benefit from American expertise (as they might if they

were running American code), these deficiencies will make them easier targets for foreign exploitation.

3. Foreign targets running foreign code is win-win for American intel and enterprises. The current vulnerability equities process (VEP) puts
American intelligence agencies in a quandary. The IC develops a zero-day exploit for a vulnerability, say for use against Cisco routers. American and
Chinese organizations use Cisco routers. Should the IC sit on the vulnerability in order to maintain access to foreign targets, or should it release the
vulnerability to Cisco to enable patching and thereby protect American and foreign systems?

This dilemma disappears in a world where foreign targets run indigenous software. If the IC identifies a vulnerability in Cisco software, and the majority of
its targets run non-Cisco software, then the IC is more likely (or should be pushed to be more likely) to assist with patching the vulnerable software.
Meanwhile, the IC continues to exploit Huawei or other products at its leisure.
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Blogging Since 8 Jan 2003

TAQECURITY

THE WAY OF DIGITAL SECURITYS

TaoSecurity Gear

Get Mugs and More at TeePublic

About Me
[ RICHARD BEITLICH
View my complete profile
‘t
twitter.com/taosecurity
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In @ mature defense strategy -
detection has a place

For more information please contact us
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WHY DETECTION

1 DEFENSE Any good
enterprise

strategy needs to

cover
Assessment,
Protection,
Detection &
Response.
Are we doing
everything we
could to track
contemporary
threats and
realities?

For more information please contact us
NSEP T
S S oS T: +44 (0)1622 723400

2 COMPLIANCE
Increasingly

being demanded
as a best practice

by standards and
regulations.

In the case of a
breach can we claim
that we took all

reasonable steps to
protect our
assets?

E: info@secdata.com www.secdata.com

3 READINESS Data collection

and correlation

is as much about

investigation as
it is about
detection.

Are we in a
position to rapidly
perform triage in

the event of a
compromise?




Threat Detection a—
INn practice
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3. People & Principles
trump Technology

ATHOUSANDBATTLES, ATHOUSAND VICTORIES.
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Know ==
Your Enemy
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AppleS

Third-party S

Valid Accounts

DLL Search Order Hijacking

Securityd Memory

Communication Through

AIN Hijack
jac

TCONTROL

Applic

Re.common SID-History

Sudo

attack.mitre.org

Command & Actions on

Weaponization Exploitation Installation Control Objectives

For more information please contact us
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MAYBE MORE OF THIS?

1 & g 5 4 token_test
Home Insert Pagelayout Formulas Data  Review  View
i o7 ditional Format
charl van der walt . 7 & Format as Table
Testing canary files & LR iy . Algremant | Number:: | - =7 Cuti Stytes ¥
To.
£§f£:10.200.10.164

Hello ALY,
Please would you help me out by saving this file and opening it up for me-? Its just a call-back. nothing
malicious!

Thanks.

MacBook
 Ea—————

For more information please contact us
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DECEPTION & TRAPS

LogRhythm Dashboards  Alarms ~ Cases  Searches  Reports Search.
©@  BGLSuspiciousIP2.125177.154 o 8 Alarms ®uveata @ Inspector

1d: 1841973 | AIE: SD: File Canary Trigger

Evidence i~ K AAANRLINAA, >
@35 030 Ol 00 0355 OAPM 0405 Oal0  O&tS 060 ok 0630 Data, Comments & Details AlEngine Rule

inthe last 1 hours  Alarm Status: Any | Entity:Any ~  MamReAwy v Rk Ay ~ | Notification List:Any | Alarm Group: Any | Alarm i Any

SD-van der Walt, Charl added a set of logs i Data

08/15/2017 2:40 pm

LOGS (VIEW IN ANALYZER)

() check visible: Sort By | Date Triggered (Desq) + Alarm ID 1841973

Add Note Add Fie O8/24/2017 41942pm  1d: 1841980 08/24/2017 41918 pm  1d: 1841979 OB/24/2017 41753pm 1 1841978 AlamDate  08/24/2017 41510 pm

SmartResponse Succeeded SmartResponse Succeeded SmartResponse Succeeded
AlarmName  AlE: SD: File Canary Trigger

® wmo = o @mO Classification  Suspicious.

Log Source AlEngine (AIEEngineiD: 5)
AIE: SD: Repeat Offender Y, (-1000349)

Associated Cases
i Common Event  AIE: SD: File Canary Trigger
Select a Case Direction Unknown

History Entity (Origin)  Global Entity

®: @@0 ® @m0 Entity SecureData-Lab
(Impacted)

Host (Origin)  87.238.200.1

y Trigger AIE: SD: File Canary Trigger

SecureData-Lab Object Mozilla/5.0 (Macintosh; Intel Mac
08/24/201741510pm k1841973 0SX) Excel/0.00

SmartResponse Succeeded

URL Jcanaryfallan_wuz_here_12345.pn
g

L 4 w0

Missed

AIE: SD: Repeat Offender o 7 hythm . Alarm Actions

Status.
Closed
Sub-Status: Monitor

@w0 » @m0 ® @WO ilide

=/ SD:LogRhythm Component AIE: SD: File Canery Trigger AIE: SD: File Canery Trigger
/ Excessive Wamings

Please Select
OR
P A New Case
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Times HOME YOUR MARINE CORPS ~ WASHINGTON  BESTFORVETS BENEFITS  MILITARY LIFE  NEWSLETTERS = DEFENSE NEWS  SUBSCRIBENOW  MORE

Log Data

People | Platform

Process | Projects

Threat Intel Data
eyeq Ayjiqesauinp

Inventory Data

Every Marine a rifleman no more?

By: Jeff Schogol, May 7, 2017 (Photo Credit: Cpl. Jesus Sepulveda Torres/Marine Corps)

Former Defense Secretary Ash Carter shocked the military last summer when he called
for boosting the military’s high-tech force by finding civilians who already have those
vital skills like cyber security and offer them “lateral entry” into the military — a chance

to skip boot camp and put on a uniform as a mid-career rank from Day One.
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WHY MANAGED DETECTION

1 FOURP’'S

People, Process,
Platform and Project
Management are
tedious and
expensive if not
core business.

Do we want to spend
our time and effort
doing the basics when
modern security
needs to

be agile?

S=NSEPOST

For more information please contact us
T: +44 (0)1622 723400

2 SKILL

Appropriate skills
are incredibly
difficult to identify,
hire, equip and
retain in a
competitive
market.

Do we have the
resources, experience
and environment to
retain our own set

of capabilities?

E: info@secdata.com www.secdata.com

3 AGILITY

Threat detection is
not plug-and-play
and continuous
investment is
required to
respond to new
risks.

Do we have the
environment to
continuously extend
and adapt our
detection capability?

S CURE

CYBERSECUR




SELECTING A PARTNER

1 THE BASICS R
Our mission is to

the basics right,
focusing on
repeatable, managed
processes and
proven
technology.

Can we confidently
say that we've
addressed the

basics and know
what we're
getting?

For more information please contact us
S=NSEPQOST [ormore mormatonp ;

E: info@secdata.com www.secdata.com

T: +44 (0)1622 723400

2 SCOPE
Our offering
leverages the
best skills in the
market but is also
honest about
fallibility.

Are we willing to
trust any single
technology or
system for any part
of our defensive
strategy?

We are big
enough to
compete globally
but small enough
to be a trusted
extension of
your team.

Who can we trust

to be personally
available for all of
our security
needs?
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"Questions?”

Charl van der Walt
YW @charlvdwalt

For more information please contact us
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Come and see us:

Demo booths:

DiLAN
Cyberdefense

|

Partner Talks:

@5 >zscaler  16:30 Balcony room




Thank you...
we’re listening




Companies thrive
on innovation.
We work to
shape yours.




